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Introduction

Intelligence Now

On December 8, 2020, the chief executive officer of the cybersecurity firm
Mandiant announced, “We were attacked by a highly sophisticated threat
actor, one whose discipline, operational security, and techniques lead us to
believe it was a state-sponsored attack.”! Five days later, Mandiant and
Microsoft released coordinated reports on an espionage campaign targeting
SolarWinds, a company that provided network management services to
Mandiant and many other organizations.? SolarWinds disclosed that eigh-
teen thousand customers were exposed to the threat.®> Over a hundred of
them—including the US Departments of Defense, State, Justice, Energy,
Commerce, and Treasury—experienced follow-on intrusions. The presi-
dent of Microsoft called the breach “the largest and most sophisticated
attack the world has ever seen” and estimated that it required “more than
1,000” engineers.*

About a month later, the US government publicly declared that the intru-
sion was “likely Russian in origin.”® Politicians quickly seized on military
language to describe it. Senator Mitt Romney said that “a cyber-hack of this
nature is really the modern equivalent of almost Russian bombers report-
edly flying undetected over the entire country.”® Senator Dick Durbin called
it “virtually a declaration of war,” and Senator Marco Rubio demanded that
“America must retaliate, and not just with sanctions.”” President-elect
Joseph Biden even declared, “I will not stand idly by in the face of cyberas-
saults on our nation.”® His administration later accused the Russian For-
eign Intelligence Service (SVR), “also known as APT29, Cozy Bear, and The
Dukes,” of hacking SolarWinds and five other software vendors.’

But Biden responded with economic and diplomatic sanctions, not mili-
tary retaliation.!” The SVR was an intelligence agency, not a military unit.
Its goal was data, not destruction. Commercial firms, rather than the US
military, played a leading role in incident response. Spying is hardly
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unusual in politics, of course, but the scope and scale of the SolarWinds
breach were discomfiting. According to the chief of cybersecurity at the
National Security Agency (NSA), “We observed, absolutely, espionage. . . .
But what is concerning is from that platform, from the broad scale of avail-
ability of the access they achieved, there’s the opportunity to do other
things, and that’s something we can’t tolerate.”!!

Cyberspace raises hard questions about national security. How danger-
ous are cyber threats? Does cyberspace transform war? Do hackers shift the
balance of power? Why are critical systems so insecure in the first place?
Has commercial industry become the front line of national defense? And
how should governments respond to the mounting threat? Answers to such
questions vary depending on whether we interpret network intrusions as
warfare or as something else. This book reconsiders cybersecurity through
the lens of secret statecraft.

The Reinvention of Secret Statecraft

Secret statecraft is the use of organized deception for strategic advantage.
It is logically distinct from the organized violence of military statecraft or
the organized commerce of economic statecraft, even as they are often
mixed in practice. While statecraft in general is the art of using what you
have to get what you want, secret statecraft is the art of using what others
have to get what you want. Political actors may use military or diplomatic
means to pursue their goals directly, or they may use intelligence or covert
action to pursue them indirectly. Secret statecraft enables actors to gather
information about threats and opportunities, advance political interests
without provoking a fight, or fight more efficiently if they must.

Secret statecraft is not new. Ancient strategists like China’s Sunzi and
India’s Kautilya commend the use of espionage, subversion, and counterin-
telligence. The strategy of deception is even older if we consider animal
mimicry and disguise. But deceit is flourishing today as never before. Secret
agents have never been able to steal so much data. Con artists have never
been able to fool so many marks. Commercial firms have never encoun-
tered so many threats. Digital networks enable spies to steal sensitive data,
saboteurs to disrupt critical systems, and disinformation to flood the inter-
net, all at unprecedented scale. In this sense, the information age is also the
age of deception.

But we should not deceive ourselves. The discourse of cybersecurity is
full of hyperbole and confusion, as seen in the responses to SolarWinds.
Pundits regularly warn of cyberwar, but the reality is more complicated.
In the empirical record we see little evidence of catastrophic digital
disruption. There is instead a profusion of intrusion—mostly cybercrime,
espionage, and disinformation. The existential threats of cyberwar are
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exaggerated, but nevertheless, governments and companies are still wor-
ried about cybersecurity, and rightly so. Digital technologies are vital for
economic and military power, after all.

This situation is uncomfortably ambiguous. Network intrusions are at
once a normal feature of global politics and an enduring source of dread,
threatening yet tolerated, provocative yet restrained, alluring yet frustrat-
ing, neither peaceful nor warlike. I argue that this ambiguity is inevitable.
Secret statecraft is a form of competition that exploits cooperation. Spies
take advantage of trusting colleagues, and spyware masquerades as trusted
software. If we want more social trust, then we invite more abuses of trust.
The common protocols and shared systems of cyberspace embody a
remarkable degree of cooperation, so cyberspace in turn enables a remark-
able degree of deception.

Cyberspace dramatically expands the scope and scale of secret statecraft,
but this has countervailing implications. Cooperation-enabled competition
is a double-edged sword. Threats have more places to hide in complex sys-
tems, but they can make more mistakes. Intruders can connect to more tar-
gets at lower risk, but intrusions depend on the willing assistance of
unwitting victims. Saboteurs can inflict damage by remote control, but
secrecy and anonymity undermine the credibility of political signals.
Deception can provide benefits at reduced cost, but overreliance on decep-
tion risks losing benefits completely. These trade-offs have important impli-
cations for understanding the impact of cyber operations on international
security. In short, cyberspace expands not only the opportunities of secret
statecraft but also its liabilities.

Intelligence Performance at the Operational Level

It is tempting to assume that technology transforms politics. It is widely
believed, for example, that it is easy for hackers to exploit critical systems—
cheaply, rapidly, remotely, and effectively. As a result, offense is getting
easier while defense is getting harder. Offense dominance in turn creates
asymmetric advantages for terrorists, rogue states, and weaker actors.
Hacking thus provides an efficient offset to military power, with dramatic
implications for world politics. These technological arguments are plausi-
ble, but they are incomplete.

The political impact of technology usually depends on social context,
which is complex, contingent, and changeable. The overarching theme of
this book, accordingly, is that institutions both enable and constrain
secret statecraft. Institutions are the social and technical means for
improving information, lowering transaction costs, and solving collec-
tive action problems. Governments, cultures, organizations, and software
systems are all sociotechnical institutions in this sense. Secret statecraft
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in turn works by exploiting or subverting cooperative institutions for
competitive gain.

Secret statecraft is not simply deception, moreover, but organized decep-
tion. Effective intelligence and covert action depend on spy agencies, coun-
terintelligence units, criminal networks, and security companies. All such
deception specialists are organizational institutions that exploit collective
institutions. I describe the working practice of deception specialists as intel-
ligence performance, which is the operational implementation of secret
statecraft.

The operational level of intelligence is analogous to the operational level
of war. Scholars have studied military effectiveness at this level extensively,
but the literature on intelligence performance is less developed. Just as mil-
itary campaigns plan and direct tactical engagements to achieve strategic
objectives in a war, intelligence campaigns cultivate and employ sensitive
sources and methods to advance strategic interests, in peacetime or war. In
intelligence as in war, the operational level shapes, but does not determine,
strategic outcomes. Militaries can win battles while governments lose wars.
Yet militaries that fail on the battlefield make it harder for leaders to achieve
their objectives. Leaders can likewise misunderstand or misuse the secrets
that spy services steal. Yet spies that fail to gain access to valuable targets
make it harder for states to gain an information advantage.

The SolarWinds hackers ran a successful intelligence campaign for most
of 2020. They subverted a software supply chain to create and maintain a
backdoor into over a hundred organizations. They used this secret channel
to collect a lot of data, and in principle they might have used the same chan-
nel to inject data or disrupt functionality. But the Russian operation was not
perfect. As we shall see, a few missteps compromised the whole campaign.
It is entirely possible, even likely, that the data that Russia did collect from
sprawling US bureaucracies yielded little intelligence of value. Russian pol-
icymakers, furthermore, may not have received or acted on any of it. Yet at
the same time, Moscow would have a hard time learning about the inter-
nals of a dozen US agencies without some sort of intelligence access.

While intelligence can be used, misinterpreted, or ignored, secret access
to targets is a necessary first step to advantage. By gaining and maintaining
persistent information channels, deception specialists can extract or inject
information. They also must prevent competing specialists from doing the
same. Information advantages derived thereby may help leaders to identify
threats, create opportunities, target resources, finesse trade-offs, and gener-
ally make better decisions. Intelligence performance may not be sufficient
for strategic advantage, but it is necessary for organized deception.

This book develops an institutional theory of intelligence performance
and applies it to prominent cyber campaigns. After chapter 1 defines the
concept of secret statecraft, chapter 2 argues that its operational implemen-
tation depends on two conditions: vulnerable institutions and clandestine
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organization. The former refers to institutions shared between the intruder
and its target, while the latter refers to institutions that the intruder can
control by itself. These conditions matter in any historical era, but they are
becoming more complex in cyberspace. They also apply not only to intelli-
gence collection but also to covert action. A general implication is that
offensive advantage and strategic stability in cyberspace are contingent on
institutional context.

A Century of Russian Spies

To convey the basic intuitions of this theory, let’s consider two cases of Rus-
sian espionage nearly a century apart. The Russian SVR, responsible for the
SolarWinds operation, is a historical descendent of the Soviet Committee
for State Security (KGB). It may be helpful to compare the SVR’s most
famous hack with the KGB’s most famous spy: Kim Philby.

The Soviets recruited H. A. R. Philby—who went by the nickname “Kim”
after Kipling’s famous operative—in the mid-1930s. Philby and four other
Cambridge graduates known as the “Cambridge Five” were recruited by a
savvy “illegal” in London; he appealed to the young men’s Communist
sympathies and promised them adventure.!? Philby went on to join the
British Secret Intelligence Service (SIS, a.k.a. M16) in World War 1II, head the
British intelligence mission in the United States, and gain the confidence of
the Central Intelligence Agency (CIA). He was even considered for the role
of chief of SIS, but he was a KGB agent the entire time.

The cases of Philby and SolarWinds share several similarities. Philby
was a mole in SIS, an organization designed to enhance national
security. The SVR exploited a backdoor in Orion, a network service
trusted to install cybersecurity patches. The KGB used Philby to learn
what Western agencies knew about Russian activities. The SVR accessed
Mandiant’s red-teaming and network-monitoring tools that were
designed to counter Russian threats.!> Both were, in effect, counter-
counterintelligence operations. These cases also contrast in important
ways, which I will discuss later. First I will focus on two common condi-
tions for intelligence performance.

VULNERABLE INSTITUTIONS

The basic condition for the possibility of deception is vulnerable institu-
tions. This refers to the operating environment for intelligence operations.
Institutions are most vulnerable to exploitation when they are well con-
nected and their monitoring and enforcement functions are flawed. Flawed
monitoring enables threats to hide. Flawed enforcement provides access to
targets.



INTRODUCTION

Deception works by exploiting the willing but unwitting assistance of the
deceived. The Cambridge Five took advantage of the collegial culture of
Western intelligence. The SolarWinds campaign took advantage of wide-
spread trust in software supply chains. Both Philby’s confidence games and
the SVR'’s social engineering relied on gullible human personnel and lax
security procedures. The SVR further exploited technical design flaws and
software features that SolarWinds and Microsoft developers had created of
their own free will.

Both operations were long cons. The KGB infiltrated agents into British
agencies, and the SVR infiltrated tainted code into SolarWinds’ customers.
Over a period of many years, the Soviets recruited the Cambridge Five and
encouraged them to advance through the ranks of British intelligence.
Philby’s status in the British establishment and his background in wartime
service gave him impeccable bona fides. He even served as a British coun-
terintelligence officer targeting Russian spies, providing perfect cover for
meeting Russian handlers.!* Philby knew what his opponents were looking
for, so he could produce credible signals of trustworthiness. His colleagues
unwittingly helped by overlooking suspicious behavior, rationalizing
numerous red flags, and even vouching for Philby’s character as suspicions
arose.

The Russians first gained access to the SolarWinds software development
environment as early as January 2019, via a compromised VPN account.!
They spent a year studying the Orion network management service and
running test builds. Then in February 2020, they dropped in a malware file
(labeled “Sunspot” by CrowdStrike) that hijacked the build process to inject
a subtly modified library file (.dll) to create a backdoor in Orion (“Sun-
burst”); according to a CrowdStrike analysis, the “developers invested a lot
of effort to ensure the code was properly inserted and remained unde-
tected.”!® This backdoored component was digitally signed with a Solar-
Winds certificate, so it appeared completely legitimate to customers who
received Orion updates. Sunburst remained dormant on victim networks
for two weeks or more as a security precaution, and then it established
communication to the SVR via remote command-and-control servers and
performed network reconnaissance.” The SVR selected a subset of victims
to install another backdoor (“Teardrop” or “Raindrop”), which in turn
installed a popular penetration testing tool (“Cobalt Strike”).

While the KGB and SVR used radically different tradecraft, there are
some familiar echoes. Much as Philby was left in place for a while to
increase his credibility, the SVR was patient in developing and deploying
its exploits. Much as the KGB communicated indirectly with Philby
through cutouts and dead drops to protect their most valuable agent, the
SVR worked through a staged operation that insulated their most sensi-
tive exploit (Sunburst) from discovery. Much as Philby subverted organi-
zational resources in SIS, Russian hackers evaded security features on
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victim networks and leveraged legitimate administrative functionality
(i.e., “living off the land”).

CLANDESTINE ORGANIZATION

The second condition for intelligence performance is clandestine organiza-
tion. Professional spy services provide a platform for planning and manag-
ing sensitive intrusions while mitigating counterintelligence risks. They
must have the capacity to balance administration and adaptation while
exercising discretion to protect their operation.

Organizational deception specialists like the KGB and SVR are reposito-
ries of operational expertise and administrative capacity. KGB handlers
provided training, guidance, and assistance to the Cambridge Five,
although there was often friction between Philby and Soviet residents.'
The SVR likewise drew on deep expertise and ample resources in its Solar-
Winds campaign. Both organizations had analytical capacity and (occasion-
ally strained) relationships with Russian leadership. Such clandestine
infrastructure is valuable yet fragile. Compromise to hostile counterintelli-
gence can result in the loss of sensitive sources and methods, or accesses
and exploits. Compromise can also invite retaliation, so it is useful to have
the protection of a powerful state, as the KGB and SVR did.

Deception specialists have incentives to practice operational security and
exercise restraint. Weak administration or overexuberant operations can
undermine intelligence performance. Operators must be careful because
accidents and indiscretions are often the beginning of the end. Philby and
the SVR each took elaborate security measures to throw off suspicion. And
it worked in each case, for a while. Despite the skill of Russian spy agencies,
however, Philby’s treachery and the Sunburst backdoor were eventually
compromised. That’s why we can talk about them today. In each case, small
mistakes triggered an investigation that eventually unraveled the
conspiracy.

Philby’s luck ran out when the NSA started decrypting KGB traffic
because of Soviet misuse of one-time pad procedures.'® The Venona trove of
KGB agent-handling communications drew attention to the indiscreet
behavior of two members of the Cambridge Five. But Philby had access to
Venona as well, so he was able to warn Donald Maclean and Guy Burgess
to defect to the Soviet Union in 1951. As suspicion settled on Philby too, SIS
terminated his access to classified material, and he endured serious investi-
gations before being exonerated by the British prime minister. After the
Venona break, Philby and his Soviet handlers became so preoccupied with
playing defense that he was effectively useless as a collection asset. As more
incriminating evidence accumulated, Philby finally defected in 1963 to the
Soviet Union, where he spent the rest of his life as a consultant and propa-
ganda tool for the KGB.%
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The SVR was also spooked by emails from the US Department of Justice
during the internal evaluation of Orion.?! The SVR removed the Sunburst
backdoor from the Orion build server on June 4, 2020, likely as a security
precaution. While the Russians could not, therefore, install Sunburst on any
new victims, they could keep exploiting those who had it. But then on
November 10, a routine security alert piqued the interest of a security ana-
lyst at Mandiant. An employee had enrolled a new Samsung phone into his
VPN account from Florida, but his old iPhone was still logged in from
another state. This anomaly triggered an investigation that led to the dis-
covery of a disk image at SolarWinds containing the altered .dll (Sunburst);
such files were normally deleted during the build process, but an automatic
cleanup process had terminated abnormally.?> By December, an ad hoc
coalition of security firms and government agencies had attributed respon-
sibility for the SolarWinds intrusion to the SVR and started remediating
victim networks.

The offensive advantages of stealth and subterfuge are fragile. The KGB
tempted fate by running a spy in the heart of British intelligence, and the
SVR hacked one of the world’s leading commercial threat-intelligence com-
panies (Mandiant). It was only a matter of time until someone got suspi-
cious. A small compromise and accidents in each case led to an accumulation
of clues, an unraveling of operations, attribution of culpability to the
Russians, and implementation of countermeasures. As counterintelligence
organizations were alerted and energized, the advantage in the intelligence
contest shifted from offense to defense. Clandestine organization became
more visible, collective institutions became less vulnerable, and persistent
intelligence access became less feasible.

COMPLEXITY AND COUNTERINTELLIGENCE

There are important contrasts between these cases. The KGB used good
old-fashioned espionage tradecraft to run an agent in a rival spy agency.
The SVR relied on advanced technical methods to corrupt a global software
supply chain used by both public and private organizations. Philby had to
get up close and personal with the victims he betrayed, which limited his
access to only a few intelligence agencies. Philby also faced interrogation,
incarceration, or worse if he was caught. SVR hackers, by contrast, were
able to access and exploit manifold more organizations without putting any
human operators in danger. A single upload from a Cobalt Strike infection
on a compromised network could exfiltrate more data than the Cambridge
Five smuggled out in a decade.

More potential for intelligence exploitation, however, entails more coun-
terintelligence exposure. Russia leveraged commercial software to access
thousands of targets, potentially, but it took only one of them (Mandiant) to
doom the entire campaign. Evidence of Russian compromise drew threat
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intelligence firms and the US intelligence community to SolarWinds like
antibodies to an infection. Companies like Microsoft quickly provided
detailed mitigation advice (and advertised their security products in the
process).? While Orion and Office software provided a common vector to
access customers downstream, the same infrastructure enabled patching
and remediation. Common threats, once discovered, became easier to miti-
gate for everyone. Digital connectivity expanded the opportunities of
exploitation at scale, but a wider conspiracy made it more likely that attack-
ers would make mistakes, leave clues, alert defenders, and be countered
at scale.

Greater scope and scale also tend to shorten operational timelines. This is
a blessing and a curse. While the SVR had access to more victims through
Sunburst than the KGB did through Philby, its technical access was short-
lived. The KGB was able to exploit social vulnerabilities in SIS for years on
end. Philby betrayed his friends for decades, but the Sunburst backdoor in
Orion was viable for just two months. Even after the Venona break, Philby
weathered the storm for a dozen years before defecting. In order to control
reputational damage, the British government did not publicly acknowl-
edge Philby’s treachery until he defected in 1963.2* This tacit collusion
between rivals enabled the KGB to keep Philby in place for twelve years
after suspicions first emerged, even though he was useless as a collection
asset. British agencies took years to cobble together a coherent response to
the embarrassing incident.

By contrast, defenders noted issues with Orion within weeks or months
of the corrupted release. The SVR remained hidden in Mandiant’s network
resources (“living off the land”) for only a few months. Mandiant went
public a month after receiving clear indications of Russian penetration. The
US government, as declared in a statement by the FBI, quickly “formed a
Cyber Unified Coordination Group (UCG) to coordinate a whole-of-
government response.”? There were processes and relationships in place to
coordinate public and private defenses that did not exist in the early 2010s,
and certainly not during the early Cold War.

The SolarWinds incident also had a major commercial dimension that
was wholly absent in the Philby case. Business entities like Mandiant,
Microsoft, CrowdStrike, and Symantec played a leading role in detecting,
investigating, and responding to a state intelligence campaign targeting a
commercial supply chain to infiltrate multiple state and nonstate organiza-
tions. Many years of Russian and Chinese cyber intrusions into govern-
ment and corporate networks, moreover, had encouraged greater
coordination between the US intelligence community and the multibillion-
dollar global cybersecurity industry.

Chapter 3 explores the ambiguous complexity of cyberspace in detail.
I explain how historical design choices in the early internet era improved
collective institutions for both legitimate users and malicious threats.



INTRODUCTION

Efficient packet-switching networks were administratively and commer-
cially attractive because they improved communication and computation
at scale. This supercharged the global economy. Unfortunately, vendors
often neglected security in the race to capture lucrative network effects. The
internet connected millions of gullible minds and vulnerable machines, and
it also enabled hackers to hide their tracks. But this complex data infra-
structure was not an unmitigated boon for the offense. Software dependen-
cies and organizational frictions also became liabilities for operational
security and control. The vulnerable institutions of cyberspace became
more pervasive but more complicated. Clandestine organizations became
more capable but more exposed.

POLITICS AND PERFORMANCE

The conditions that enable intelligence performance can change, even
when technology remains the same. The KGB and SVR were able to con-
duct successful intelligence operations only as long as both conditions were
met. Even then, intelligence performance had only an indirect impact on
politics. When conditions changed, intelligence performance degraded.

The SVR’s technical tradecraft was more sophisticated, but Philby’s
achievements are more infamous. I expect that we will still be talking about
Philby decades from now, long after SolarWinds is forgotten in the noise of
countless other cyber incidents. The institutional conditions for intelligence
performance were permissive for a much longer time for Philby than in
SolarWinds. If the SVR was an advanced persistent threat (APT), then
Philby was less advanced but more persistent.

Much about the SolarWinds episode remains shrouded in secrecy, of
course. But there is no public evidence that the SVR found anything of
value in all the data it vacuumed up. If valuable intelligence was collected,
and if analysts understood what they found, it is far from certain that Rus-
sian decision-makers acted on any of it. A Mandiant executive went so far
as to describe the operation as “a hell of an expensive operation for very
little yield.”?® SolarWinds is famous for demonstrating the vulnerability of
supply chains, not the political utility of intelligence. The ensuing policy
panic was relatively short-lived.

Philby’s treachery, by contrast, led to the capture and execution of hun-
dreds of Western agents.”’ He may have contributed to the failure of CIA
operations in Ukraine and Albania, although the Soviets already knew
about Albania from other sources.?® Philby undermined Western intelli-
gence operations, harmed Anglo-American intelligence collaboration, and
heightened paranoia. Philby’s betrayal was an especially bitter blow to
James Jesus Angleton, the CIA counterintelligence chief who had person-
ally vouched for Philby’s trustworthiness. Angleton spent the rest of his
career searching for moles in a “wilderness of mirrors,” imposing onerous

10
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counterintelligence controls on the CIA.? Unlike SolarWinds, however,
Philby did not spark general panic about Russian sabotage. Russian spies
may even have had a stabilizing effect, ironically enough, by enabling the
superpowers to quietly compete without destroying the world.

The campaign studies in this book illustrate different configurations of
the intelligence performance conditions. Chapter 4 examines another
famous example of intelligence collection: Bletchley Park, the British code-
breaking agency in World War II. For years on end, the institutions of Ger-
man operational security were vulnerable, and Bletchley Park was a
sophisticated organization. This lucky combination provided an indirect
information advantage for Allied military operations. Signals intelligence
(SIGINT) from Bletchley Park made it possible, for example, to validate the
credibility of British double agents (offensive counterintelligence), who in
turn provided disinformation to German leadership (covert action) about
the location of Allied landings on D-Day (military support). Intelligence
thus improved both operational efficiency (economy and precision of force)
and strategic effectiveness (gaining lodgment on the Continent). And yet,
Bletchley Park’s phenomenal success still made only an indirect contribu-
tion to military outcomes in World War II.

Not only is Bletchley Park an intrinsically important case in intelligence
history, but it also anticipated many features of cybersecurity. Civilian aca-
demics and engineers at Bletchley Park invented some of the world’s first
electronic computing machines, and they pioneered SIGINT at scale. They
developed a new approach to intercepting, deciphering, and analyzing
German radio traffic (intelligence collection) that was encrypted with
machines like Enigma (defensive counterintelligence). The case of Bletchley
Park is also better documented than most modern cyber campaigns, which
remain cloaked in secrecy. This makes it useful for revealing the working
details of intelligence performance, and for understanding why things are
even more complicated in cyberspace. Even in the best possible case of
intelligence success, nonetheless, we still find that strategic advantage is
highly contingent.

Covert Action

The cases of SolarWinds, Kim Philby, and Bletchley Park are all examples
of espionage. Yet the same secret channels that can be used for gathering
information may also be used for influence or disruption. Much of the
hype around cyberwar turns on this possibility. Just as a spy can become
a saboteur, spyware can inject malicious instructions. But the point often
lost in worries about cyber warfare is that the same institutional com-
plexities that bedevil espionage also complicate covert action in
cyberspace.
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Because covert action shares a similar operational foundation with col-
lection, the same theory of intelligence performance can be used to explain
it. I argue that the same two conditions that enable espionage (vulnerable
institutions and clandestine organization) matter for sabotage and sub-
version as well. While chapter 4 (on espionage) demonstrates the benefi-
cial effects of meeting both conditions, chapters 5 (on sabotage) and 6 (on
subversion) show what happens when either condition is not met.
Another contribution of this book, therefore, is to provide a common
framework for interpreting both intelligence and covert action, by any
means and in any era.

SABOTAGE AT SCALE

There are two main types of covert action. The first is sabotage—the use of
deception to disrupt or destroy equipment or functionality. The second is
subversion—the use of deception to influence or manipulate human beliefs
and behavior. Traditional examples of sabotage, broadly construed, include
CIA efforts to arm resistance movements in Ukraine and Albania, which
Philby disclosed to the KGB. The latent possibility of sabotage at scale was
what made SolarWinds seem so alarming. The SVR'’s goal was espionage,
not sabotage, but the Russian Main Intelligence Directorate (GRU) has been
more active in this space, as I discuss in this book’s conclusion.®

Chapter 5 revisits the most famous case of cyber-enabled sabotage to
date. The Stuxnet attack on Iran’s nuclear program has been extensively
studied, but it is worth revisiting in light of new evidence and interpreta-
tion. Well over a decade later, there are still not many serious cyber-
physical attacks in the historical record, so it is helpful to understand why
Stuxnet is an outlier in this regard. Indeed, the most famous case of cyber
warfare to date is not really a case of warfare at all; Stuxnet is better
understood as a case of covert action.

It is well known that Stuxnet was designed to subtly disrupt centrifuge
operations. Its architects exercised discretion to protect their exquisite
capabilities, and its sabotage effects were limited by design. Stuxnet was
accidentally compromised nonetheless. In the end, cyber sabotage caused
only minor, temporary disruption. Worse, Iranian enrichment increased
significantly after Stuxnet. From this perspective, Stuxnet was not very
successful.

But we now know that the forensic timeline of Stuxnet-relevant arti-
facts spans two decades. This complicated pattern of interlinked clandes-
tine operations, conducted by and targeting many different actors, is
suggestive of a chronic covert contest between the United States, Israel,
Iran, and others. Stuxnet, moreover, was a means not only of sabotage
but also of secret diplomacy. The United States used collaboration on
Stuxnet to help dissuade Israel from starting a preventive war. Stuxnet’s
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strategic target was not just an adversary but also a headstrong ally. Stux-
net also bought time for nuclear diplomacy with Iran, which ultimately
curtailed enrichment more effectively than cyber sabotage. Instead of a
reckless escalation on the road to war, Stuxnet was a quiet intervention
that helped to avoid a war.

For the theory of intelligence performance, Stuxnet showcases the impli-
cations of mixed conditions. The United States and Israel had to negotiate
physical and logical barriers to access the vulnerable institutions of their
target. They drew on extensive clandestine organization to do so, yet diver-
gent goals in the coalition ultimately undermined the operation. Iran kept
on enriching, but Israel did not launch a preventive war. Mixed conditions
led to mixed results.

SUBVERSION AT SCALE

While sabotage hacks machines, subversion hacks minds. Russia prac-
ticed subversion with mixed effects throughout the Cold War. For example,
the KGB fabricated news stories and grassroots organizations throughout
the Cold War to try to manipulate Western public opinion. Cyberspace
today is awash with disinformation, forgeries, deepfakes, astroturfing, and
other forms of digital manipulation.

Chapter 6 turns to the most extensively investigated cyber campaign to
date: Russia’s interference in the 2016 US presidential election. This episode
transformed the cybersecurity debate. While security professionals previ-
ously focused just on technical threats, the US media ecosystem was wide
open to foreign influence. The condition of vulnerable institutions was eas-
ily met in this case. The condition of clandestine organization, however,
was not met to the same degree. The extent of Russian meddling was dis-
covered and publicly disclosed in the summer of 2016. More importantly,
the scale of foreign content was dwarfed by similar messaging from the
Republican campaign and other domestic sources. Russia was messaging a
receptive and to some extent complicit audience.

Russia may or may not have altered the outcome of the election (there is
still no scholarly consensus on this question), but it certainly became a
lightning rod in US politics. The Russian campaign also poses a puzzle for
any theory of deception: How does secret statecraft work when organized
deception becomes an open secret? This question takes us back to the fun-
damental importance of social institutions. While technology can supply
misleading content at scale, the political demand for disinformation is often
more important. In this case, if the Russians achieved their goal of electing
Donald Trump, they do not necessarily deserve the credit. The political
demand for disinformation trumped the technical supply. The domestic
drivers of disinformation became even more apparent in the 2020 and 2024
elections, which were even more polarized.
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The 2016 election showcases a different mixture of conditions for the the-
ory of intelligence performance. Whereas Stuxnet is a case of sophisticated
organizational capacity in a complicated institutional environment, 2016
features a more dependent organization and wide-open institutions. In the
former mixture, persistent intrusions are still possible, but operations
become much more complex. In the latter mixture, successful outcomes are
also possible, but clandestine organizations are more likely to lose control
of their operation.

Strategic Competition

Great-power politics in the twenty-first century is characterized by danger-
ous security competition amid deep economic interdependence. This pat-
tern is most pronounced in the relationship between the United States and
China, which are both military rivals and major trading partners. Leading
theories of war and peace point in opposite directions in this case, suggest-
ing that growing military challenges should be destabilizing while eco-
nomic ties should be stabilizing. These same conditions—competition amid
cooperation—are also ideal for secret statecraft. No wonder that cybersecu-
rity is so fraught in US-China relations.

The concept of cyber power refers to the use of information technology in
different facets of national strategy. Chinese cyber power works by repur-
posing US cyber power, in effect using liberal technologies to build illiberal
applications. While chapter 3 shows how the US created the internet,
chapter 7 shows how the United States’ leading rival took advantage of it.
Beijing has embraced cyber espionage abroad as a tool of economic devel-
opment. Chinese strategists also see cyber warfare as a key to victory in
future war. Systematic censorship and surveillance at home bolsters the
regime’s control over its own population. Chapter 7 thus revisits the themes
of cybersecurity (chapter 3), espionage (chapter 4), sabotage (chapter 5),
and subversion (chapter 6) in a different national context.

There are several articles of conventional wisdom about Chinese cyber
power: (1) alternative Chinese standards and authoritarian governance will
undermine the functionality of the internet, (2) rampant Chinese cyber
espionage provides a significant unfair advantage in economic competi-
tion, (3) cyber warfare provides the Chinese military with a dangerous
asymmetric advantage over the US military, and (4) internet censorship and
surveillance have locked down Chinese society. There are grains of truth in
all four claims, but the reality is complicated by the institutional nature of
secret statecraft.

Institutional changes at both the international and domestic levels are
affecting China’s vulnerable institutions and clandestine organizations. Atten-
tion to institutional context thus suggests some alternative interpretations
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about Chinese cyber power: (1) the Western-dominated internet ecosystem
of technical protocols and governance institutions is resilient; (2) rampant
cyber espionage does not translate directly into competitive advantage; (3)
cyber warfare depends on a dynamic offense-defense balance that does not
necessarily favor the Chinese military over the United States; (4) Chinese
censorship is porous by design, which, when combined with regime security
forces, enhances political control. In short, contingent institutional context
conditions cyber power.

China has been able to use information technology to gain some advan-
tages in areas where it has made complementary institutional investments
to support cyber operations. But China still struggles in areas where
enabling institutions are missing or dysfunctional. The Chinese military
aspires to exploit cyberspace in war, but precisely because institutions are
most fraught in war, the challenges of information friction and cross-
domain coordination loom large. The US military has underappreciated
institutional advantages in this respect. The conclusion of this book will
return to these themes.

Demystifying Cybersecurity

This book pushes back on the hype about cyber warfare, but I do not mini-
mize the importance of cyberspace in global politics. Students of cybersecu-
rity must chart a middle way between the Scylla of exaggeration and the
Charybdis of complacency. I do so by viewing cybersecurity, to paraphrase
Clausewitz, as secret statecraft by other means. This perspective has impli-
cations for the way we think about advantage, intelligence, and institutions
in international relations (IR). This section summarizes some contributions
of this book in these areas.

THE CONTINGENCY OF ADVANTAGE

The five years between the SolarWinds breach and this book’s publica-
tion is an eternity in cyber time. If technology alone determines advantages
in cyberspace, then this book will be of little use. But if cyber advantage
depends on enduring institutional factors as well, then read on. Because the
conditions of intelligence performance were relevant long before the inter-
net (e.g., for Kim Philby and Bletchley Park), I expect them to be relevant
long after the quantum internet (should that ever be built). This book is
about the enduring institutional dynamics of cybersecurity in any era.

An institutional perspective on cybersecurity calls into question a num-
ber of popular assumptions about it. We often hear that cyberspace enables
anonymous hackers to inflict great harm at large scale with little cost or
risk. Offense is said to dominate defense when it is relatively less costly to
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attack than to defend. Information technology seems to reduce the costs of
projecting power through cyberspace while raising the costs of mitigating
threats. Digitally dependent democracies have an especially large attack
surface. Cyberspace seems like a disaster in this regard.

But the Philby and SolarWinds comparison shows that a greater quantity
of technical operations does not simply translate into a greater quality of
intelligence. Public and private cyber defenses create access barriers and
counterintelligence capacity that complicate offensive cyber operations.
Threat actors must deal with many challenges to conduct controlled infil-
trations into hostile organizations to achieve specific strategic objectives, all
while protecting costly investments in sensitive sources and methods from
professional deception detectors such as SIS or Mandiant.

The organizational requirements for managing complex operations with
complex risks create barriers to entry. Offensive cyber operations require
more than a hacker in a hoodie in the basement. This implies that assump-
tions about asymmetric advantage in cyberspace are backward. Intelligence
agencies are most likely to conduct the best intelligence operations. State
spy services such as the SVR and NSA have important advantages over
relatively less capable targets, especially the civil society actors they exploit.

In short, technology does not determine advantage by itself. The institu-
tional conditions of secret statecraft are both socially and technically con-
structed. They have a path-dependent history, and they change as attackers
and defenders make different choices. Institutional contingency is espe-
cially salient in cybersecurity because the institutions that enable deception
are incredibly complex. Precisely because offensive advantage in cyber-
space is so contingent, threat actors must be more sophisticated in order to
manage contingencies.

THE REINVENTION OF INTELLIGENCE

Cybersecurity is better understood as an evolution in intelligence affairs
than as a revolution in military affairs. This in no way minimizes the impor-
tance of cyber competition. On the contrary, it reveals an underappreciated
dimension of international politics. There are important logical differences
between warcraft and spycraft. Soldiers break down enemy doors, but
spies trick victims into opening them. Unfortunately, the IR field has long
neglected the study of intelligence. Fortunately, IR scholars are now paying
more attention to the dark arts. This book contributes to a growing litera-
ture on political secrecy by using cybersecurity to theorize intelligence in
general.

Intelligence and counterintelligence are ancient practices, but cyberspace
makes them more feasible, prevalent, visible, and complicated. Global
information infrastructure embodies a high degree of overt cooperation,
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and this in turn enables a lot more covert competition. Intelligence contests
leverage more technical tradecraft, at unprecedented scale, with greater
involvement of private actors.

Commercial vendors and network operators build and maintain the vul-
nerable institutions that host digital intrusions. Nation-state spy agencies
like the SVR and NSA target commercial firms like SolarWinds and Micro-
soft, while commercial intelligence firms like Mandiant and NSOGroup
have capabilities that rival those of some government agencies. The cyber-
security industry now acts as first responder to many foreign intrusions. At
the same time, some security companies weaken human security by mar-
keting exploits and spy services to authoritarian regimes to target dissi-
dents and journalists. Civil society bears the brunt of cyber exploitation by
spy agencies, mercenaries, and criminals alike. Deception has become
democratized, for better and worse.

Reinterpreting cybersecurity as intelligence may provoke an allergic
reaction in some quarters. Many national security practitioners make strong
distinctions between military and intelligence activities. In the United
States, for instance, the NSA may be authorized to conduct SIGINT under
Title 50 of the US Code, while US Cyber Command is authorized to conduct
military reconnaissance in cyberspace under Title 10. Nevertheless, both
organizations share the same commander, as of this writing, and they rely
on similar capabilities. Military cyber units conduct technical reconnais-
sance and influence operations that, functionally, are very similar to the col-
lection and covert-action activities of spy agencies. They just conduct them
under different legal authorities and in different circumstances.

Something similar can be said about cybersecurity on corporate networks
and information assurance on defense networks. They reinvent classic
counterintelligence practice. This statement is also likely to provoke an
allergic reaction. Practitioners may have good policy reasons to distinguish
defensive cyber operations from law enforcement investigations, but from
a functional perspective, these activities are all providing protection by
deceiving deceivers.

Bureaucratic or legal distinctions between intelligence and cyber war-
fare, or between counterintelligence and cybersecurity, ultimately tell us
more about the historical implementation of institutions than about the
enduring essence of strategy. As an IR scholar, my focus is on under-
standing the underlying political phenomena. This book is thus about the
common functions of various deception specialists and the common stra-
tegic logic underlying cybersecurity and intelligence. I affirm the impor-
tance of contingent policy distinctions in the implementation of cyber
strategy, if only because these distinctions provide resources for deceivers
and counterdeceivers in practice. Distinctions in the United States between
intelligence and war, moreover, are not as bright as they are for actors
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elsewhere, such as the Russian SVR and GRU. Clear distinctions are also
tricky to maintain in modern war, insofar as battlefield effectiveness and
civilian information practice have become more intertwined in the
twenty-first century.®! It is only fitting that practices of deception appear
in many guises.

THE SUBVERSION OF LIBERAL ORDER

The theoretical problems of cybersecurity are bigger than cyberspace. If
the rise of cybersecurity encourages renewed focus on secret statecraft, then
secret statecraft turns classic ideas about institutions upside down. In the
liberal tradition of IR, institutions improve cooperation and decrease the
risk of war. Collective governance mitigates the dangers of anarchy, com-
mercial trade increases the value of peace, and democratic norms decrease
the legitimacy of war. In the world of secret statecraft, however, institutions
enable conflict.

As institutions improve cooperation and collective action, they also pro-
vide the operating environment for espionage and subversion. The same
historical trends that make economic interdependence more attractive to
major powers, and that lower the attractiveness of major-power war, are cor-
related with a burgeoning of espionage and subversion in cyberspace. More
complex economic practices enable more complex patterns of deception.
Secret statecraft flourishes in the digital infrastructure of globalization;
conversely, weakening of liberal order complicates secret statecraft. Put
bluntly, institutional peace is the root cause of cyber conflict. This book thus
joins a growing body of work on the downsides of liberal international order.

An ironic corollary is that instability in cyberspace may also support stra-
tegic stability in international politics. Threat activity can help security pro-
fessionals to discover and correct institutional weaknesses. New options
for covert action can provide off-ramps on the road to war. Offensive and
defensive cyber campaigns become a form of maintenance to preserve the
international system. In the shadows of secret statecraft, cooperation leads
to conflict, and uncertainty leads to information. Better mutual information
about capabilities and interests, in turn, improves strategic stability.

If cybersecurity is good news for international security, however, it may
be bad news for human security. Strong states gain advantages, while weak
individuals become more exposed. If cyber insecurity is most likely wher-
ever institutions are most robust, then it should become more salient in
domestic politics than in international anarchy. Technical surveillance and
counterintelligence become attractive complements to internal security
forces. International connectivity enables authoritarian regimes to export
domestic control over dissidents abroad.

The reason, in a word, is institutions. Cyber warfare may thus be less
relevant for conflict between societies, where institutions are weaker, than
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for conflict within them, where institutions are stronger. This is why cyber
exploitation is such a scourge for civil society, even as its impact on interna-
tional politics should not be exaggerated.

Plan of the Book

The overarching theme of this book is that contingent institutional con-
text determines the quality of secret statecraft. I develop arguments and
test them across eight chapters divided into two parts. The first part pres-
ents the conceptual framework in three chapters. Chapter 1 reviews the
literature on cybersecurity and political secrecy and clarifies the distinc-
tive strategic nature of secret statecraft. Chapter 2 moves to the opera-
tional level and develops a theory of intelligence performance. Chapter 3
provides an empirical segue by describing the institutional evolution of
cybersecurity and its ambiguous implications for intelligence
performance.

The second part presents detailed campaign studies of espionage, sabo-
tage, and subversion. The chapters in this part showcase variation in
explanatory conditions. Chapter 4 uses the case of Bletchley Park to show
how a common institutional environment and a disciplined intelligence
agency enabled successful SIGINT throughout World War II. Chapter 5
revisits the seminal case of Stuxnet to show how mixed conditions pro-
duced mixed outcomes: A robust organization in a problematic environ-
ment was less effective in sabotage but more effective in secret diplomacy.
Chapter 6 uses Russia’s intervention in the 2016 US election to examine
the opposite configuration of mixed conditions: A compromised organi-
zation in an open but uncontrollable environment is associated with an
inconclusive outcome. Note that the fourth logical combination of
conditions—degraded organization in a complicated environment—is
illustrated by the counterintelligence compromise of Philby and Solar-
Winds described above.

The final two chapters open the aperture to explore cross-cutting themes
rather than individual campaigns. Chapter 7 examines Chinese information
technology policy, digital espionage, cyber warfare, and internet control.
The conclusion brings us up to the end of the Biden administration, which
witnessed several major Chinese, Russian, and Israeli cyber campaigns.
Many of these events occurred after most of this book was written, which
offers a useful test of the concepts in it. I find that ongoing military opera-
tions in Lebanon and Ukraine, and preparations for war elsewhere, provide
further evidence of the complicated complementarity of deception and
warfare, which are based on two very different political logics. The book
thus concludes with a synthesis of empirical findings and a discussion of
policy implications.
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These are boom times for deception. Intelligence threats emerge in the
seams between systems, organizations, policies, and jurisdictions. The SVR
snuck into the Department of Defense through a commercial software sup-
ply chain, and Philby snuck into British intelligence in its haste to expand
for the war. The study of cybersecurity falls between the seams of disci-
plines too. There is much to learn from technical reporting about threat
activity, the IR subfields of security studies and political economy, and the
interdisciplinary fields of intelligence studies and science and technology
studies. Yet none of them are sufficient alone for understanding cybersecu-
rity in global politics. Key insights have yet to be integrated into an acces-
sible synthesis, which is what this book provides.
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CHAPTER 1

Defining Secret Statecraft

There are two important questions to ask about any technology in interna-
tional security. First, why do actors expect it to provide political benefits at
acceptable costs? Second, how can actors use it in actual operational condi-
tions? These are questions about strategy and operations, respectively.! The
answers are usually complicated.

Too often, technologists focus only on questions of how, and then only
narrowly on technical feasibility. One might assume that a new weapon
will revolutionize war, but why do belligerents go to war in the first place?
Just because it is scientifically possible to inflict harm under some idealized
conditions does not mean that political actors will be willing and able to
cause harm in practice. Strategic outcomes depend on political interests,
and usable technologies depend on social institutions.

In an earlier era, for example, the theory of strategic bombing did not
work out as well as its advocates hoped. Air operations required extensive
infrastructure for logistics, training, and planning. Daytime raids were
exposed to withering enemy defenses, and nighttime raids could not hit
their targets. The enemy populations and industries that were bombed also
proved to be more resilient or resolved than expected. Coercion by aerial
punishment turned out to be hard to implement and ineffective when fea-
sible. Air power was more useful for other things, such as enabling land
warfare.?

In cyber warfare, likewise, it may be hard to control remote intrusions in
complex environments, and anonymous disruption may not be politically
useful. Not every organization that uses vulnerable computers is an easy
target. Not every hacker capable of cybercrime is capable of cyber warfare.
States that do have the ability to inflict death and destruction through
cyberspace, moreover, are usually not motivated to do so. Cyberspace is
more useful for other things, such as intelligence. Cyber operations further
depend on institutional cooperation in a fundamental way that strategic
bombing does not. While it is technically possible to break things and kill
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people by remote control, it is premature to focus on how to conduct cyber
warfare without first understanding why it makes sense to do so, or not.
This chapter thus focuses on strategy, leaving operations and technology
for the following chapters.

L use “secret statecraft” as a general covering concept for things like cyber
exploitation and traditional espionage. The underlying similarity of these
phenomena is at once obvious and underappreciated. Hackers reinvent
classic spycraft by exploiting shared protocols and common connections to
steal and manipulate data. The scale of exploitation may be unprecedented,
but the underlying logic is ancient. To adapt an axiom of strategic studies,
the nature of secret statecraft does not change, but its conduct changes con-
stantly. The first step to understanding the role of cybersecurity in politics,
therefore, is to understand the general political logic of deception.

This chapter uses classic ideas from political theory to clarify the nature
of secret statecraft. I begin with a high-level overview of the book’s concep-
tual framework. Then I review the international relations (IR) literature on
cybersecurity and political secrecy. Next I introduce a typology of political
strategy to clarify the distinctiveness of secret statecraft. I conclude by
describing four different types of secret statecraft: espionage, sabotage, sub-
version, and counterintelligence.

Conceptual Overview

Figure 1.1 provides an arrow diagram of the basic elements of the theory
developed in part 1 of this book. This chapter focuses on the level of strat-
egy, linking interests to institutions. The next chapter focuses on the level of
operations, linking institutions to intrusions. These concepts are relevant in
any era of technology, which is an indirect factor that makes institutions
more complex but does not determine strategic outcomes directly. Chapter
3 turns to the specific challenges of cyberspace, which tends to increase the
complexity of secret statecraft.

All kinds of political actors (states, organizations, movements, etc.) have
various interests (security, resources, prestige, prerogatives, etc.). The
sources of interests are manifold and largely external to this framework.
I simply assume that interests, whatever their source, inform decisions to
cooperate or compete. Actors with cooperative interests are more likely to
embrace win-win strategies such as governance or commerce. These usu-
ally entail collective action problems, which actors typically solve with
institutions such as legal regimes or technical standards. Actors with highly
competitive interests, by contrast, are more likely to embrace zero-sum
strategies such as warfare or compellence.® But there is an intermediate
option too. Actors can compete by feigning cooperative interests via secret
statecraft, the use of organized deception for strategic advantage.
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Figure 1.1. Conceptual framework of the book

The constitutive tension between cooperation and competition at the
strategic level complicates the implementation of secret statecraft at the
operational level. All four types of secret statecraft depend on two institu-
tional conditions: (1) cooperative interests encourage the creation of vulner-
able institutions that make deception possible, and (2) competitive interests
encourage the creation of clandestine organization to operationalize decep-
tion. The former describes institutional resources shared across intelligence
competitors, and the latter describes resources that those competitors
autonomously control. These “independent variables” determine the
“dependent variable” of intelligence performance, the maintenance of secret
information channels and the subject of chapter 2. Note that “indepen-
dence” is an analytical convenience; the empirical chapters discuss prob-
lems of complexity, nuance, and endogeneity in detail.

Cybersecurity and Political Secrecy
Spies have been stealing secrets, passing disinformation, and sabotaging

things for millennia. But today there are more data to steal, more media to
manipulate, and more systems to disrupt. Change in the conduct of
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intelligence has been so significant in recent decades that it is easy to mis-
take it for a new form of warfare.

Narratives about “cyberwar” are evergreen among pundits and policy-
makers. IR scholars who study cybersecurity have generally been more
skeptical.* Meanwhile, IR scholarship on political secrecy is burgeoning.®
But these strands of literature have not intermingled much. Cyber scholars
tend to focus on recent technical cases, while secrecy scholars mine archives
on historical cases. One community is interested in emerging technology,
while the other is interested in eternal politics. They have much to learn
from each other.

THE WAR ON CYBERWAR

The cyberwar narrative has been a fixture in national security discourse
for decades. Winn Schwartau testified before Congress in 1991 that com-
puter insecurity was “an electronic Pearl Harbor waiting to occur.”® Three
decades later, a retired director of the NSA warned, “We will all be faced
with a 9/11-scale threat in cyberspace: The question is simply when.””
Analogies to traumatic historical events such as the Japanese attack on
Pearl Harbor on December 7, 1941, or the terrorist attacks of September 11,
2001, are a staple of threat inflation.

While the technical details change, a few basic themes recur again and
again: Offense is getting easier, defense is getting harder, asymmetric dan-
gers are growing, China has the advantage, and digital catastrophe is inevi-
table.® Critical infrastructure—a catchall term for energy grids, industrial
factories, transportation systems, food supplies, military command and
control, and so on—appears to be increasingly vulnerable to anonymous
attackers. Open democracies seem especially vulnerable. Artificial intelli-
gence (Al) makes all this even worse by speeding up operations and out-
thinking human beings. Militaries thus face a technological imperative to
contest “virtual territory” in cyberspace, which is construed as a “warfight-
ing domain” like the physical environments of land, sea, air, and space.’
While the Chinese and US militaries may agree on little, they both agree
that the future of war belongs to information technology.

The cyberwar narrative is a variant of the “technology theory of victory”
that I criticized in Information Technology and Military Power. Both views
hold that technology makes it possible to do more with less, achieving dra-
matic effects without much (or any) military force. The difference is that the
technology theory of victory emphasizes the military advantages of net-
worked sensors and shooters, while the cyberwar narrative emphasizes the
societal vulnerabilities and asymmetric threats of cyberspace. The fact that
similar technological developments give rise to opposite expectations—
decisive fighting or catastrophic disaster—suggests that there is something
other than technology at work here.
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The cyberwar narrative is a story about the future, but cyberspace has
been around for at least half a century. The internet emerged in the 1970s,
and the World Wide Web took off in the 1990s. This means that empirical
studies of cyber conflict can draw on decades of data. Scholars find little
evidence of dramatic digital disruption or escalation.!” Instead there is a lot
of espionage, cybercrime, hacktivism, and disinformation. Threat activity is
highly skewed toward the lower end of the conflict spectrum. All cyberse-
curity data are plagued by missingness, of course, but this works against
the cyberwar narrative.! Destructive incidents are less likely to escape
notice, while the long tail of low-intensity activity is probably even longer
and lower than observed. It is reasonable to conclude that the reason we do
not see catastrophic attacks is that they are not there. (The mass sabotage of
Hezbollah pagers by Israel in September 2024, which resulted in thousands
of casualties, seems like a major outlier in this trend, but there are several
important caveats that I will discuss in this book’s conclusion.)

IR scholars of every theoretical persuasion also find conceptual reasons
to be skeptical of cyberwar. Realists object that secret or nonlethal cyber
weapons are poor instruments of coercion, challenging the idea that cyber-
space revolutionizes war.!? Institutionalists point to significant organiza-
tional requirements for offensive cyber operations, challenging the idea
that cyberspace is offense dominant.”® Constructivists highlight ulterior
motives for threat inflation, such as commercial marketing or bureaucratic
empire-building, challenging the idea that cyberwar is nigh.14

It would be a mistake, however, to dismiss all threat narratives as cynical
politics, commercial marketing, or benighted thinking. Data breaches have
economic consequences.’® Victims of digital abuse experience psychologi-
cal trauma.'® One study finds that ransomware attacks on US hospitals
between 2016 and 2021 contributed to the deaths of as many as seventy-five
Medicare patients.!” The scourge of cybercrime supports a multibillion-dol-
lar cybersecurity industry to combat it.!® Military units have also gained
extensive experience with cyber operations in wartime, peacetime, and the
gray zone in between.!? Digital danger clearly does not have to be cyberwar
to matter, politically or economically. But if it is not war, what is it?

THE INTELLIGENCE ANALOGY

Computer security expert Matthew Monte describes “computer network
exploitation” as “the latest reincarnation of espionage.”? Political scientist
Joshua Rovner likewise describes “cyberspace competition” as “an intelli-
gence contest in a technologically novel domain. . . . Because it is not a test
of overt military power, traditional strategic theories about force and war
may not be our best guide.”?! From this perspective, cybersecurity is more
of an evolution in intelligence affairs than a revolution in military affairs.?
Thus we see a growing literature on digital espionage,® cyber-enabled
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covert action,** proxy conflict and subversion in cyberspace,? internet cen-
sorship and surveillance,? digital propaganda and disinformation,” and
cyber threat attribution.?®

The intelligence analogy is compelling, but it is also contested.?? Potential
disanalogies include the scale and disruptive potential of cyber operations,
and the prominent role of civilian entities. One alternative framing is “cyber
persistence theory.” This view holds that cyberspace creates a new structural
condition of “constant contact” between geopolitical competitors that encour-
ages “persistence” and “agreed competition” below the threshold of armed
conflict. Adversaries use “faits accomplis” to create “cumulative gains over
time” through large-scale intellectual property theft, influence and informa-
tion campaigns, and offensive counter—cyber operations.* This view informs
the more proactive “defend forward” strategy that US Cyber Command
adopted in 2018 as an alternative to relying on deterrence or static defense.*

Cyber persistence theory is right to insist that cyberspace competition
differs from combat and deterrence. But so does intelligence. Indeed, Kim
Philby was “persistently engaged” in the organizational culture of SIS and
was in “constant contact” with his victims. The discovery of the Cambridge
Five revealed a “fait accompli” of stolen secrets, but this alarming discov-
ery did not trigger military escalation. Indeed, the KGB and CIA continued
their “agreed competition” throughout the Cold War. Intelligence contests
have long been technology-intensive, long-term competitions for “cumula-
tive advantage.”* Civilian innovation in communications, transportation,
and science throughout the twentieth century has dramatically increased
the variety of technical intelligence disciplines and the volume of data they
collect (as discussed further below). Many counterintelligence units act
proactively below the threshold of armed conflict to discourage hostile
exploitation. From this perspective, the emergence of cyber warfare units
reflects a broader historical trend of increasing military dependence on
information technology and intelligence.*

Another reason to be skeptical about cyber persistence theory is that
there are clear bureaucratic incentives for new military communities to
articulate new doctrines to differentiate themselves from existing services.
The US Air Force, for example, came up with the idea of strategic bombing
in part to justify its divorce from the US Army. It makes sense that US Cyber
Command would also try to differentiate itself from the NSA, even as they
share the same building and commander (as of this writing). Intelligence
agencies have a bias for quiet restraint, in order to protect sensitive sources,
while military units have a bias for decisive action, sometimes described as
“the cult of the offensive.”* Doctrines of cyber warfare thus serve a dual
purpose: They justify separation from intelligence agencies, and they make
cyber more intelligible to military communities. While this is undoubtedly
useful for military coordination, it obscures the political nature of cyberse-
curity as secret statecraft.?
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THE RENAISSANCE OF DECEPTION THEORY

A deeper problem is that intelligence is undertheorized in IR. It is confus-
ing to debate whether cyber is like intelligence if we do not understand
what intelligence is and why it matters. As Robert Jervis wrote in the 1980s,
“For all its glamour, intelligence has also been a stepchild to academics.”%
IR scholars traditionally focused more on war, peace, and deterrence. While
there is a cottage industry on “intelligence theory” in the intelligence stud-
ies field, its descriptive and evaluative ideas are not well integrated with
mainstream IR theory.”” In the absence of clear explanatory theories about
intelligence and statecraft, it was perhaps inevitable that cyber persistence
theory, or something like it, would emerge to fill the gap.

Change is afoot. As Allison Carnegie points out, “Scholarship on the poli-
tics of secrecy in international relations and foreign policy has experienced
tremendous growth in recent years.”?® One reason is more data: Newly
open archives provide rich evidence about historical operations. Another
reason is more activity: Reporting from open-source intelligence and com-
mercial threat-intelligence sources provides more evidence about recent
operations. An emerging IR literature thus illuminates what Austin Carson
calls the “backstage” of international politics.*? While traditional IR focuses
more on the front stage, the backstage helps to manage the illusion of politi-
cal theater. Secrecy enables political actors to manage their relationships
out of view of foreign and domestic audiences.

The upshot is a renaissance of scholarship on political secrecy. In seeking
to understand the role of cybersecurity in international affairs, therefore,
we can now draw on a growing literature on secret wars,* covert regime
change,*! election interference,? clandestine signaling,*® mendacious
elites,* underground resistance,* subterranean diplomacy,* political sub-
version,¥ disinformation campaigns,*® government surveillance,* military
intelligence,® surprise attack,’! and intelligence-policy relations.” I refer to
this body of work as “deception theory” for lack of a better name. This
“theory” is a loose community of practice encompassing a diverse set of
methodological approaches and substantive claims, much like “deterrence
theory” before it.5

Deception theory is as relevant for the twenty-first century as deterrence
theory was for the twentieth. In each case, technological innovation drove
demand for new ideas. The nuclear revolution inspired the development of
deterrence theory: Nuclear weapons made war prohibitive and thus deter-
rence essential. The information revolution, I would argue, likewise inspires
the development of deception theory. As I discuss further below, cyber-
space makes commerce and coordination more efficient, which in turn
makes deception more pervasive. If nuclear weapons supersize the means
of war, so to speak, then cyberspace supersizes the means of peace. Indeed,
these theories are paradoxical in opposite ways. Deterrence theory deals
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with the paradoxes of using military threats to negotiate mutual deals.
Deception theory deals with the paradoxes of exploiting peaceful institu-
tions for competitive advantages. Glibly put, deterrence uses the means of
war for the ends of peace, while deception uses the means of peace for the
ends of war. This suggests that specialized means of deception (like cyber
operations) may not play well with specialized means of deterrence (like
nuclear weapons).*

Deception theorists find that subterfuge has ambiguous implications,
appropriately enough. Secrecy can be stabilizing or destabilizing in differ-
ent circumstances. Intelligence can provide reassuring knowledge, or it can
create dangerous information asymmetries. Silence can cover devastating
surprise attacks like Pearl Harbor and 9/11, or it can be used to save face
and mitigate tensions. Covert action can provocatively upset politics, or it
can provide a pressure release for strategic competition. Underground
diplomacy can undermine norms by flouting them, or it can reinforce them
by feigning compliance. The appeal, viability, and effectiveness of back-
stage operations are highly contingent on political circumstances. This is a
vital insight for cybersecurity.

Most of the scholarship on political secrecy to date has focused on his-
torical cases. Scholarship on cybersecurity, meanwhile, has not fully
engaged with the new IR literature on intelligence and covert action. Decep-
tion theory and cyber studies have been artificially separated by technol-
ogy, yet technology makes deception more prevalent than ever.

What Is Secret Statecraft?

A fresh concept helps to sidestep all the confusion around cybersecurity
and intelligence and to take advantage of the renaissance in deception the-
ory. This section develops the notion of secret statecraft to describe the com-
mon political essence of traditional espionage and modern cybersecurity.
Morton Kaplan describes statecraft in general as “the construction of
strategies for securing the national interest in the international arena, as
well as the execution of these strategies by diplomats.” Kaplan focuses on
national governments, but the idea is more general. Terrorists like al-Qaeda
or criminals like Cosa Nostra can cultivate alliances, manipulate percep-
tions, use coercive force, and engage in commerce. Any actor with a degree
of political autonomy can execute strategies to secure its interests, although
not all can do it as well or to the same extent. Governments with large tax
bases, capable security forces, and political legitimacy have real advantages
in statecraft. Many nonstate actors seek advantage in the shadows, like-
wise, even as states are past masters in intelligence and covert action.
David Baldwin’s notion of statecraft emphasizes the choice of “instru-
ments used by policymakers in their attempts to exercise power, i.e., to get
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others to do what they would not otherwise do.”* Baldwin describes four
types of statecraft: (1) negotiation and diplomatic statecraft, (2) propaganda
and cultural statecraft, (3) coercive diplomacy and military statecraft, and
(4) trade policy and economic statecraft.’” War colleges use the mnemonic
“DIME” for these diplomatic, informational, military, and economic instru-
ments of national power.>® Baldwin observes that “each category can be
subdivided” via “such distinctions as . . . covert versus overt operations.”
This suggests that secret statecraft is merely an accent on more fundamen-
tal types of statecraft.

But if different types of statecraft are defined by their instrumentalities,
then secret statecraft is interestingly distinct. All forms of statecraft rely on
some characteristic means. Military statecraft relies on specialized armed
services to employ instrumental violence. Economic statecraft relies on spe-
cialized regulators to influence commercial transactions. Secret statecraft,
likewise, relies on specialized agencies to collect intelligence, sabotage
competitors, subvert societies, and perform counterintelligence. Secret
statecraft is not just deception but organized deception.

THE ESSENCE OF DECEPTION

I use “deception” as a general term describing any form of simulation or
dissimulation, including both active manipulation and passive conceal-
ment.®’ Secrecy is a form of deception in this general sense. Organized
deception specialists employ camouflage, disguise, concealment, confi-
dence games, or covert manipulation. Organizations that specialize in these
activities include intelligence services, reconnaissance units, counterintelli-
gence agencies, private investigators, commercial threat-intelligence firms,
and criminal conspiracies. Secret statecraft is not limited to state spy agen-
cies, therefore, even though no one does it better.

The key political feature of deception is that it exploits the willing but
unwitting cooperation of the deceived. As Niccolo Machiavelli famously
observes, “Princes who have done great things have held good faith of little
account, and have known how to circumvent the intellect of men by craft,
and in the end have overcome those who have relied on their word.”®! The
prince’s dupes are complicit: “Men are so simple, and so subject to present
necessities, that he who seeks to deceive will always find someone who will
allow himself to be deceived.”®? Overconfident enemies walk into
ambushes, solicitous friends ignore our indiscretions, and gullible marks
hand over savings to con men. Deception offers cooperation in bad faith.

Machiavelli uses zoological imagery to distinguish covert deception from
overt confrontation and coercion: “The lion cannot defend himself against
snares and the fox cannot defend himself against wolves. Therefore, it is
necessary to be a fox to discover the snares and a lion to terrify the wolves.”®
In the Florentine menagerie, wolves are military rivals who conquer and
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pillage, while lions are coercive threats that keep wolves at bay. The fox, by
contrast, lurks in the shadows to lure prey into a false sense of security.
Foxes rely on cunning more than strength or resolve. While warriors fight
their enemies, and diplomats deter them, deceivers fool opponents into act-
ing like friends. Foxes lie, cheat, and steal to gain an unfair advantage under
false pretenses. Spies and hackers are inherently foxy.

POLITICAL STRATEGY

Strategy of any kind is a relationship between ends and means.®* Figure
1.2 plots different configurations of ends and means to distinguish secret
statecraft from more intuitive forms of politics. The x-axis (political ends)
describes the degree of competition between goal-seeking actors. Near the
origin, interests are more aligned, so there are win-win opportunities to
work together. Further away, interests are less compatible, so competition
becomes more zero-sum. The y-axis (institutional means) describes the
degree of institutionalization of the resources used by actors. The origin is
absolute anarchy, so actors help themselves with autonomous means such
as military power. Further away, actors rely on shared institutional means
that regulate social interactions, such as governments.

My focus here is on secret statecraft, so I will only sketch the other strate-
gies for the sake of triangulation. The top-left and bottom-right corners of
figure 1.2 (governance and warfare, respectively) embody the eternal
debate between the liberal and realist traditions of IR.% At the risk of carica-
ture, liberalism is about cooperation via institutions, while realism is about

More
institutional
4 Secret statecraft

Governance Cotnier Espionage

intelligence
Commerce Subversion Sabotage
Deterrence Compellence Warfare
More
" competitive

Figure 1.2. Typology of strategies differentiated by institutional means and competitive ends
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competition in anarchy.®® But the world is full of interesting exceptions.
Realists can be optimists, and liberals can be pessimists.®” Revisionists can
be networked, and interdependence can be weaponized.® My typology
sidesteps the eternal debate by disaggregating means and ends and treat-
ing them as continuous dimensions.*

Coercion is a hybrid strategy that uses the means of warfare (armed
forces) to negotiate the ends of governance (mutual cooperation). The IR
concept of coercion encompasses deterrence to preserve the status quo and
compellence to revise it. These are all anarchic strategies like warfare (at the
bottom of the y-axis) but are somewhat less competitive than it. Thomas
Schelling emphasizes that coercion “requires that our interests and our
opponent’s not be absolutely opposed. . . . Coercion requires finding a bar-
gain, arranging for him to be better off doing what we want—worse off not
doing what we want—when he takes the threatened penalty into account.””°
In warfare, by contrast, “brute force can only accomplish what requires no
collaboration.””! In practice, coercion often uses force to compel coopera-
tion, so I depict revisionist compellence as midway on the x-axis between
zero-sum warfare and status-quo deterrence.

Commerce is another important hybrid. Markets are obviously competi-
tive, but voluntary exchange ideally leaves all parties better off (i.e., effi-
cient markets are Pareto improving). I thus plot commerce on the
cooperative side of the x-axis. Efficient cooperation, moreover, depends on
institutional coordination via government regulation, common currencies,
and shared technical standards and protocols. Otherwise commerce
becomes vulnerable to subversion and other market failures. Economic
statecraft, furthermore, may threaten sanctions and trade barriers to
exclude actors from common markets. Thus I plot commerce as midway on
the y-axis between institutionalized governance and deterrence in anarchy.
This visual depiction shows how the political and economic institutions of
governance and commerce may be exploited by secret statecraft as interests
become more competitive. Chapter 3 discusses the complex interaction of
governance and commerce in cyberspace, which provides the modern
operating environment for secret statecraft.

Secret statecraft is yet a different hybrid. Note the complementary
(opposite) configuration in figure 1.2 of coercion (bottom left) and secret
statecraft (top right). Just as there is a basic tension between peace and
war (top left vs. bottom right), there is a basic tension between deception
and deterrence (top right vs. bottom left). As mentioned above, deterrence
theory (the means of war for the ends of peace) is the converse of decep-
tion theory (the means of peace for the ends of war). Bluffing undermines
coercive credibility, while secret capabilities are hard to brandish.”? Inter-
actions between nuclear weapons and cyber operations exacerbate this
fundamental tension to a high degree, with dangerous implications for
strategic stability.”
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Figure 1.2 is just a simple heuristic. Political reality is staggeringly com-
plex, obviously, with different patterns of institutionalization and coopera-
tion appearing in various domains and at different levels of analysis. At the
unit level, for instance, we may find a high level of governance within a
military organization, which is a common institution that enables friendly
troops to cooperate; but at the system level, this same organization may
enable a high level of warfare with enemy troops, precisely because com-
peting militaries do not share their institutions (as discussed further in
chapter 2). Variants of the basic strategies in figure 1.2, often known by dif-
ferent names, as well as complex mixtures of these strategies, may be found
in all sorts of political systems, ranging from a small group of people to the
entire international community. But for the same reasons, there will often
be inconsistencies across domains and levels in practice. As we shall see,
these frictions and complexities both enable and constrain secret statecraft.
The aim of this heuristic is to raise questions about what the relevant actors
want and how they work together in any given case study, which must be
carefully scoped to make the analysis tractable.

COMPETITIVE ENDS

This section fleshes out the x-axis. All political actors want things: Some
desire safety and security, some pursue wealth and power, some crave sta-
tus and prerogatives. Thucydides thus highlights the core motives of fear,
interest, and honor.”*

“Intentionality” is a general term for the ends, goals, objectives, inter-
ests, purposes, meanings, references, values, and beliefs that direct
human action.”” Assessing intentions in any given historical case is
always hard.” In part this is because actors—especially collective actors
such as organizations and governments—usually have many different
intentions. It is also because the sources of intentionality are many and
varied: psychology, personality, identity, ideology, bureaucracy, regime,
culture, geography, experience, threats, and so on. Here I bracket all this
complexity and focus simply on whether the intentions of political actors
are compatible or not.

I assume that actors with incompatible intentions are more likely to com-
pete. Competition will be most intense when one actor’s gain is another’s
loss. One side of a dispute wins territory, resources, or prestige at the oth-
er’s expense. The difference between winners and losers is most pro-
nounced in the strategies on the right side of figure 1.2 (warfare, sabotage,
espionage), while the strategies in the middle (compellence, subversion,
counterintelligence) are slightly less agonistic.

Actors are more likely to cooperate, by contrast, when they have compat-
ible objectives. The strategies on the left side of figure 1.2 (governance, com-
merce, deterrence) are motivated by more common interests. Compatible
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intentionality encourages actors to seek mutually beneficial solutions for
common problems, such as airline safety, stable exchange rates, and arms
control.

Mutual interest is often insufficient, however, for providing collective
goods. Jean-Jacques Rousseau provides the classic metaphor for collective
action: “If a deer was to be taken, every one saw that, in order to succeed,
he must abide faithfully by his post: but if a hare happened to come within
the reach of any one of them, it is not to be doubted that he pursued it
without scruple, and, having seized his prey, cared very little, if by so
doing he caused his companions to miss theirs.” Rousseau’s solution to
the stag-hunt dilemma is “a contract by which [all] parties bind them-
selves to observe the laws therein expressed, which form the ties of their
union.””” When the hunters share common values such as honor and soli-
darity, or they all worship Artemis at the same temple, or the game war-
den requires them to swear an oath on pain of expulsion, or drones
provide mutual surveillance, then they will be more likely to work
together to hunt the stag.

INSTITUTIONAL MEANS

This section fleshes out the y-axis. Institutions evolve to improve collec-
tive action.” “Social contracts” such as governments, organizations, norms,
rules, laws, standards, templates, customs, and practices are the “cement of
society” that holds communities together.”” Nobel laureate Douglass North
defines institutions formally as “the rules of the game in a society or . . . the
humanly devised constraints that shape human interaction.”® Constraints
that limit behavior, ironically enough, enable people to do even more
things.

John Locke explains how constraints can improve liberty. In an uncon-
strained state of nature (anarchy), people are free to cultivate, invent, and
trade, but they are also free to rob, conquer, and enslave. These dangers
should lead enlightened communities to willingly give up some freedom in
order to form a commonwealth. This, according to Locke, provides “an
established, settled, known law, received and allowed by common consent
to be the standard of right and wrong, and the common measure to decide
all controversies between them.”® These constraints improve life, liberty,
and property. To take a whimsical example, patrons of Legoland pay the
entry fee to the park (a universal tax), and they willingly renounce the free-
dom to break and melt Lego bricks (the rule of law), but in return they get
to use a large stock of modular building blocks (economic commerce) to
build anything they can imagine (political liberty). In this way, constraints
can be enabling.

In chapter 3, I will develop the argument that cyberspace is essentially
an institution in this sense.®? Norms and artifacts—rules and tools—are
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just different types of “humanly devised constraint” that people can adopt
to enact collective goals. Colonial entrepreneurs thus deployed both war-
ships and bureaucracy in a process that John Law calls “heterogeneous
engineering.”® Just as speed limits can be enforced by traffic-calming
devices or police citations, Lawrence Lessig famously argues that gover-
nance can be enforced by software or statute: “Code is Law.”% Anticipat-
ing Lessig by two decades, Langdon Winner writes that “technology in a
true sense is legislation . . . . New technologies are institutional structures
within an evolving constitution that give shape to a new polity, the tech-
nopolis in which we do increasingly live.”® Winner also points out that
reliance on tools tends to encourage more rules: “An ever-increasing array
of rules, regulations, and administrative personnel is needed to maximize
the benefits of technological practice while limiting its unwanted mala-
dies.”8¢ Institutions can thus be embodied in either tools or rules, mutu-
ally constraining and enabling human interaction. Software systems,
moreover, are quite literally tools that are rules, encoding programs and
protocols to automate bureaucracy and improve information processing.

Institutionalization—however implemented—can vary in scope and
scale. Different aspects of the international system range from imperial
hierarchy to ungovernable anarchy.®” Most states in an ostensibly anarchic
international system still rely on bureaucratic agencies and transnational
organizations, and conversely, many managed firms typically rely on
decentralized work practices and informal exchange. Militaries themselves
are autonomous institutions that enable strategies at the bottom of the
y-axis (warfare, compellence, and deterrence), while more collective insti-
tutions enable strategies at the top (espionage, counterintelligence, gover-
nance). Each set of strategies is further differentiated by the degree of
cooperation along the x-axis. Governance, for example, is the collective
regulation of a cooperative society, while coercion (and deterrence) threat-
ens autonomous violence or institutional exit to impose (or preserve) coop-
eration. War, in contrast to them all, is the autonomous use of force for
competition between societies. Espionage and counterintelligence, mean-
while, compete covertly within a society. Institutionalization is not an abso-
lute feature but rather is relative to the degree of common constraint among
any set of actors, at whatever scale.

USURPING EFFICIENCY

The great economic virtue of institutions is that they improve efficiency.
Institutions lower the transaction costs of information processing and col-
lective action. But secret statecraft turns the tables around. The efficiency
advantages of cooperation accrue to a competitor instead.

Sunzi tells us that deception enables a commander to “subdue the ene-
my’s troops without ever engaging them on the battlefield.”®® This is
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efficient indeed! Secret intelligence provides a “decision advantage” that
enables actors to quickly, precisely, and efficiently tailor policies to the
expected behavior of others.® Well-informed policymakers and command-
ers can optimize resources and targeting.”® Stealing intellectual property,
likewise, enables corporate rivals to economize on research and develop-
ment costs. As intelligence practitioner and historian Michael Herman
writes, “The general effect [of intelligence] is to optimize national strength
and international influence in peacetime and promote the effective use of
force in war and other conflict.””! Intelligence thus enables “national gov-
ernments to behave better, in international security terms, than they would
without it.”*2

Secret statecraft is a subtle form of defection by which actors exploit insti-
tutional efficiency to gain a competitive advantage. Organizational decep-
tion specialists defect from the cooperative intent of collective institutions
without actually leaving them. To mix metaphors from Machiavelli and
Rousseau, the fox grabs the hare while pretending to be a hunter. Covert
defection hijacks institutional functionality without necessarily undermin-
ing it. Deception specialists may even seek to preserve the institutions that
provide them with unfair advantages, which enables them to occasionally
play fair or keep on cheating in the future. Foxes cheat at the margins of a
collective arrangement that everyone—foxes and hunters alike—continues
to maintain.

The risk of institutional exploitation is not lost on liberal thinkers. Locke
describes usurpation as “a change only of persons, but not of the forms and
rules of the government.” The usurper exploits the common means of gov-
ernance for uncommon ends. Locke was worried about tyrants and venal
bureaucrats usurping public resources for private gain, but we can also
describe spies, hackers, and other Machiavellian foxes as usurpers “where
one is got into the possession of what another has right to.”** If cyberspace
is an institution that improves the efficiency of global communication and
coordination at scale (as I will argue in chapter 3), then cyber-threat actors
usurp it by getting into systems that another has right to.

Most institutions are designed with features to detect and discourage
abuse. This is part of the formal justification for having an institution in the
first place. As North points out, “We devote substantial resources and
efforts to the measurement, enforcement, and policing of agreements.”** In
Rousseau’s stag hunt, for instance, hunters who make a social contract will
want to know if their fellows are about to grab a hare and sanction any who
do. Monitoring and enforcement practices can discourage defection, and
these functions can be improved through security controls (such as surveil-
lance cameras and police patrols, or network logging and access protocols
in cyberspace).

But monitoring and enforcement functions are themselves institutional
features, and no institution is perfect. As Rousseau writes, “The flaws
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which make social institutions necessary are the same as make the abuse of
them unavoidable.” Political struggles result in flawed institutions that per-
petuate patterns of abuse. Rousseau arrives at the dismal conclusion that,
despite all the benefits of collective institutions, “we have nothing to show
for ourselves but a frivolous and deceitful appearance, honor without vir-
tue, reason without wisdom, and pleasure without happiness.”®> This is not
a bad description of large swaths of cyberspace.

North stresses that institutions are “determined by the relative bargain-
ing power of the participants.”?® Echoing Rousseau, he notes that institu-
tions often reflect “unequal access to resources, capital, and information
and hence produced very uneven results for the players.””” The historical
features of institutions then become reinforced over time: “Once a develop-
ment path is set on a particular course, the network externalities, the learn-
ing process of organizations, and the historically derived subjective
modeling of the issues reinforce the course.””®

It is tempting to attribute inefficient or unjust institutional designs to
human stupidity. Political economists like to point out, however, that actors
with the power to change a system often have interests in perpetuating it.
As Paul DiMaggio and Walter Powell write, “Institutions arise and persist
when they confer benefits greater than the transaction costs (that is, the
costs of negotiation, execution, and enforcement) incurred in creating and
sustaining them.”® The path-dependent development of institutions tends
to lock in inefficient practices of monitoring and enforcement. This ineffi-
ciency opens the door to deception. I will discuss institutional vulnerability
in more detail in chapter 2.

Varieties of Secret Statecraft

Secret statecraft usurps institutional efficiency in different ways, through
espionage, sabotage, subversion, and counterintelligence (table 1.1).
These distinctions are blurry and often mixed in practice. For example,
during the Cold War, the CIA worked with the West German Federal
Intelligence Service to sell backdoored encryption machines in over a
hundred countries;'® thus a subversive conspiracy to sabotage equip-
ment enabled espionage at scale. These logical distinctions are illuminat-
ing, nevertheless, because they vary along the same dimensions of means
and ends that distinguish secret statecraft from other overt strategies in
figure 1.2. Counterintelligence and subversion are marginally more coop-
erative than espionage and sabotage. Subversion and sabotage degrade
institutions more than counterintelligence and espionage. This variation
creates strategic constraints and opportunities for different types of secret
statecraft.
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Table 1.1. Ideal types of secret statecraft

Type Description

Espionage Secretly extract data while preserving institutional access
(i.e., clandestine intelligence for information advantage)

Sabotage Secretly infiltrate systems to degrade institutional functionality
(i.e., covert action targeting technology)

Subversion Conspire to disrupt institutions by influencing beliefs or behavior
(i.e., covert action targeting society)

Counterintelligence Cooperate to defend institutions by exploiting hostile deceivers
(i.e., deceiving deceivers)

ESPIONAGE

Espionage is the purest form of secret statecraft, as suggested by its loca-
tion in the top-rightmost corner of figure 1.2. The perfect spy quietly
extracts data without altering the institutional environment that makes this
possible. Sabotage and subversion, by contrast, reshape the institutions
they target. Espionage, as the most exemplary form of secret statecraft, also
happens to be the most prevalent type of threat activity in cyberspace. This
is not surprising.

I use the term “espionage” to underscore the importance of secrecy in
collecting information.!™ The term “intelligence” is often used more
broadly to refer to any kind of useful information or its collection, such as
marketing research or journalism. Open-source intelligence (OSINT) via
websites, newspapers, conferences, and so on, is a gray area because an actor
may want to hide the motivations or discoveries of OSINT. Correlation or
“all-source fusion” of a mass of unclassified data may reveal a target’s secrets,
which also may be useful for counterintelligence.!> My litmus test for espio-
nage is that sources are degraded when collection is revealed. Since secret
collection can provide a competitive advantage (under conditions discussed
in the next chapter), rivals have incentives to prevent hostile collection.

Some use the word “espionage” to refer only to human intelligence
(HUMINT), but I use it to encompass all forms of technical intelligence
(TECHINT) as well. The diversity of collection disciplines today is a direct
reflection of the increasing technological complexity of the human-built
world.!®

* HUMINT includes running agents and interrogations. This is the most an-
cient form of espionage, but it can also support or be supported by TE-
CHINT. This is why James Bond and Q work together.

* Signals intelligence (SIGINT) includes communications intelligence
(COMINT) from radios, phones, and digital networks and electronic intel-
ligence (ELINT) from radars and other emissions.
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* Geospatial intelligence (GEOINT) combines imagery intelligence (IMINT)
from satellites and aircraft with cartographic analysis.
* Measurement and signature intelligence (MASINT) is an esoteric catchall
category for the scientific analysis of acoustic, geophysical, chemical, bio-
logical, radiological, nuclear, and electromagnetic signals.
Cyberspace intelligence (CYBINT) can refer to SIGINT through cyberspace
or intelligence about cyber operations. Related terms include computer net-
work exploitation (CNE), electronic surveillance, tailored access, and tech-
nical reconnaissance.
There are OSINT analogues to most of these disciplines thanks to innova-
tion in journalism, telecommunications, social media, commercial satellites,
civilian science, and the cybersecurity industry. Indeed, OSINT is an engine
of the global economy in the form of data analytics and surveillance
capitalism.!%

The common denominator in all forms of espionage is the pursuit of
competitive efficiency advantage, gained by exploiting some form of col-
lective trust, to collect information. I would also include computer fraud,
digital piracy, intellectual property theft, and identity theft in this cate-
gory. While criminal espionage mainly provides an economic advantage,
ill-gotten gains may also be converted into political advantage. North
Korea, for example, uses digital bank heists to fund its nuclear program.

SABOTAGE

Some secret methods of espionage can be employed to disrupt or manip-
ulate targets. While espionage extracts information, covert action injects it.
Covert action ranges from intelligence sharing and subterranean diplo-
macy to assassinating scientists and overthrowing governments. I distin-
guish two general types of covert action. Sabotage degrades capabilities,
while subversion shapes ideas. The former hacks machines, while the latter
hacks minds. This distinction is often blurry in practice: For instance, a
secret program to arm guerrillas who blow up railways to intimidate a gov-
ernment mixes sabotage and subversion. But it is analytically helpful to dis-
tinguish them because sabotage is somewhat more competitive than
subversion (along the x-axis of figure 1.2).

Joshua Rovner describes sabotage as “the weaponization of friction.”1%
Friction refers to material breakdowns and malfunctions, physical and psy-
chological stress, bad or confusing information, and other unpredictable
obstacles.!% The saboteur creates friction by altering, disrupting, or destroy-
ing equipment, capabilities, or infrastructure, which undermines the effi-
ciency of the target organization or society. Friction eats away at efficiency.

Both espionage and sabotage create a competitive advantage, but in dif-
ferent ways. The former hijacks the efficiency of collective institutions while
preserving them. The latter degrades institutional functionality by creating
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friction. Whereas espionage makes the collector smarter or more compe-
tent, sabotage makes the target more confused or less capable. This is why
sabotage appears between espionage and warfare on the y-axis of figure
1.2. Indeed, sabotage is often employed as an adjunct to warfare. For exam-
ple, Israel may have used cyber warfare in 2007 to blind Syrian radars and
create a window of opportunity for an air strike.!” Israel also caused Hez-
bollah’s communication devices to explode prior to air and ground opera-
tions in Lebanon in 2024.1% If sabotage reduces the effectiveness of enemy
defenses, then a military attack can employ a more efficient force package.

The cyberwar narrative emphasizes the potential of sabotage at scale
(and downplays the problems). Cyber analogues of sabotage have been
described as offensive cyber operations (OCO), cyber-physical disruption,
computer network attack (CNA), distributed denial of service (DDoS)
attacks, data wipers, and industrial control system (ICS/SCADA) attacks.
Electronic attacks on the electromagnetic spectrum (jamming) may be con-
sidered closer to warfare than sabotage to the degree that secrecy may not
be required for them to work, but the fact that many electronic warfare
techniques are classified is telling.!%”

Espionage generally relies on “clandestine” sources and methods that
disguise the activity. By contrast, “covert” action disguises agency or attri-
bution. While it may be hard to hide a factory explosion (sabotage), and a
disinformation campaign (subversion) must be visible to its audience, it
may still be possible to maintain “plausible deniability” about who is
responsible or why.""? It is possible for covert action to be clandestine, too, if
the interventions are very subtle (e.g., the backdoored encryption machines
mentioned above, or Stuxnet in chapter 5).

An important political implication is that reliance on secrecy complicates
signaling. One challenge is the indistinguishability of intelligence and
attack. Preparation for wartime sabotage often requires peacetime prepara-
tion, using the methods of espionage to gain access to targets.!! Should the
peacetime discovery of a clandestine intrusion be interpreted as ongoing
espionage or preparation for sabotage? This problem is an intelligence vari-
ant of the classic strategic problem of offense-defense indistinguishability,
which is thought to exacerbate security dilemmas and risks of escalation.!?
In practice, counterintelligence analysts can usually find additional indica-
tors that make it possible to tell the difference (e.g., reverse engineering
malware and assessing the political context based on other sources of intel-
ligence). Escalation is empirically rare in cyber competition.!®

Another signaling challenge is whether to conceal or reveal clandestine
capability. Deterrence and compellence depend on communicating a will-
ingness and ability to fight or punish. But what if the very act of communi-
cation undermines the ability to inflict harm? For example, Japan could not
overtly commit to attacking Pearl Harbor in 1941 without alerting the US
Navy’s defenses in the process. Japan thus opted to conduct a surprise
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attack (warfare) rather than threatening one (compellence). A similar “cyber
commitment problem” arises when sensitive accesses and exploits in cyber-
space can be mitigated by patching or reconfiguring systems.!* Vague
threats are cheap talk, but specific threats can be disarmed, which means
that a threatener cannot credibly commit itself to using capabilities that it
cannot communicate. In practice it may be possible to reveal clandestine
capabilities if countermeasures are hard to implement or the capability is
not unique.115 Extortion by ransomware or kidnapping, furthermore, may
bypass the commitment problem somewhat by inflicting harm first and
offering relief later, but anonymous extortionists still have credibility
problems. !

To summarize the signaling challenges of sabotage, building clandestine
capability is hard,!"” revealing it undermines both capability and commit-
ment,'® and covert deniability erodes both intelligibility and credibility."”
Therefore, sabotage is generally better used or held in reserve than bran-
dished for coercion. This is why, in figure 1.2, sabotage is closer to warfare
than to deterrence.

An important exception is that covert action can be used to deescalate a
crisis. For example, when Iran attacked civilian oil tankers in 2019, the
United States considered but rejected military retaliation, opting instead for
a cyber attack on Islamic Revolutionary Guard Corps computer systems.!?
The same features that make cyber attacks poor tools of escalation, ironi-
cally enough, can also make them useful tools for accommodation!'*! When
it is hard to go up the escalation ladder, it may be desirable to create more
ways to climb down. In cyberspace, there is lots of room at the bottom.
Minor, ambiguous, reversible sabotage can communicate an interest in
avoiding escalation and resolving a crisis. Doing so, however, assumes an
alignment of interests between actors. This moves us left in figure 1.2, from
sabotage to subversion.

SUBVERSION

Sabotage and subversion—the two faces of covert action—both tend to
weaken the institutions they target, but they do so in different ways. Sub-
version targets human beliefs and cohesion rather than material infrastruc-
ture and functionality. Lennart Maschmeyer describes subversion as
“reverse structural power” that undermines the benefits of institutional
structures.'??

Classic subversion works through proxies, provocateurs, vandalism,
forgeries, disinformation, or “active measures” (the Russian term of art).!
Modern techniques include hacktivism, trolling, doxing, astroturfing, sock-
puppetry, deepfakes, and search engine optimization (SEO). Related doctri-
nal concepts include information operations (IO), military deception
(MILDEC), and psychological operations (PSYOPS). Subversion has been
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receiving more attention from IR scholars during the 2020s, which is sug-
gestive of its growing importance in cyberspace.!?*

In cyberspace, disinformation is generally more prevalent than disrup-
tion. This can be explained in part by the relative positions of subversion
and sabotage on the x-axis of figure 1.2. Cyberspace is a cooperative institu-
tion that improves economic commerce. Subversion is closer to commerce
than sabotage is. It is also more cooperative.

Subversion is more cooperative because it appeals to sympathetic audi-
ences or fellow travelers. These cooperative conspirators may have a shared
interest in opposing the regime or increasing political polarization. A degree
of cooperation, ironically, can erode cohesion. Subversion can also help
adversaries with a shared interest in avoiding escalation to “face off” while
“saving face.”'? Open secrets, fig leaves, and “implausible deniability”
give unresolved actors an excuse to avoid reacting to provocation.!?® For
example, when Russia invaded Crimea in 2014, nobody doubted that “little
green men” without insignia were Russian soldiers, but Kyiv and Brussels
had no interest in confronting Moscow directly at that time.!?

A lot of subversion is bullshit, in the technical sense. According to
Harry Frankfurt, “The fundamental aspect of the essential nature of
bullshit” is that “it is produced without concern with the truth,” and thus
“it need not be false.”!?® The goal of bullshit is to manipulate rather than
inform. Whereas liars care enough about the truth to hide it, “bullshit is a
greater enemy of the truth than lies are.”!? Bullshitters communicate in
bad faith. As Jean-Paul Sartre writes, “Bad faith apprehends evidence but
is resigned in advance to not being fulfilled by this evidence, to not being
persuaded and transformed into good faith.”!3° Signaling in bad faith is a
form of epistemological subversion that undermines the value of signal-
ing altogether.’!

But subversion can also be stabilizing, surprisingly enough. Secret diplo-
macy between two political actors can be understood as a subversive con-
spiracy that hides collusion from outside audiences such as foreign
governments or domestic constituencies. States may suppress evidence of
treaty violations to maintain the public viability of the treaty.!*? Subterra-
nean dealing enables adversaries to negotiate understandings, or helps
allies avoid public disagreement.!® This is the international equivalent of
dissembling in the workplace to avoid workflow disruptions or to deflect
unhelpful criticism.!3

As this discussion suggests, subversion is the most liminal or ambiguous
form of secret statecraft. This is why it occupies a central position in
figure 1.2. Subversion can be secretive like espionage (though discretion is
harder), or it can communicate information like coercion (though signals are
more ambiguous). It can be destabilizing like warfare (though less overtly
violent) or stabilizing like governance (though less legitimate). The line
between covert influence and open propaganda or marketing is very blurry.

43



THE POLITICAL LOGIC OF DECEPTION

Subversion can weave together overt and covert uses of information technol-
ogy, for conflict and cooperation, in international and domestic politics.

COUNTERINTELLIGENCE

Counterintelligence, finally, provides defense against the dark arts. Tar-
gets and intruders alike use it to detect and deflect their competitors. While
the term “counterintelligence” is sometimes used narrowly to describe law
enforcement investigations of foreign spies, I use it broadly here to describe
any sort of security policies and operations that defend against hostile espi-
onage or covert action.

Counterintelligence is a form of organized deception because it deceives
deceivers. Security professionals hide valuable assets from prying eyes via
encryption, classification, compartmentalization, camouflage, and other
forms of operational security (OPSEC). Counterspies employ espionage via
hidden cameras, silent alarms, undercover stings, and TECHINT to detect
and track intruders. Counterintelligence units can also use subversion to
feed disinformation to spies, turn double agents, infiltrate enemy intelli-
gence organizations, and sabotage them. Counterintelligence, or fears of
counterintelligence, can paralyze an organization with paranoia.

All forms of espionage discussed above can support friendly counterin-
telligence, and all espionage must evade hostile counterintelligence. This is
why these complementary strategies are adjacent in figure 1.2. Michael
Herman points out that intelligence “is part of a contest with opposing
security systems,” while counterintelligence “takes the form of a set of sub-
contests, subordinate to the main intelligence-security contest, which fit
inside it and inside each other like Russian dolls.”!3> A cyber example of
this matryoshka doll appeared during the opening ceremonies of the 2018
Winter Olympics in Pyeongchang, in which a cyber attack turned out to be
a Russian operation disguised as a Chinese operation disguised as a North
Korean operation, probably intended to confuse (or intimidate) commercial
incident responders.'3® Intelligence must worry about counterintelligence,
which in turn must worry about counter-counterintelligence, and so on.
Offense must play defense because defense plays offense, piling on new
measures to counter the countermeasures. As Erving Goffman observes in
his meditation on expression games, “Each seeker is therefore doubly a
concealer, and each concealer is doubly a seeker.”!¥” These security impera-
tives create overhead costs that eat into the efficiency gains of institutions
(and the usurpation of them).

Counterintelligence is closer to governance in figure 1.2 than any other
type of secret statecraft is. It improves the institutional functions of moni-
toring and enforcement by detecting, blocking, and redirecting hostile
threats. It is also the most visible dimension of secret statecraft, because
organizations require personnel to submit to background checks,

44



DEFINING SECRET STATECRAFT

complete security training, and accept workforce surveillance. Other
forms of counterintelligence, such as double agent operations, are more
secretive. The interaction between espionage and counterintelligence is
also rather sensitive, as in the “Vulnerabilities Equities Process” through
which the United States determines whether the NSA should conceal vul-
nerabilities for a private SIGINT advantage or disclose them to vendors
for a public cybersecurity advantage.!3

Most cybersecurity is basically counterintelligence. And most cybersecu-
rity firms are basically private counterintelligence units. Counterintelli-
gence in cyberspace is enabled by concepts like computer network defense,
information assurance, emissions control, public key infrastructure, net-
work security monitoring, operational technology security, physical con-
trols, airgaps, software patching, reverse engineering, malware analysis,
attribution analysis, content moderation, and deep packet inspection.
Defense can also play offense with honeypots, sinkholes, reverse deception,
threat hunting, active defense, counter-cyber operations, or the US doc-
trine of “defend forward.”

Authoritarian governments and other paranoid regimes rely heavily on
counterintelligence. Censorship, surveillance, and propaganda amplify the
authority of the regime, discourage dissent, and enhance the effectiveness
of internal security forces. I discuss this further in chapter 7 on China. Even
in democratic societies, many digital security and content controls bear
more than a passing resemblance to authoritarian censorship and control
systems.

COMPLEX OPERATIONS

The bewildering jargon encountered above reflects the growing complex-
ity of deception in cyberspace. Nonetheless, the four logical types of secret
statecraft are mutually exclusive and collectively exhaustive in terms of
institutional means and competitive ends. The main security threats of
cyberspace in this basic scheme are the erosion of information advantage
through systematic digital espionage, the sabotage of critical infrastructure
through cyber warfare, the subversion of social cohesion through internet
influence campaigns, and the weakening of civil society through authori-
tarian censorship and counterintelligence. But institutions and intentions
are almost always mixed in practice. The variety of secret statecraft in prac-
tice emerges through complex combinations and implementations that mix
differing degrees of cooperation and institutionalization in different areas
and scales.

Secret statecraft—by any means and in any era—works by usurping
collective action. Cooperative actors make good-faith decisions to create
and maintain common institutions and shared infrastructures in order to
improve the efficiency of transactions. But political competitors can make
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a strategic decision to cooperate in bad faith. They can employ organiza-
tional deception specialists to convert the cooperative efficiency of institu-
tions into an unfair competitive advantage. The general promise of secret
statecraft in this sense is efficiency—doing more with less. But the peril is
ineffectiveness—failing to get the job done.

The efficiency advantages of deception may vanish because of opera-
tional missteps, unforeseen consequences, or aggressive counterintelli-
gence. Actors who want to preserve the strategic benefits of cooperation
thus have incentives to counter deception. But this means that deceivers in
turn have incentives to hide from or dupe the counterdeceivers. The offense
must play defense because defenders play offense. This strategic intelli-
gence contest is what drives the cutting edge of innovation in cybersecurity.
And this carries us from the strategic rationale for secret statecraft to the
complexities of operational implementation. The next chapter thus turns
from the why of secret statecraft to the how of intelligence performance.
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CHAPTER 2

A Theory of Intelligence Performance

The ancient Chinese strategist Sunzi is bullish about intelligence, “for it is
what the armies depend upon in their every move.”* But The Art of War
concedes that spying is hard in practice: “Only the most perceptive and
wise generals—those who can get the most intelligent men to be their
spies—can fulfill their destinies and accomplish great things.”? Incompe-
tent agents or unforeseen events may turn a covert gambit into a strategic
disaster. A ninth-century commentator on Sunzi thus offers an important
qualification: “Just as water, which carries a boat from bank to bank, may
also be the means of sinking it, so reliance on spies, while productive of
great results, is often the cause of utter destruction.”?

Deception has upsides and downsides. This chapter explains what makes
the difference. The previous chapter discussed secret statecraft at the strate-
gic level. I explained how organized deception usurps collective institu-
tions in order to carry out strategies of espionage, sabotage, subversion, or
counterintelligence. This chapter focuses on intelligence performance at the
operational level, where secret statecraft is implemented. Espionage can
provide a decision advantage only if collectors can gain access to and make
sense of valuable data. Covert action can influence the balance of power
only if operators can access and manipulate targets. Counterintelligence
can protect friendly institutions only if protectors can spy on spies and
deceive deceivers. This means that intelligence contests can provide infor-
mation advantages only if the contestants can collect, affect, and protect
information.

The operational foundation of secret statecraft is the ability to gain, main-
tain, and contest secret information channels. The implications of informa-
tion technology, accordingly, are most apparent at the operational level.
Improvements in the ability to measure, store, process, or communicate
data affect the ability to protect or discover secrets. Indeed, the state of the
art in technology determines the art of the possible in deception. But in any
given case, there is always a gap between technical possibility and
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operational performance. Advanced techniques may be misused or coun-
tered, while simpler or outdated tech can be effectively employed. Intelli-
gence performance is always contingent on dynamic institutional
conditions, not simply the sophistication of information technology.

This chapter describes these general conditions, and the next chapter
returns to the problem of increasing technological complexity in cyber-
space. Here I proceed in three parts. First, I define intelligence performance
by comparison to military effectiveness. Second, I explain why it depends
on vulnerable institutions and clandestine organization. I conclude with a dis-
cussion of the empirical research design of the book.

The Operational Level of Intelligence

Intelligence performance refers to the relative ability of deception specialists
to secretly establish and contest information channels. By deception spe-
cialists I mean intelligence services, reconnaissance units, counterintelli-
gence agencies, cybersecurity firms, private investigators, organized
criminals, or any entity that implements secret statecraft. These organiza-
tions specialize in managing secrecy, just as militaries specialize in manag-
ing violence. Deception specialists use secret channels to gather useful data
(exfiltrating information for intelligence collection) or shape relevant
behavior (infiltrating information for covert action), while preventing rivals
from doing the same.

But what counts as “useful data” or “relevant behavior”? That depends
on the broader strategic context. Success at the strategic level is usually
more complicated than success at the operational level. Intelligence con-
tests provide indirect information advantages in political, economic, or
military contests.* But what do policymakers or commanders need to know
in the first place? How will they use this knowledge? What are the risks of
ignorance or miscalculation? What behaviors of which allies or adversaries
should be influenced? What is the theory of influence that translates covert
influence into political results? How will domestic or international audi-
ences respond to successful, unsuccessful, or compromised operations? The
answers to these questions depend on historical circumstances.

No matter how we answer these guiding questions, however, deception
specialists still must gain and maintain secret channels to implement secret
statecraft. Access to targets is the operational basis for success in espionage,
sabotage, subversion, or counterintelligence, no matter what motivates
them at the strategic level. The core competency of an organizational decep-
tion specialist, therefore, is achieving and contesting secret access, and
doing so persistently.

Persistence is not just a simple structural imperative of cyberspace but
rather an ongoing achievement in an intelligence contest.5 Technology is
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neither necessary nor sufficient for persistence. Human spies like Kim
Philby may persist in place for years if they are skilled and lucky. Network
intrusions will not persist if they are blocked, mismanaged, or abandoned.
Motivated intruders may be repeatedly detected and ejected, using new
accesses and exploits every time. Such an intruder can be described as “per-
sistent” even as individual intrusions do not persist through the target’s
mitigation efforts. The only difference between cyberspace competition and
traditional intelligence contests in this sense is the greater institutional
complexity of the conditions that enable operational persistence.

To successfully implement strategies of secret statecraft, spies and hack-
ers alike must be able to reliably and repeatedly exfiltrate data or infiltrate
instructions, which entails negotiating barriers and avoiding counterintel-
ligence traps. I will return to the problems of measuring this achievement
in the last section of this chapter.

COMPARISON WITH MILITARY EFFECTIVENESS

Intelligence performance is analogous to military effectiveness on the
battlefield. While there are important differences, the similarities are
instructive. Military campaigns link weapons and battles to political objec-
tives and outcomes. But operational success is distinct from political suc-
cess. Militaries can win battles but lose wars for many reasons. The weaker
side may be more resolved, or the stronger may decide winning is too
costly. Politicians may fail to capitalize on military outcomes, or diplomats
may give away battlefield gains for political concessions. Nevertheless, mil-
itary effectiveness in battle improves the prospects of success in coercive
diplomacy.

Likewise in secret statecraft, intelligence campaigns link secret sources
and methods to political interests. But policymakers can ignore or misuse
accurate intelligence. Political developments can offset or overshadow the
results of covert action. Nevertheless, successful intelligence performance
makes it more likely that leaders will gain an efficient information advan-
tage through secret statecraft.

The literature on military effectiveness emphasizes that technology alone
does not determine battlefield performance. Institutional factors explain
more variance in battlefield outcomes than the quality or quantity of weap-
ons.® Healthy institutions can compensate for weaknesses in the quality or
quantity of weapons, while dysfunctional institutions can undermine the
advantages of large forces and modern weaponry. Scholars thus stress the
importance of civil-military relations,” combined-arms doctrine,® command
relationships,’ and learning processes.!?

Scholars who study intelligence also highlight the importance of insti-
tutional factors. The relationships between policymakers and intelligence
agencies can be healthy or politicized."! Organizational cultures and
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processes affect the ways in which agencies collect and communicate
intelligence or conduct covert action.!> Analytical methods can improve
over time or become more biased.!® Later I will introduce the umbrella con-
cept of clandestine organization to describe these sorts of “internal” institu-
tional factors. But intelligence performance further depends on “external”
factors, which I will describe as vulnerable institutions. Reliance on external
institutions is what distinguishes intelligence performance from military
effectiveness, even as they both rely on internal institutions.

Another relevant insight from scholarship on military effectiveness is
that technology rarely determines battlefield advantage in war. The clas-
sic literature on offense-defense theory assumes that military technolo-
gies provide systemic advantages—for instance, mobile tanks improve
offense and thus make war more likely, but fortification improves defense
and thus makes war less likely.!* The widespread assumption that offense
dominates defense in cyberspace is consistent with this classic perspec-
tive.’® But technology is only one factor in the offense-defense balance in
practice. Military advantage ultimately depends on a net assessment of
the local, dyadic balance in any given case, which includes not only the
quantity and quality of weapons but also the institutional factors men-
tioned above.'® Contingent institutional context likewise affects the cyber
balance in any given case.!”

Indeed, we should expect the offense-defense balance in any intelligence
contest to be complicated for at least two reasons. First, each side of a con-
test is playing both offense and defense. Intelligence attackers also hide,
and counterintelligence defenders also seek. If technology gives advan-
tages to the offense in intelligence, then defenders can enjoy the same
advantage in counterintelligence. Second, institutions play a fundamental
role in secret statecraft, which works by usurping the efficiency benefits of
collective institutions. If institutions condition the offense-defense balance
for war, then the effects of institutions should be even more pronounced for
intelligence contests.

CONTRASTING INTELLIGENCE AND WAR

The key difference between intelligence performance and military effec-
tiveness is the constitutive role of institutions in secret statecraft. Intelli-
gence relies on cooperation in a fundamental way that combat does not.
Spies usurp collective institutions to collect or affect information, while sol-
diers use force to destroy enemy institutions and impose their own. Intelli-
gence and combat are very different logically, even though many deception
specialists wear uniforms in practice.
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To use the terms of IR theory, war is an extreme form of anarchic
competition between hierarchic cooperators.!® Institutions matter a lot in
war, but they are generally not shared across enemy lines. Commanders
have some control over their own doctrine, administration, command,
communications, logistics, and so on, but they do not control the enemy’s
institutions. In a pure or ideal-type battlefield duel (illustrated in
figure 2.1), the military opponents are self-contained competitors who
struggle to batter down resistance and forcibly impose their will on one
another. Contact between their organizational institutions tends to be
superficial, with a violent zone of contact separating mutually inaccessible
rear areas. As bombardment expands the contact zone or armed thrusts
penetrate further, enemy institutions become less coherent. I will relax this
assumption later in my discussion of intelligence-enabled combat (illus-
trated in figure 2.3), but first it is helpful to contrast the logically pure types
of combat and intelligence.

An intelligence contest, in contrast to war between autonomous organi-
zations, is a form of deceptive competition within mutually entangled insti-
tutions (illustrated in figure 2.2). This is why secret statecraft appears
further along on the institutionalized axis of figure 1.2 in the previous chap-
ter. Imagine that spies infiltrate an enemy camp. They get inside the rival
organization without destroying the institutions that enable their decep-
tion. They speak the same language, wear the same uniform, comply with
the same bureaucratic procedures, gain the trust of enemy comrades, and
generally avoid arousing suspicion. But they also do a little extra on the
side. They memorize conversations, copy documents, take pictures, or
monkey-wrench the equipment. They also communicate with outside han-
dlers through dead drops, cutouts, and secret signals that remain hidden
within the enemy camp.

The entangled institutions of figure 2.2 (the overlapping area) both
enable and constrain deception. Our spies are in mortal danger if caught.
They can be overpowered by internal security services and perhaps tor-
tured or executed. To survive in this extremely unfavorable balance of
power, they must create a favorable balance of knowledge instead. They
do this by using deception to usurp enemy strengths. Yet deceivers can be
deceived. Enemy counterspies can monitor their movements, learn about
their subterranean infrastructure, feed them disinformation, persuade
them to become double agents, or quietly trade them for their own cap-
tured spies. These dangers encourage our spies to double down on decep-
tion, which gives rise to the “hall of mirrors” quality of spy-versus-spy
contests. Unable to win an outright battle of strength or resolve, spies
must win a battle of wits.!
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Figure 2.1. Combat between autonomous institutions

Figure 2.2. Intelligence contest within collective institutions

Figure 2.3. Hybrid intelligence-enabled combat
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In a purely cooperative organization of trusting and transparent actors
(i.e., a perfect Lockean commonwealth), the overlap in figure 2.2 would be
complete. But the overlap is incomplete in an intelligence contest, which is
a source of uncertainty and potential danger. The nonoverlapping regions
on either side of figure 2.2 represent things that competing spies cannot
access, understand, or directly influence. This inaccessible space—in remote
headquarters, secure spaces, safe houses, or suspicious minds—provides
maneuvering room that enables spies and counterspies to organize and
adapt in secret. Thus, while intelligence competitors share some rules and
tools in common (the overlapping region), they also control others autono-
mously (the nonoverlapping regions). I describe these logically distinct
resources as “vulnerable institutions” and “clandestine organization,”
respectively.

THE HYBRID CASE OF INTELLIGENCE IN WAR

As an aside, the analytic distinction between war and intelligence helps
to explain why combat is so uncertain, even in the era of high-tech com-
mand, control, communications, computers, intelligence, surveillance, and
reconnaissance (C4ISR). Intelligence relies on collective institutions, but
war occurs in anarchy. A fuller discussion of the institutional basis of
knowledge is beyond my scope here (but can be found in my 2020 book
Information Technology and Military Power).?® 1 simply wish to emphasize
that knowledge relies on cooperation. As Paul Edwards points out, the
words “true” and “truce” have the same root in Middle English, linking
agreement with facts to agreement with actors.?! Information systems, like-
wise, depend on the harmonization of representational processes and pro-
tocols, which provides epistemological stability for actors across space and
time. In the anarchic realm of war, however, the common institutions that
underwrite reliable representation are weak or missing. This helps to
explain why Clausewitz is so skeptical of intelligence.”> As he famously
observes, “All action takes place, so to speak, in a kind of twilight, which,
like a fog or moonlight, often tends to make things seem grotesque or larger
than they really are.”?

The “fog of war” persists because modern war still occurs in anarchy.
So how is it possible for commanders to know anything at all? Why are
battlefield surveillance and reconnaissance even possible? The basic
answer is that Clausewitzian “real war” is more complicated, constrained,
or restrained than “absolute war.”?* Combatants at a minimum are con-
strained by geographical circumstances and material limitations, and
they usually are further constrained by common cultures, shared infra-
structure, open standards, emergent norms, or even explicit agreements.25
These mutual constraints provide the scaffolding for battlefield entities to
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become legible and controllable. Warfare that is more “informatized” or
“network-centric” or “cyber enabled” is far more institutionally con-
strained than an absolute Clausewitzian duel. This implies that the “fog of
war” will vary with the degree of anarchy, or, conversely, that C4ISR will
work better in more institutionalized circumstances.?® This means that there
are important but underappreciated political conditions that must be in
place for states to realize the promise of the “revolution in military affairs.”?
It also means that surveillance is more feasible within societies than across
them, a point to which I will return in chapter 7 and the conclusion.

The good news is that viable information infrastructure takes the edge
off anarchy, but the bad news is that war in anarchy undermines the reli-
ability of C4ISR. In the nether region between perfect institutionalization
and absolute anarchy, battlefield entities become partially knowable yet
incompletely controllable. Intelligence-enabled warfare (figure 2.3) is a
hybrid of the pure intelligence model (figure 2.2) and the pure combat
model (figure 2.1). Forces that rely on advanced C4ISR can project more
precise fires and conduct leaner combat operations, but anarchic combat
creates fog and friction that destabilize C4ISR systems. Figure 2.3 depicts,
with smaller “explosions,” improved efficiency relative to figure 2.1, but it
also depicts, with broken information channels, degraded effectiveness
relative to figure 2.2. Sources of information friction include incompatible
interfaces, biased data, inadequate methodologies, glitchy systems,
dropped connections, failing power, and bureaucratic miscommunica-
tion. Military organizations attempt to control these breakdowns by pil-
ing on additional layers of management, redundant control systems, more
information specialists, and reserve forces. This additional complexity
makes C4ISR systems challenging and costly to operate, offsetting the
operational efficiency they are supposed to provide. The hybrid model
tries to be both efficient and effective, but it usually ends up sacrificing
some of each.”

Explaining Intelligence Performance

Sunzi describes espionage as a “net devised by gods of immense value to
the ruler.”? But divine networks still depend on human operators. At the
operational level of intelligence in any era, it is necessary for deception
specialists to gain and maintain secret channels. This is the basic opera-
tional achievement that makes it possible to collect secrets or inject
instructions.

Gaining and maintaining persistent secret access to targets depends on
two institutional conditions. First is the “external” institutional environment
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that an intruder shares with its target: Table 2.1 summarizes variation in
vulnerable institutions. Second is the intruder’s “internal” institutional
ability to manage its intrusion: Table 2.2 summarizes variation in clandes-
tine organization. Because an intelligence contest takes place in overlap-
ping institutions, the “inside” of one organization is the “outside” of the
other, and vice versa, which is why I use different terms to distinguish
them.?® Table 2.3 summarizes the interaction of these two factors, which
gives rise to four different patterns of intelligence performance. The best
performance is achieved by the most proficient actors in the most permis-
sive environments.

Intelligence is obviously complex. It is easy to tease political scientists
for trying to explain complex phenomena with a two-by-two table, as I do
below. But one virtue of a two-by-two table—an interaction of two dichot-
omous variables—is that it is the simplest way to say that the world is
indeed complex. Almost all generalizations about cause and effect in poli-
tics are conditional (e.g., democracies are less likely to go to war, as
Immanuel Kant famously argued, but empirically this holds only for pairs
of states that are both democracies).?! A single important condition on a
generalization helps to convey the intuition that context matters and to
explain important exceptions to a historical trend (e.g., the United States
is a democracy that goes to war a lot, which disconfirms the uncondi-
tional version of democratic peace theory, but it usually goes to war
against nondemocracies, or only covertly against other democracies,
which is more consistent with a conditional version of the theory).?? Intel-
ligence performance likewise depends on factors that condition the effects
of technology.

A popular generalization about cybersecurity is that cyberspace makes
offense easy. Sometimes it does. But offense may fail even in extremely vul-
nerable environments if attackers are incompetent. And very creative
attackers may succeed even in secure environments. Any generalization
about the ease of attack is at least conditional on the proficiency of the
attacker. The distinction between an actor and its environment is about as
simple and intuitive as it is possible to get. I thus explain intelligence per-
formance as an interaction between an operational environment and an
intelligence actor, or vulnerable institutions and clandestine organization,
respectively. I also break each factor down into two components to describe
a more complicated texture of variation. The first encompasses technical
connectivity and social vulnerability, while the second encompasses admin-
istrative capacity and operational discretion. Many more nuances could be
explored, and will be explored in the campaign studies that follow, but
these two compound conditions are enough to make the basic point that
institutions condition operational performance.®
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VULNERABLE INSTITUTIONS

The most vulnerable institutions are densely interconnected, and they
have social or technical imperfections. I describe these components as con-
nectivity and vulnerability. Connectivity encompasses the informational
and coordination advantages of information systems in the absence of
exploitation (i.e., systems doing what they should). Vulnerability refers to
institutional flaws in monitoring and enforcement functions that create the
potential for exploitation (i.e., systems doing something they should not).
The diminishment of either component makes intelligence performance
harder by making the operational environment less permissive.

Table 2.1 summarizes variation in vulnerable institutions, with symbols
indicating greater degrees of permissiveness for intelligence exploitation:
(i) collective institutions with more connectivity and vulnerability are most
exposed to exploitation, which is the most permissive operating environ-
ment; (ii) it is harder for intruders to reach disconnected vulnerabilities, but
they can still exploit them if they find a way to create access in a somewhat
permissive environment; (iii) connected institutions with robust monitor-
ing and enforcement practices are more secure, but advanced threats may
still find a way in through an only somewhat permissive environment;
(iv) secure institutions with robust barriers to connection are virtually inac-
cessible to intruders, which is the least permissive environment.

Connectivity, broadly construed, is the reason to have information sys-
tems in the first place. It encompasses much of what vendors and users find
attractive about digital applications, for managing work, coordinating
operations, or communicating information. While the word “connectivity”
has a technical connotation, I also use it more broadly here to refer to cul-
tural practices that enable interaction and exchange. Connectivity is what-
ever provides reliable information channels for actors with compatible
interests in communication and collective action—the institutional benefits
of governance. Interconnected institutions provide efficient benefits for a
cooperative community of technology designers, system users, and content
consumers. These actors have shared interests in the design, adoption,

Table 2.1. Variation in vulnerable institutions

More connectivity Less connectivity
More vulnerable i. Exposed” ii. Disconnected*
(Weak monitoring and enforcement)
Less vulnerable iii. Securet iv. Inaccessiblet

(Robust monitoring and enforcement)

* Most permissive environment
T Somewhat permissive environment
t Least permissive environment
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maintenance, and repair of information systems (which should be under-
stood to include both automated processes and social practices, as dis-
cussed further in chapter 3). Collective sociotechnical institutions provide
connectivity that the deceiver requires to access the target. Systems that are
open, trusting, accessible, and uncontrolled are most exposed to malicious
intelligence threats. An example of a well-connected yet highly vulnerable
target is a naive business without a security policy, or the public internet in
the 1980s.

A lack of connectivity, conversely, creates barriers to access. Before the
advent of satellites, for example, it was very hard to learn about what was
happening within a closed society like the Soviet Union. Border guards,
internal police, and paranoid targets made it hard to infiltrate human
spies, unless clandestine services were very careful and lucky. Access bar-
riers in cyberspace may be created by system partitions, security controls,
or physical airgaps. Glitches and incompatibilities create additional
unforeseen barriers that are hard to anticipate. It is harder to exploit sys-
tems that are disconnected, even if they are vulnerable, which perhaps
explains why there are so few reported instances of malware attacking
across airgaps.>

Most institutions have monitoring and enforcement functions. Monitor-
ing provides information about what people and machines are doing;
enforcement ensures that they are doing the right thing. Monitoring encom-
passes surveillance, investigation, and reporting systems that make it pos-
sible to discriminate loyal cooperators from defectors, traitors, or failures.
Enforcement encompasses policing, physical controls, financial induce-
ments, and other policy measures that create incentives for cooperation,
impose sanctions on defection, and correct errors or malfunctions. These
functions are essential for gathering data and improving control in social
institutions and technical infrastructures.

Robust monitoring and enforcement functions reduce vulnerability.
They ensure that people and machines behave as expected, and they make
it easier to detect and correct exceptions. In the cyber realm, for example,
organizations with a comprehensive information security policy, disci-
plined security practices, and active counterintelligence posture are harder
to infiltrate and exploit. They are more likely to find and patch vulnerabili-
ties and to detect and respond to intrusions, while enabling an organiza-
tion toenjoy thebenefits of connected systems. Securesystems—connectivity
without vulnerability—are the dream of every CISO (chief information
security officer), usually more honored in the breach. But it may be pru-
dent to disconnect extremely sensitive systems altogether. Systems with
limited connectivity and reduced vulnerability, such as nuclear command,
control, and communication, are, or should be, more inaccessible to unau-
thorized actors.®
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Weak monitoring and enforcement, however, increases vulnerability. Put
simply, vulnerability is an agency problem. Principal-agent problems
emerge when there is a divergence of interests between principals and
agents (e.g., leaders and bureaucrats, or the public good and elected offi-
cials) and when monitoring and enforcement functions are unable to detect
and correct the divergence. Unprincipled agents—human or otherwise—
can behave deceptively when deception cannot be detected or policed.
Agency problems also emerge when actors with the ability to improve
security are not motivated to do so, or when path-dependent historical
choices no longer serve the public interest. For instance, intelligence agen-
cies may have institutional “birthmarks” that reflect the interests of found-
ing bureaucrats but that later leaders may be unable to change, even as the
strategic environment changes.* Software vendors often focus on function-
ality more than security to capture lucrative network effects, which locks in
dependencies on insecure systems.?”

Any unconstrained degree of freedom in monitoring and enforcement is
a potential vulnerability. Recall that institutions, by definition, are human-
devised constraints on social interaction. Constraints can be embodied in
normative rules or material tools. Monitoring and enforcement functions
ensure the integrity of institutional constraints. Unconstrained freedom in
these functions, however, provides maneuver room for deception. For
example, the spy Kim Philby (discussed in the introduction) looked and
acted like a loyal member of British intelligence, but he was a traitor who
did a little extra on the side, passing information to the Soviets. Philby
exploited organizational blind spots that SIS monitoring and enforcement
failed to control. In computer science, the excess functionality of software
can be described as a “weird machine.” Software developers intend their
systems to do only certain things, but, due to oversight or incompetence,
they may encode the logical potential to do other things as well. Hackers
who discover this surplus functionality can program systems to perform
unintended behaviors.* In this sense, spies and hackers are somewhat like
devious lawyers who exploit loopholes without technically breaking the
law. This is fundamentally different from warfare, which batters down con-
straints rather than working within them.

Intelligence exploitation is possible whenever organizations or systems
have the logical potential to do things that designers, members, managers,
defenders, or users do not expect. Vulnerabilities provide the raw material
for deception—the institutional risk of usurpation. They can be social or
technical depending on whether rules or tools are exploited. A gullible sec-
retary with the combination to the chairman’s safe is a social vulnerability.
A hardware component that leaks information about software encryption is
a technical vulnerability.

Vulnerabilities can also be features or bugs. Incomplete contracts and
modular tools are features that enable actors to adapt in good faith to
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unforeseen circumstances, but spies can adapt them in bad faith. Incompe-
tent security officers and buffer overflows, by contrast, are bugs: Their
defects are not intended by those who create or employ them. Features are
in some ways more challenging than bugs. While most people can agree on
fixing bugs, if they can find them, they have to make judgments about
whether to sacrifice the convenience or functionality of features in the name
of security.

To sum up, the most permissive environment for intelligence exploita-
tion is when systems are densely interconnected and uncontrolled degrees
of freedom in institutional constraints create potential vulnerabilities. Many
accessible vulnerabilities are often hiding in plain sight until an attacker
comes along to exploit them. In this sense, vulnerability is a relational prop-
erty (affordance) that links loose institutional constraints to a creative
adversary.®” A key point here is that the intentional features that make
information systems useful (connectivity) and unintentional weakness in
monitoring enforcement functions (vulnerability) create only the potential
for deception. Permissiveness is possibility, but acting on this possibility
requires something more.

CLANDESTINE ORGANIZATION

A clandestine organization converts the deceptive potential offered by a
vulnerable institution into a secret intelligence campaign. The most proficient
organizations can use permissive environments to improve intelligence per-
formance. The two key components that affect the operational proficiency of
a clandestine organization are capacity and discretion. Capacity refers to the
management of technical and organizational resources balanced with the
ability to adapt to emerging threats and opportunities. Discretion refers to the
ability to protect this sensitive capacity by using operational security (OPSEC)
measures and exercising restraint. Diminishment of either degrades intelli-
gence performance because deception specialists will be more likely to fum-
ble opportunities or provoke counteractions.

Table 2.2 summarizes variation in clandestine organization, with sym-
bols indicating greater degrees of proficiency in intelligence exploitation:
(a) the most sophisticated organizations have considerable operational
capacity to gain and maintain discreet access to targets, which describes
highly proficient intelligence threats; (b) more dependent organizations rely
on third parties for capacity and thus accept more operational risk of com-
promise or mission failure, which implies less proficiency; (c) noisy organi-
zations betray their clandestine capacity, which may be considerable,
through indiscreet or complacent behavior, which also undermines profi-
ciency; and finally, (d) incapable organizations lack sufficient capability and
discretion to gain and maintain persistent secret access to targets, which
describes the least proficient threat actors.
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Table 2.2. Variation in clandestine organization

More capacity Less capacity
More discreet a. Sophisticated” b. Dependent!
(Good OPSEC and little signaling)
Less discreet c. Noisy# d. Incapable?

(Poor OPSEC or more signaling)

* Most proficient actor
T Somewhat proficient actor
t Least proficient actor

The intelligence business is more than just spying and hacking. Decep-
tion specialists must do a lot of important but boring things too—the
administrative scutwork of anarchy. A clandestine organization must
recruit, train, and coordinate capable personnel to perform a variety of
technical, analytical, and management tasks. Vulnerabilities must be dis-
covered and mastered, and tradecraft or toolkits must be developed and
tested against them. Surveillance and reconnaissance systems are needed to
research and monitor targets. Analysts must interpret collected data and
build up corporate memory. Control and logistics networks must be estab-
lished to coordinate and resupply assets in the field. Operations must be
planned, rehearsed, executed, and continuously evaluated. Security policy
must be enforced, risks monitored, and incidents investigated. Administra-
tors and lawyers keep the enterprise afloat by procuring resources, manag-
ing people, and ensuring compliance. Leadership must coordinate with
other government agencies, coalition partners, and contractors.*!

Capacity is not just about acquiring tools and talent, moreover, but also
about coordinating two very different styles of organizational behavior.
First, centralized management provides stability and predictability to offset
the uncertainty of an intelligence contest. Second, decentralized adaptation
enables clever operatives and analysts to respond to fleeting opportunities
in the operational environment. In Information Technology and Military Power
I describe this balancing act as “adaptive management.”# Others describe
it as “ambidextrous organization.”# Clausewitz likewise extols the com-
mander’s “genius” and “coup d’oeil” while acknowledging the necessity of
“routine” and “constant practice.”* The doctrine of “combined-arms war-
fare” or the “modern system” relies on a similar hybrid of independent ini-
tiative and shared operational concepts.®> But operational art entails the
hybrid dilemma of effectiveness and efficiency mentioned above: Too much
central control makes a fighting force too rigid, while too much decentral-
ized freedom creates friction and fratricide. Likewise in intelligence,
too much administration imperils responsiveness to evolving threats or
opportunities, while too much initiative heightens the risk of security
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compromise or operational failure. A capable intelligence actor must be
both carefully managed and competently adaptive. Chapter 3 examines the
improbable success of Bletchley Park in this regard.

Not every would-be spy has the resources or administrative agility to
conduct successful secret operations. Nation-state intelligence agencies
tend to have more resources, experience, political protection, and legal
authority for running sensitive operations. But even highly capable agen-
cies confront challenges in analyzing, absorbing, and applying any intelli-
gence acquired, especially as the volume and complexity of digital data
increase.* Given these organizational hurdles, experienced spy agencies
like the United States” NSA, Russia’s SVR, or Israel’s Mossad tend to be the
most sophisticated clandestine organizations. They are able to combine
sociotechnical capability and operational discretion to achieve a high
degree of proficiency in intelligence operations. This reality is at odds with
the popular assumption that cyberspace makes hacking cheap and easy for
weaker actors; on the contrary, such actors face steep barriers to entry for
conducting complex operations against sensitive targets.

Capable actors occasionally make mistakes, however, or behave negli-
gently. If they did not, then we would know little about them. Most of the
high-end threat activity reported by commercial threat-intelligence firms
comes from noisy organizations that are capable but careless. Chinese
threats in the early 2010s, for example, cast a wide net of exploitation but
had weak OPSEC. Sophisticated SIGINT agencies like the NSA are less
likely to be detected, but they may be exposed by indiscreet mistakes (e.g.,
the public compromise of Stuxnet) or internal treachery (e.g., the leaks of
Edward Snowden). Noisy actors that neglect OPSEC sacrifice proficiency.

Proficiency can also be impaired when clandestine organizations become
dependent on third parties or off-the-shelf tools they cannot control. Less
capable deception specialists, including underfunded intelligence agencies
and criminal gangs, tend to be especially dependent on tools and services
provided by others. Advanced intelligence agencies may also run afoul of
dependencies on civilian software infrastructure that leave behind compro-
mising clues (such as the undeleted build records at SolarWinds that
betrayed the Russian SVR, as mentioned in the introduction). As depen-
dencies increase complexity and uncertainty, efforts to be discreet may be
betrayed by indicators of compromise produced by remote applications
and organizations.

Discretion is vital for protecting costly investments in operational capac-
ity that is both valuable and fragile. Unique sensitive sources, developed
and nurtured for years at great cost, may have to be liquidated to protect
other assets in the field. Offensive toolkits, carefully built and maintained
over an extended period, may be lost or “burned” if compromised. Future
options may be foreclosed. Targets may retaliate. Careful attention to
OPSEC reduces the likelihood of these unwanted outcomes.
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By the same token, reliance on sensitive sources and methods compli-
cates their use for signaling to an adversary. Unattributed mishaps, anony-
mous damage, and other ominous threats of unspecified harm are too easily
confused with bluffing. An actor with something to hide may not seem
resolved enough to follow through on a threat. Even worse, the very act of
threatening to use a secret capability enables remediation of the threat: Sig-
naling today precludes operations tomorrow. This can cut both ways, as
when, for example, public attribution of a cyber threat to bolster deterrence
forces an attacker to stop using its compromised tools but also results in a
loss of attribution capability for the defender as the attacker adapts. This
coercive problem may be alleviated somewhat if it is costly or time-con-
suming for the target to react to disclosure, or if the coercer has a stock of
redundant capability to offset the loss of whatever is disclosed.*” Intelli-
gence consumers, in turn, must trade off the gains of future intelligence
performance when capabilities remain concealed against the loss of
capabilities when they are revealed by acting on intelligence. Practitioners
know this trade-off as the “intelligence gain/loss” or “conceal-or-reveal”
problem.

The operational imperative for secrecy turns the conventional wisdom
about secrecy and deterrence on its head. Deterrence seems to be ineffective
or irrelevant when threats are secret or anonymous, which is a big problem
for cyberspace. But reliance on secrecy implies fear of consequences. Much
as the shadow of violence hangs over political negotiation,* the shadow of
compromise hangs over intelligence operations. Deterrence by disclosure,
so to speak, encourages spies to exercise restraint in order to avoid compro-
mise or counteraction.”” Restraint in intelligence means exploiting fewer
targets, exploiting less sensitive targets, limiting the severity of exploita-
tion, hiding one’s tracks, or biding one’s time. The incentives for exercising
restraint increase in a more dangerous counterintelligence environment
(i.e., amid more robust monitoring and enforcement practices). The implicit
threat of compromise—deterrence by disclosure—may not prevent decep-
tion, but it does shape its expression.

To sum up, sociotechnical capability and operational discretion improve
the proficiency of clandestine organization. The absence of either degrades
proficiency. Actors with neither of them are relatively incapable of intelli-
gence exploitation. Incapable actors—amateur hackers, petty cybercrimi-
nals, and so-called script kiddies—may still get lucky against extremely
exposed targets, and there is a lot of low-hanging fruit in cyberspace. Yet
low-grade cybercrime is both easier to conduct and easier to defeat.

INTELLIGENCE PERFORMANCE OUTCOMES

The interaction of vulnerable institutions and clandestine organization
shapes intelligence performance. This refers to the ability to gain and
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Table 2.3. Variation in intelligence performance

Vulnerable institutions are Institutions are disconnected®,
exposed” (i) securet, or inaccessible* (ii—iv)
Clandestine organization is 1. Persistent secret access 2. Greater requirement for
sophisticated” (a) to intelligence targets’ operational complexity*
Organization is dependentt, 3. Greater risk of losing 4. Successful penetration
noisyf, or incapablet (b—d) operational control* unlikely or infeasible*

* Best performance
1 Reduced performance
1 Worst performance

maintain persistent access to target organizations while preventing hostile
actors from doing the same. Espionage extracts information through secret
channels, while sabotage and subversion inject information from the same
channels. Counterintelligence protects an organization by blocking or co-
opting hostile channels. Intelligence contests focus on enabling and contest-
ing these channels. Channels can be used in current operations or reserved
for future collection or surprise attacks. They can also be revealed or
dropped in order to send strategic signals. But the first order of business is
securing secret channels into and out of valuable targets in the face of coun-
terintelligence defenses.

Table 2.3 summarizes this interaction. The columns and rows are labeled
with values from table 2.1 and table 2.2, respectively. For simplicity I aggre-
gate all the degraded dichotomous conditions together (those with symbols
other than asterisks), to emphasize by contrast the factors most conducive
to performance (those with asterisks).

The best outcome (for the attacker—and the worst for the target), is when
vulnerable institutions are exposed and clandestine organization is sophis-
ticated (quadrant 1). The combination of permissiveness and proficiency
improves performance. This means that the target environment has both
connectivity and vulnerability, and the deception specialist has both capac-
ity and discretion. These restrictive conditions enable the attacker to gain
and maintain persistent secret access to its targets with lower risk of com-
promise or counterexploitation. Espionage that collects secrets without dis-
turbing the target is most likely to remain in this quadrant. Covert action is
more likely to disturb the enabling conditions. Sabotage that culminates in
catastrophic destruction, for instance, is a notable indiscretion. Subversion
that relies on domestic audiences and proxy actors, likewise, must embrace
dependency.

Intelligence is hard. Most of the variation that is possible in the two con-
ditions is concentrated in the right column and bottom row of table 2.3
(which contain all non-asterisk conditions from tables 2.1 and 2.2). This
means that there are more logical ways for the attacker to fail than succeed
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(as success requires both asterisk conditions). If the target’s institutions are
inaccessible, disconnected, or secure, then even a sophisticated organiza-
tion will have to work much harder to gain and maintain access
(quadrant 2). The less permissive institutional environment can be exploited
only by more complex operations, which in turn carry more potential for
fog and friction. The disciplined organization has even more incentives to
exercise discretion to manage the additional complexity, while the adminis-
trative trade-offs between managed and adaptive practice become even
more difficult. If, conversely, the attacker’s organization is dependent,
noisy, or incapable, it may still be possible to exploit the exposure of a vul-
nerable institution, but there is greater risk that the attacker will lose con-
trol of the operation (quadrant 3). The eventual strategic outcome may or
may not accord with the strategic objectives of the attacker, but the attacker
cannot control the process, since it is shaped by other actors. Third parties
or wider conspiracies may co-opt or redirect operations, which are more
likely to be compromised and provoke reactions by targets and external
audiences. Hostile domestic factions may respond with counternarratives,
fact-checking, and other counterintelligence measures. There is an inevita-
ble trade-off across the ability to control a subversive operation, the scale of
subversion, and the intensity of effects.>

The worst outcome (for the attacker—and the best for the target) is when
vulnerable institutions are not exposed and clandestine organization is not
sophisticated (quadrant 4). There is neither sufficient exploitable coopera-
tion in the environment nor sufficient ability in the organization to imple-
ment exploitation. Successful intelligence penetrations become unlikely or
practically infeasible. Many compromised operations—the intelligence and
cyber campaigns that we know about—end up in this quadrant after start-
ing off in one of the others. The Philby and SolarWinds cases from the intro-
duction illustrate a movement from persistent success to operational failure
(quadrant 1 to 4) with changes in the counterintelligence environment and
OPSEC discipline.

Indeed, the goal of counterintelligence is typically to put intelligence
threats into quadrant 4, by enhancing monitoring and enforcement to con-
trol connectivity and limit vulnerability. Counterintelligence actors first
exploit attacker dependencies and indiscretions to detect the threat, and
then they impose barriers and close vulnerabilities to block access. More
active forms of counterintelligence may also employ double agents or hack
the hackers. The same conditions for intelligence performance apply when
defense plays offense.

INTELLIGENCE COMPETITION

Any intelligence contest is a complicated relationship. A spy agency
wants to control a target that does not want to be controlled. Gaining and
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maintaining a secret information channel is like trying to shine a flashlight
on a fugitive acrobat while running through a dark forest in the rain.
A slower or immobile target will be easier to illuminate, but a fast and agile
acrobat will keep jumping out of the light. A skilled pursuer will anticipate
evasive maneuvers and lead the target, compensating for any trees in the
way, but even the best will occasionally slip in puddles and run into
branches. So much the worse if the fugitive pulls out a pistol and starts
shooting.

Each side in an intelligence contest would like to stay in quadrant 1 and
avoid quadrant 4. Each side seeks an advantage in exploitation while trying
to avoid being exploited. Intruders infiltrate systems while hiding their
intrusions. Security professionals protect systems by monitoring and mis-
leading intruders. And each side must maintain the administrative and
analytic infrastructure that makes all this possible. Each side in the contest
plays offense and defense, at different times and in different ways, to shape
and reshape the operational environment. This competitive dynamic gener-
ates friction for all, and it tends to increase system complexity over time.

The constitutive entanglement of institutions in an intelligence contest
implies that one actor’s efforts to improve performance will affect the per-
formance of others. To the extent that an attacker gets “inside” the target, an
alteration to the target organization alters the attacker’s “outside” environ-
ment, and vice versa. Counterintelligence improvements may limit the con-
nectivity and vulnerability the attacker can exploit, but attackers may
respond by improving capacity and discretion (for instance, overcoming
access barriers with undercover agents or retooling to exploit new vulner-
abilities). Each side takes initiative to alter the structure of the intelligence
environment for the other. The very nature of intelligence competition is
destabilizing for intelligence performance.

This is precisely why discretion is so important. Secrecy slows down this
destabilizing dynamic by obscuring incentives for change. To protect
investments in sensitive capacity, it is necessary to hide activity, obscure
agency, or discourage counteraction. Discretion conceals the presence of a
competitor in the reassuring guise of cooperation. But at the extreme, per-
fect discretion becomes perfect inaction. As the intruder becomes more par-
anoid about hostile monitoring, it ceases to be much of an intelligence
threat. Successful secrecy thus may discourage counteractions or restrain
activity, but the end result is the same: The operational environment does
not change as fast.

This competitive dynamic has several implications. First, intelligence
contests tend to turn inward. Hiders and seekers can become more worried
about each other than about whatever they are supposed to protect or dis-
cover. Deception specialists may become so obsessed with intelligence
rivals that they lose sight of whether and how intelligence matters in the
broader political contest. James Jesus Angleton, the hyperparanoid CIA
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counterintelligence officer who never got over Kim Philby’s betrayal, is a
cautionary tale in this regard.>! Cyber and intelligence professionals work
tirelessly to outwit their adversaries, but the political and economic effects
of this contest may seem elusive. Practitioners struggle in the trenches
while outside observers scratch their heads. If defenders did not contest
hostile cyber and intelligence operations, however, then attackers might
gain a real competitive advantage in politics. Active contests between capa-
ble adversaries tend toward dynamic stalemate.

Second, intelligence contests generate information friction.> Deception
specialists routinely encounter unexpected resistances, uncertainties,
incompatibilities, and breakdowns. The presence of an adversary makes
these routine frictions more problematic and suspicious. Friction is prob-
lematic because accidents and uncertainties can undermine the constraints
of secret information channels. Friction is suspicious because intelligence
threats can hide within noisy institutional constraints. This has ambiguous
implications for intelligence performance. While it is never possible to
eliminate friction, it may be possible to make a rival suffer relatively more
of it.>® As Matthew Monte writes, “The effect of frictions can be reduced
through expertise, training, process, and technologies, but the frictions
themselves can never be eliminated. Both Attacker and Defender must craft
a strategy that recognizes and accommodates frictions while seeking to
increase those of their opponent.”>*

Third, intelligence contests become more complex over time. The
dynamic interaction of measure and countermeasure, mitigating friction
while inflicting it on rivals, encourages innovation in deception. Defenders
introduce new rules and tools for monitoring and enforcement, while
attackers discover new ways to subvert them. A general effect of competi-
tion is to ratchet up the complexity of information practice over time.
Competitive innovation is a bit like Lewis Carroll’s Red Queen race, where
you must run as fast as you can to stay in the same place.> The complexifi-
cation of information practice is even more pronounced in intelligence,
which is a form of information practice that exploits the information prac-
tice of others. Clandestine organizations become more complex over time
in order to exploit more complex vulnerable institutions, which in turn pile
on more complex institutional controls to defeat them. Everyone suffers
more friction as a result.

Indeed, cybersecurity friction caused one of the most severe computer
outages of all time. On July 19, 2024, CrowdStrike released a routine update
to its Falcon platform, which was intended to improve threat monitoring.
But there was a bug in Falcon’s quality control process.” The update
accidentally crashed millions of Windows machines around the world,
leading to thousands of flight cancellations, delays, and reverberating eco-
nomic shock waves.®® Cybercriminals then piled on to exploit the chaos
with fraudulent help sites.”” In the intelligence performance framework,
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interconnections and interdependencies between a noisy CrowdStrike and
a vulnerable Microsoft put commercial counterintelligence operations into
quadrant 3, resulting in a dramatic loss of control over the information sys-
tem. Friction in the pursuit of efficient counterintelligence at scale reduced
the effectiveness of systems worldwide. The irony is thick: Security safe-
guards undermined societal safety.®®

Fourth, the endogenous growth of information friction and sociotechni-
cal complexity in intelligence contests creates new opportunities for politi-
cal competition. Greater societal reliance on vulnerable information systems
encourages more investment in clandestine organizations, creating more
opportunity for secret statecraft. But this means that governments must
worry more about intelligence and covert action in addition to their tradi-
tional preoccupations with commerce, diplomacy, and war. This is not nec-
essarily a bad thing insofar as intelligence competition in cyberspace
provides a pressure-release valve for geopolitical tensions.

Measuring Intelligence Performance

Measuring success in politics or war is notoriously complicated. Intelli-
gence performance introduces additional complications. Operational suc-
cess on the battlefield can be measured in terms of territorial control,
movement of frontage, and exchange ratios. Even these measures are exten-
sively debated.®® But the geographical advance of autonomous organiza-
tions in combat (figure 2.1) is less relevant for intelligence contests between
entangled institutions (figure 2.2). Battlefield interactions also tend to be
more observable than secret intelligence contests, even as data about each
are imperfect.

I conceive of intelligence performance in terms of persistent secret access
to valuable targets. Persistent access enables the attacker to extract or inject
information in secret over time without interference from other deception
specialists. This makes it possible to assess the results of operations and
adjust them, leverage results to build cumulative knowledge about the tar-
get, and make reliable plans for future operations. It is possible to study
this narrowly scoped operational achievement in cases where empirical
data are available. This obviously limits case selection. Specific empirical
indicators of performance, moreover, will depend on historical nuances.

With those caveats, my basic measurement strategy in any given case is
to evaluate evidence of reliable and repeatable access to valuable resources
in the target organization—access that a clandestine organization can
validate and control, free from counterintelligence interference. This
means that clandestine organizations should be able to create secret infor-
mation channels. These channels should connect to critical information
processes in the target organization—that is, processes related to a target’s
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operational or strategic decision-making. Clandestine organizations should
be able to develop and maintain these channels over time, using them to
develop a cumulative intelligence picture of the target and protect options
for future collection, disruption, or influence. Clandestine organizations
should endeavor to link intelligence activity to intelligence consumers,
although what decision-makers do with intelligence is a different matter.
Finally, targets should remain in the dark about secret channels, either
overlooking suspicious activity or failing to respond to it. After taking this
sort of evidence into consideration, I make a qualitative judgment as to the
sustained viability of secret channels to relevant targets for collection or
influence.

This notion of intelligence performance is narrowly operational. Addi-
tional effort is required to connect persistent access to political advantage,
which means that assessing success in secret statecraft is more complicated
as well. Assuming that intelligence agencies are able to acquire valuable
data (or ensure access for influence), analyze its significance (or validate
theories of influence), and deliver it to decision-makers (or create means for
influence), decision-makers must be able, in turn, to act on intelligence (or
initiate covert influence) in coordination with other political, military, or
commercial activities. Intelligence may thereby improve the efficiency of
action, either by making leaders smarter or by making rivals dumber, but
this is often a long-term cumulative process that depends on sustained
intelligence performance against politically or militarily relevant targets.
Leaders can ignore or misuse intelligence, and covert activities can be over-
come by events. Even in the best circumstances, successful collection or
covert action usually plays only an indirect or supporting role in politics.
The inherently ambiguous relationship between intelligence performance
and strategic outcome must be assessed on a case-by-case basis.

QUALITATIVE CASE STUDIES

My basic empirical claim is that vulnerable institutions (a permissive
operational environment) and clandestine organization (a proficient opera-
tional actor) improve intelligence performance (persistent secret channels).
The presence of both conditions makes it more likely that deception spe-
cialists will succeed in an intelligence contest, which in turn makes it more
likely that secret statecraft will provide an efficient competitive advantage
in politics or war. The absence of either condition degrades intelligence per-
formance, which makes successful strategic outcomes less likely.

An implicit competing theory is that technology is the main determinant
of operational outcomes. If this is true, then systemic technical develop-
ments that expand “the attack surface” for defenders (i.e., create more ave-
nues of attack against digital systems), or that provide more sophisticated
technical tradecraft for attackers, should produce more sustained secret
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access to relevant targets.®? Technology should thereby increase the chances
of successful secret statecraft. I argue, however, that the increasing socio-
technical complexity of institutions has ambiguous implications. Institu-
tional conditions can change while the technological state of the art does
not, and nonpermissive conditions can negate technical capabilities. Tech-
nology does not determine intelligence performance.

One might test these claims by looking for statistical correlations between
variables. But data on secret intelligence operations are missing or messy.
Cybersecurity datasets are fraught with problems of definition (incidents
do not have clear boundaries), secrecy (victims may not detect or report
incidents), and selective reporting (public sources have motivated biases).%3
There are also serious endogeneity problems in my theory, insofar as intel-
ligence competition tends to alter the institutional conditions that enable it.
Information systems span multiple actors and infrastructures, moreover, so
it is hard to systematically code their attributes. Complexity is a major
theme of this book, and it is also a major methodological challenge.

Qualitative research offers several advantages here. The complexities,
contradictions, and contingencies that bedevil quantitative datasets can
become useful virtues in qualitative case studies.®* A rich historical case
provides evidence across space and time and at multiple levels of analysis.
Qualitative researchers use this evidence to trace processes of interaction
and identify complicating influences. Process tracing explores, in detail and
over time, the relationship between explanatory conditions (such as vulner-
able institutions and clandestine organization) and the phenomenon of
interest (such as intelligence performance). The analytical focus is on the
mechanisms that link variables, not just their statistical correlation.®®

Qualitative research can thereby improve confidence in general explana-
tions, even with a small number of cases.® The reason is that a rich body of
empirical evidence provides a rich mosaic of constraints. A good theoretical
explanation must fit the complicated set of constraints embodied in the his-
torical events and relationships of the case. Not every explanation will be
consistent with the evidence. Alternative explanations that do not fit the
facts become less credible. But when explanations remain consistent with
more evidence about the case and its context, our confidence in them
increases. Explanations should be ruthlessly interrogated, therefore, until
they break against the contradictions of evidentiary constraints. Explana-
tions that survive interrogation, even in just a few complex cases, are more
likely to prove illuminating for a larger universe of cases.®”

CASE SELECTION

This book focuses on a few “critical cases” that are intrinsically important
in the history of cybersecurity.® These cases have featured prominently in
the development of, or debates about, the role of intelligence and cyber
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Table 2.4. Comparative case studies

Historical cases Secret statecraft Intelligence performance
Internet security (chap. 3) Counterintelligence Mixed

Bletchley Park (chap. 4) Espionage 1. Persistent access
Stuxnet (chap. 5) Sabotage 2. Operational complexity
2016 election (chap. 6) Subversion 3. Loss of control

China (chap. 7) Combined Mixed

operations in world politics. Any theory of intelligence performance must
be able to explain these cases. They all have a rich evidentiary record, more-
over, so explaining them can improve confidence in the generality of the
explanation. Table 2.4 summarizes cases and outcomes. While the cases are
not perfectly comparable, they do illustrate the broad applicability of the
theory. They illustrate all four types of secret statecraft discussed in chapter
1. They vary across the intelligence performance outcomes summarized in
table 2.3. They also vary across technological eras in order to assess the
alternative claim that technical sophistication boosts performance. The
book’s conclusion also provides a summary table of other “shadow cases”
in the book. These cursory tests of correlation lack the same level of detailed
process tracing as the main case studies but help to expand historical cover-
age up through 2024.

Chapter 3 takes a broad view to examine the historical growth of the
cybersecurity ecosystem. It does not focus on a single operational cam-
paign, and it does not illustrate a pure outcome. Instead it addresses the
problem of increasing technological complexity in intelligence contests,
which helps to provide context for the case studies of technology-enabled
intelligence campaigns in chapters 4-6. Chapter 3 shows how counterintel-
ligence success (i.e., intelligence failure in quadrant 4) has become both
harder and easier along different dimensions over time. Digital devices
have become more ubiquitous, but security practices have become more
mature. I survey the development of institutional conditions over time and
find no systemic technical advantage for offense or defense in cyberspace.
To assess intelligence advantage, we must turn to the strategic and opera-
tional context of specific campaigns.

Most histories of cyber conflict start with the growth of the internet, rea-
sonably enough.®” There are also important insights to be gained from
studying the tapping of telegraph wires in the nineteenth century.”’ Between
these extremes is the SIGINT contest of World War II, a key confluence in
the histories of both intelligence and computation. Indeed, the SIGINT rev-
olution at Bletchley Park anticipated modern cyber exploitation at scale.
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Rich archival data on this case also provide insight into organizations on
both sides of an intelligence contest, which is harder to come by in modern
cyber cases. Chapter 4 examines this classic case of successful intelligence
performance. Breaking the Enigma code gave the Allies unprecedented
access to Germany’s internal communications (quadrant 1 in table 2.3).
There is wide agreement among historians that Bletchley Park was a suc-
cessful intelligence organization. The theory of intelligence performance
explains why: The conditions of vulnerable institutions and clandestine
organization were sustained throughout most of the war, with a few reveal-
ing exceptions. Since the oldest campaign in this book is also the most suc-
cessful, there is clearly something other than technology at work.

Few modern cyber operations have been as extensively investigated as
Stuxnet (chapter 5) and the 2016 US election (chapter 6). Why do we need
another study of them? The answer is that they are intrinsically important
and have had an outsized influence on our (mis)understanding of cyberse-
curity. It is important to get these cases right, and this book helps to correct
several popular misconceptions about them. These seminal cases are also
rich in data. The prominence of civilian victims and commercial threat
intelligence has produced more evidence about these cases than we have
about most secret intelligence contests (if we have any at all). This makes it
possible to trace the interactive institutional complexity that is often
obscured in quantitative datasets.

Stuxnet is a case of complex operations enabling chronic subtle sabotage
(quadrant 2). A coalition of sophisticated clandestine organizations in the
United States and Israel attempted to sabotage a hard target—the Natanz
Fuel Enrichment Plant in Iran—that was mostly disconnected from the
internet and protected by state security services. They were successful for a
while, from a narrow operational perspective, but they did not affect Ira-
nian enrichment in any meaningful way. But the same operation also
enabled secret diplomacy to discourage Israel from starting a preventive
war. Yet friction within the coalition ultimately compromised the operation.
Mixed conditions required greater operational complexity and produced
mixed outcomes.

The Russian influence campaign in 2016 exemplifies the opposite mix-
ture. Russian actors completely lost control of an operation that exploited
the highly exposed US media ecosystem (quadrant 3). Russia had a target-
rich, and perhaps too permissive, environment. It was dependent on local
actors like the Trump campaign, and it was undisciplined in its operational
security. If Russian intervention altered the outcome of the election, which
is highly debatable, then Russia did not achieve this by itself. Domestic
actors willingly and wittingly amplified Russian disinformation after it was
publicly attributed. Mixed conditions muddied the causal linkage between
the Russian campaign and the election outcome.
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Chapter 7 turns to the problem of long-term strategic competition with
China. Much like chapter 3, this study is not limited to a specific cam-
paign, though I will touch on several shadow cases, extending the empiri-
cal timeline of this book to 2025. Chapter 7 is more of an application of the
theory than a test of it, showing how international and domestic institu-
tional conditions both constrain and enable Chinese cyber power. I find
that institutional conditions tend to produce mixed outcomes for various
manifestations of Chinese cyber power. The book’s conclusion touches on
several additional cases, including the war between Russia and Ukraine
(ongoing as of this writing), to connect the theory of intelligence perfor-
mance to the reality of wartime cyber operations. An important theme is
that the fit between institutions and organizations is particularly hard to
finesse in war.

THEORY BUILDING

The case studies in this book provide confirming tests of its theory. But
this book is perhaps better understood as a theory-building project. The
theoretical account you have just read is the result of a long empirical odys-
sey, not its starting point. To save my readers from years of wandering,
however, the logic of presentation differs from the logic of discovery.

Many positivists would argue that the cases that inspire theories should
not be used to test them. Science as such is idealized as a rational method
that moves deliberately from hypothesis generation to empirical testing.
But behind the scenes, the scientific process is much messier.”! Researchers
often start with an example of a phenomenon, then draw on their back-
ground knowledge to derive general theories, and later revisit the same
motivating examples.”? This method is known as “abduction,” as distin-
guished from pure logical deduction or naive induction. Abduction is a
pragmatic method that iterates between empirical research and theory con-
struction.” Even hard-core positivists rely on abduction in practice, even if
they hide it in public presentations. Interpretivists may be more forthcom-
ing about the reflexive interventions of the researcher, but their work is
often harder to understand for the same reasons. In other words, positivism
may offer a useful rhetorical strategy for presenting the discoveries of a
messier interpretive process.

My theory of intelligence performance emerged through abduction.” My
prior interest in military information practice broadened into an interest in
intelligence practice in cyberspace. Immersion in international relations
scholarship and cybersecurity policy debates acclimatized me to important
ideas and cases. The process of researching, analyzing, writing, and rewrit-
ing a few critical cases enabled me to develop the theory that explains
the same cases. This process translated a more heuristic focus on the
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importance of institutions and deception in cybersecurity into the more
refined conditions of intelligence performance. The process culminates in a
series of analytic narratives that illustrate general mechanisms by explain-
ing important cases.” The result is a constitutive theory of secret statecraft
in the twenty-first century that embraces complexity, rather than eliding it.
The next chapter tackles the complexity of cyberspace directly.
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CHAPTER 3

Security in Cyberspace

A popular myth about the internet is that its founders ignored security.! As
Walter Isaacson writes in his hagiography of the computer revolution, “The
protocols of the Internet were devised by peer collaboration, and the result-
ing system seemed to have embedded in its genetic code a propensity to
facilitate such collaboration.”? Isaacson’s index does not contain a single
entry for “security” or any cognates, suggesting that it was either a side-
show or an afterthought. To some extent, internet pioneers themselves
encouraged this view. Several of them wrote a “Brief History of the Inter-
net” in 1997 that did not mention security at all.?

In this view, the tech economy exploded in the roaring 1990s, and the
world discovered a common web. Liberal values spread through cyber-
space, or at least through the pages of Wired magazine. Techno-libertarian
narratives lost their luster only in the new millennium. Airport ads about
global networks gave way to security marketing, and surveillance capital-
ism transformed the business of Silicon Valley. The internet of things
became stranger, and darker.

But it is incorrect to suppose that security did not matter before. Indeed,
the US Department of Defense Advanced Research Projects Agency (ARPA)
funded internetworking research to improve military communications and
strategic deterrence. In the development of the ARPANET, the forerunner
of today’s internet, ARPA program managers partitioned communication
from security to enable both research in networking by civilian scientists arnd
end-to-end encryption for government agencies. The problem was not that
the ARPANET ignored security but that the ARPANET security solution
did not scale. During the dramatic commercial growth of the internet in the
1990s, threat actors exploited open networks with abandon. Market and
government actors, in turn, piled on patches and created new security com-
munities. As cyberspace became more complex, it created new options for
everyone. The United States and its tech companies became even more
powerful in the process, despite being frequent targets of attacks.
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This chapter describes the historical evolution of security institutions in
cyberspace. It thus focuses on the counterintelligence variant of secret state-
craft. The following chapters will focus on the espionage, sabotage, and
subversion variants, respectively. This chapter deals with broad historical
trends associated with the emergence of the internet and its implications
for the conditions for intelligence performance (vulnerable institutions and
clandestine organization). The next three chapters will use these conditions
to explain the outcomes of particular intelligence campaigns. As such, this
chapter provides an empirical segue from the theory in the previous chap-
ters to the case studies in the following chapters. It supplements my institu-
tional theory of secret statecraft with an institutional interpretation of
cyberspace. Readers who are eager to get into the details of historical intel-
ligence contests should feel free to skip ahead. But readers who are looking
for a better understanding of cyberspace or are curious about why it is so
insecure should read on. In the following pages I will develop the idea of
cyberspace as an institution, describe the increasing complexity of cyberse-
curity, and consider the role of cyberspace in the global liberal order built
(and perhaps dismantled) by the United States, with all the contradictions
that implies.

Cyberspace as an Institution

What is cyberspace? Science fiction author William Gibson coined the word
in the early 1980s, writing of a “consensual hallucination experienced daily
by billions of legitimate operators. . . . Lines of light ranged in the nonspace
of the mind, clusters and constellations of data. Like city lights, receding.”*
The cyberpunk aesthetic went mainstream with the Matrix movies, and it
lives on today in the cyber-marketing tropes of steaming ones and zeros,
glowing keyboards, ethereal circuits, and deviant hackers.’

The US Department of Defense defines “cyberspace” less romantically as
“a global domain within the information environment consisting of the
interdependent networks of information technology infrastructures and
resident data, including the Internet, telecommunications networks, com-
puter systems, and embedded processors and controllers.”® The Pentagon’s
definition says nothing about the countless people and organizations that
make cyberspace work. The emphasis is squarely on technology.

The geographical metaphors of “virtual terrain,” “digital commons,”
and “the cyber domain” are as misleading as they are widespread.” Cyber-
space is a network not just of data and devices but of people and organi-
zations, all working in real places with real concerns. I thus use the word
“cyberspace” reluctantly, and ironically, to gesture toward the social and
technical infrastructure of the information age. But if cyberspace is not a
space, what is it?
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CYBERSPACE IS NOT ANARCHY

Eric Schmidt, the former CEO of Google, once described the internet as
“the largest experiment in anarchy that we have ever had.”® John Perry Bar-
low, a lyricist for the Grateful Dead, rhapsodized likewise about digital
anarchy: “Governments of the Industrial World, you weary giants of flesh
and steel, I come from Cyberspace, the new home of Mind. . . . You have no
sovereignty where we gather. . . . I declare the global social space we are
building to be naturally independent of the tyrannies you seek to impose
on us.” General Michael Hayden, a former director of the NSA, took a
darker view of anarchic cyberspace: “The cyber domain had never been a
digital Eden. It was always Mogadishu.”1°

Anarchy, in IR theory, describes the absence of an overarching, legiti-
mate, effective government. In an anarchic political system, there is no one
to call on when a neighbor tries to steal resources or inflict harm. With no
higher authority to adjudicate disputes, actors have to help themselves.
According to Kenneth Waltz, each actor “decides for itself how it will cope
with its internal and external problems, including whether or not to seek
assistance from others and in doing so to limit its freedom by making com-
mitments to them.”" But cyberspace is decidedly not a self-help system in
this sense.

Computer users rely on other actors for everything they do. We all rely
on the help of software vendors, service providers, public utilities, banks,
insurance firms, law enforcement agencies, and government regulators.
None of these actors rely on themselves, either. All benefit from the relative
predictability of interactions within a highly interdependent system that
nobody can understand in detail. All benefit from technical protocols and
complicated bodies of law in various jurisdictions. The illusion of a seam-
less web depends on the ongoing interventions of countless human beings.
From the perspective of IR theory, therefore, it is profoundly mistaken to
describe cyberspace as anarchy.

On the contrary, cyberspace is the largest experiment in institutions that
we have ever had. Even mundane activities like viewing the news on a
website are triumphs of institutional coordination. Billions of web pages
are served up daily. Each must pass through numerous “control points”
that affect whether a web page is available from a server, an internet-
connected system is available to the user, the system is configured to
access the web page, reliable connections are negotiated with the server,
security credentials are authenticated, datagrams are routed and reassem-
bled, the page is retrieved and rendered, and so on.'? All these everyday
miracles depend on the institutionalized coordination of countless actors,
including telecommunications utilities, internet service providers, tech-
nology vendors, content creators, government regulators, and other
stakeholders.
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THE RULE OF PROTOCOL

The internet is a packet-switching network. This communication concept
contrasts with traditional telecommunication networks that rely on central-
ized switchboards. Packet switching uses a more decentralized process to
route data from senders to receivers. Information packets (also known as
datagrams) can carry data for any application (finance, entertainment,
intelligence, etc.) across networks that are owned and operated by many
different entities (universities, service providers, governments, etc.).

A datagram is sort of like a standardized shipping container that can
carry anything (food, clothing, narcotics) via many types of vehicles
(trucks, ships, trains) across many jurisdictions (cities, states, countries).!3
The multimodal freight system relies on packers, stevedores, sailors,
truck drivers, engineers, maintainers, administrators, regulators, and
even diplomats to move containers around the world. Internetworking,
likewise, depends on an unsung host of network operators, service pro-
viders, security professionals, technicians, clerks, administrators, bureau-
crats, academics, and hobbyists, to say nothing of big tech platforms,
regulatory agencies, and multistakeholder organizations.' In each case,
global coordination is enabled by common technical standards and proto-
cols (i.e., institutions).

The protocol stack of the internet is often represented as an hourglass,
with many software applications at the top and many hardware imple-
mentations at the bottom (figure 3.1). At the narrow neck is Transmission
Control Protocol and Internet Protocol (TCP/IP), a lingua franca that
enables many actors to connect many things in many ways. A TCP/IP
network that is administered by a single entity is known as an autono-
mous system (AS). Multiple AS networks connect to each other through
internet exchange points (IXPs) via Border Gateway Protocol (BGP). The
Domain Name System (DNS) provides an intuitive human interface into
the internet by translating a uniform resource locator (URL) like www.
google.com into an IP address like 64.233.160.0. Thousands of other stan-
dards and protocols enable all kinds of devices (from mobile phones to
factory robots) to run all kinds of applications (from streaming video to
industrial control software) across all kinds of physical links (from fiber-
optic cables to satellite relays) used by all kinds of organizations (from
public utilities to private firms) in all kinds of social endeavors (from
entertainment to warfare). The internet is a network of networks that
makes it possible to have a general-purpose, universal, global informa-
tion infrastructure.

Internet protocols like TCP/IP and BGP are institutions. Organizations
that adopt them can improve information and coordination. Much as the
rule of law constrains those who consent to be governed by it, the rule of
protocol constrains those who consent to adopt it. But these constraints
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Applications

Email, browsing, voice, video,
gaming, command & control. . .

Middleware

DNS, BGP, directory, storage,
file formats, security. . .

Network
TCP/IP

Communication
Broadband, ethernet, Wi-Fi,
LANs, WANSs, cellular. . .

Physical infrastructure
Fiber-optic, twisted pair, radio,
satellites, submarine cables. . .

Figure 3.1. The internet protocol hourglass mapping many applications to many
implementations

are not absolute. Indeed, the implementation of networks and applica-
tions is unconstrained by design. The administrators of AS networks can
implement their own features and security protocols. In economic terms,
the internet is an incomplete contract that gives AS administrators discre-
tion to adapt to local needs. Incomplete contracts provide flexibility for
the contracting parties to negotiate unforeseen circumstances. This com-
promise, like all compromises, is not perfect. Unconstrained networking
enables innovation, growth, and resilience, but this same “interpretive
flexibility” is also a source of friction, incompatibility, and vulnerability.!>
As discussed in the previous chapter, both institutional features and
implementational bugs create uncontrolled degrees of freedom that threat
actors can exploit. In both law and code, incomplete contracts open the
door to usurpers.

RULES AND TOOLS

An obvious objection to this framing is that technologies are artifacts, not
institutions. In Douglass North’s famous sports analogy, institutions are the
rules of the game, while individuals and organizations are the players.!
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Technologies must then be the tools of the game. North distinguishes institu-
tions from technology to explain “why there is such an enormous gap
between the rich countries and the poor countries when the technology is,
for the most part, available to everyone.”'” He shows that Spanish Latin
America and British North America had access to the same machinery, but
their economic performance diverged because Spanish and British colo-
nists inherited different property rights schemes.!® In cyberspace, likewise,
firms that develop different business models and administrative processes
may realize very different results with the same digital technologies.'

But rules and tools are not as easily separable as North’s analogy sug-
gests.? If institutions are “the humanly devised constraints that shape
human interaction,”?' then constraints can be normative or material. Nor-
mative constraints are social constructions: Traffic laws regulate driving
speeds. Material constraints are architectural constructions: Speed bumps
make it hard to drive fast. Rarely do we find a system that is purely norma-
tive or material. The purest possible idea (a mathematical theorem) emerges
via notepaper, blackboards, and seminar rooms.?? The simplest possible
instrument (a stone hand axe) provides archaeologists with evidence of
hominid culture. Courts rely on courthouses, and militaries on weapons.
Even the machine tools in a lone tinker’s workshop have a cultural history
that constrains and enables her tinkering.

In short, all institutions are sociotechnical systems. Alternately, all tech-
nologies are sociotechnical institutions.”® As Langdon Winner points out,
“Technology is itself a political phenomenon.”?

The distinction between rules and tools vanishes completely when tools
are rules. Ronald Jepperson notes that a “microcomputer’s basic operating
system [OS] appears as an institution relative to its word-processing pro-
gram (especially to a software engineer).”? Software systems, after all, are
a set of rules governing the behavior of computing tools. They perform the
classic institutional functions of measurement (gathering data), coordina-
tion (managing processes), and enforcement (controlling behavior). Indeed,
the basic terminology of computer science is strikingly bureaucratic, with
its files, folders, processes, procedures, protocols, registries, and pro-
grams.” It is telling that Alan Turing’s seminal paper on computing theory
(i.e., Turing Machines) asks readers to imagine automating the work of a
punctilious clerk.?” The automation of bureaucracy contrasts sharply with
popular images of deviant hackers in cyberspace.

CONTROL SPACE

Gibson was just riffing off “cybernetics” when he dreamed up his “con-
sensual hallucination.” The cybernetics movement was inspired by the mil-
itary problems of fire control, ship navigation, and cryptography during
World War IL2% Cybernetics went on to influence the development of
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computer science and cognitive psychology,® as well as organizational
analysis and decision theory.*® The word “cybernetics” is a neologism from
the Greek word for pilot (xvBepvimg).3! The same root (kvPep/cyber)
appears in the English verb “to govern.” Just as pilots steer ships, gover-
nors steer the ship of state, and governor valves regulate steam engines.
From this perspective, “cyber” just means “control.”

Centuries of improvement in the methods and instruments used to trans-
mit and process information, from the filing cabinet to the server farm, have
enabled human beings to exert greater control over corporate and govern-
ment affairs.*> Thomas Hughes points out that “the information revolution . . .
arose in part because of the search for the means to control large technological
systems.”®® James Cortada observes that “more than any other recent class of
technology, [information technology] facilitated control and increased pro-
ductivity.”* James Beniger thus describes the emergence of the digital econ-
omy as “the control revolution.”*

The institutional functions of monitoring and enforcement predate digi-
tal technology, but digital technology makes them more efficient. Indeed,
North’s conception of institutions owes a clear debt to cybernetics: “The
computational limitations of the individual are determined by the capacity
of the mind to process, organize, and utilize information,” and thus “rules
and procedures evolve to simplify the process.”* It is thus not surprising
that institutional concepts apply so well to cyberspace. It would be shock-
ing if they did not. Cyberspace is a complex control system that reduces the
transaction costs of information processing at scale. We can even think of
computers as a way of controlling control, or using digital monitoring and
enforcement to expand the scope and scale of political and economic
influence.

The means of control are never politically neutral. Technical measures to
improve control raise a number of questions, such as, most obviously, who
controls what? Who decides what and how to control? Whose interests do
control systems advance, and whose are ignored or suppressed? Who gets
to design, repair, change, or remove the controls? Cybernetic control is
inherently political.¥” As Paul DiMaggio and Walter Powell point out,
“Institutions are not only constraints on human agency; they are first and
foremost products of human actions. Indeed, rules are typically constructed
by a process of conflict and contestation.”® Or as Geoffrey Bowker and
Susan Leigh Star put it, channeling Karl Marx, “Software is frozen organi-
zational and policy discourse.”*

For the same reasons, control systems usually become contested. Some
forms of contestation are overt, as in the politics of internet governance.40
Some forms of contestation are covert, as in secret statecraft through cyber-
space. Cybersecurity, accordingly, is preoccupied with covert control con-
tests via digital rules and tools. Cyberspace is an institutionalized control
space, and cybersecurity contests it.
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The Complexity of Cybersecurity

Since cyberspace is an institution, an institutional theory of secret statecraft
is useful for making sense of cybersecurity. This means that basic concepts
from political economy (such as the historical path dependence of institu-
tional development and the trade-offs between markets and governments)
should apply to cyberspace.*! Because cyberspace is a terrifically complex
institution, moreover, intelligence contests among a variety of deception
specialists are complex as well.

Digital deception specialists include spy services, military units, merce-
naries, organized criminals, private investigators, law enforcement agen-
cies, commercial threat-intelligence companies, corporate security
departments, academic researchers, and digital rights activists. Some are
state agencies, and others are market actors. Some contribute to the public
good, and others undermine it. All these various attackers and defenders
contest control over digital devices, data, and networks, in different ways
and to differing degrees. This contestation causes intelligence contests to
become more complex over time, along a historically contingent path. The
increasing complexity of both intelligence performance conditions—
vulnerable institutions and clandestine organization—means that offense
dominance cannot be taken for granted. Contrary to popular belief, neither
offense nor defense maintains a systemic advantage in the sociotechnical
institution of cyberspace.

THE FOUNDING COMPROMISE

Most institutions have birthmarks, or traces of founding moments that
endure long into the future. Internet architecture, likewise, was shaped by
its military beginnings. Paul Baran (with the RAND Corporation) devel-
oped a packet-switching concept for the Air Force as early as 1961.#2 An
ARPA deputy director stated flatly that the ARPANET project’s “goal was
to exploit new computer technologies to meet the needs of military com-
mand and control against nuclear threats, achieve survivable control of US
nuclear forces, and improve military tactical and management decision
making.”# Janet Abbate points out that “military concerns and goals were
built into the Internet” and that its design “favored military values, such as
survivability, flexibility, and high performance, over commercial goals,
such as low cost, simplicity, or consumer appeal.”**

Given the military origins of the internet in the 1960s, it beggars belief to
suppose that ARPA somehow forgot about security while in the midst of
the Cold War and at the height of the Viethnam War! On the contrary, the
same Information Processing Techniques Office (IPTO) that managed the
ARPANET also organized a “Task Force to study and recommend hard-
ware and software safeguards that would satisfactorily protect classified

81



THE POLITICAL LOGIC OF DECEPTION

information in multiaccess, resource-sharing computer systems.”> In 1970,
the task force led by Willis Ware produced a landmark Defense Science
Board report on multilevel security. The Ware report’s insights on threat
vectors and best practices still resonate today, especially its emphasis on
social vulnerabilities in networked systems (figure 3.2).¢ The first nodes of
the ARPANET, moreover, came online in 1970 at UCLA and the Stanford
Research Institute, both hotbeds of computer security research.” Far from
ignoring network security, IPTO helped to advance the state of the art in
both networking and security at the same time.

What actually happened is that ARPA partitioned communication and
security research. A fully classified networking project was prohibitive.
Most of the academic experts in networking did not hold clearances. Asym-
metric encryption did not yet exist. IPTO thus empowered civilian scien-
tists at academic centers and commercial firms such as Bolt, Beranek and
Newman (BBN) to work on the hard problems of packet switching in a
fully unclassified environment. Meanwhile, ARPA pursued a complemen-
tary program for securing government applications on the ARPANET. The
Private Line Interface (PLI) program connected KG-34 encryption peripher-
als, developed by the NSA, to internet routers (IMPs). Figure 3.3 depicts the
shielded PLI and KG devices between a classified (red) system and an
unclassified (black) IMP. A successor program named BLACKER provided
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Figure 3.2. A diagram of “threat points” in Ware 1970, 6.
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end-to-end encryption for the Community Online Intelligence Service
(COIS) and Automated Defense Network (AUTODIN).*

This arrangement worked because the incentives of key stakeholders
aligned. Civilian scientists received government support but had consider-
able freedom in designing the ARPANET.* Military and intelligence orga-
nizations, meanwhile, absorbed the costs of encrypting a packet-switched
network. The partition of insecure communication from secure computing
seemed reasonable given the set of interests and expectations when the
ARPANET was created.
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Figure 1 PLI Configuration.

Figure 3.3. Schematic of Private Line Interface (PLI) for end-to-end ARPANET encryption
(source: BBN Report 2816, April 1974)
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This arrangement also combined two very different management mod-
els. The management of secure government infrastructure (PLI, BLACKER,
COIS, AUTODIN, etc.) was thoroughly bureaucratic. Program offices nego-
tiated with contractors and executive agencies in a classified environment,
and everything took longer than planned. By contrast, academic scientists
and commercial partners adopted a famously open, informal, consensus-
based form of governance. They discussed internet standards and behavior
through Request for Comment (RFC) emails, edited and distributed infor-
mally by Jon Postel at UCLA, and hashed out in the “multistakeholder”
working groups of the Internet Engineering task Force (IETF).*® David
Clark captured the informal ethos of the community in a landmark talk at
the 1992 meeting of the IETF: “We reject: kings, presidents and voting. We
believe in: rough consensus and running code.”>!

VULNERABLE INSTITUTIONS AT SCALE

The vulnerability of the unprotected civilian portion of the ARPANET was
apparent as early as 1973, the same year that ARPA initiated the PLI program.
Bob Metcalfe noted in an RFC that “at least two major serving hosts were
crashed under suspicious circumstances by people who knew what they
were risking; on yet a third system, the system wheel password was compro-
mised—by two high school students in Los Angeles no less. We suspect that
the number of dangerous security violations is larger than any of us know is
growing.”% The ARPANET was so exposed that even barely capable teenag-
ers could hack it. By the same token, amateur miscreants” indiscretions were
easily detected and mitigated (i.e., quadrant 3 of table 2.3). More capable
threats might remain hidden (quadrant 4).

As the ARPANET matured, the US National Science Foundation (NSF)
built a new TCP/IP backbone in the 1980s called NSFNET.* Internet ser-
vice providers like Verizon then built and leased commercial backbones
in the 1990s. The emergence of hypertext protocol (HTTP) in 1991 cata-
lyzed an era of extraordinary growth—the World Wide Web. Internet pen-
etration expanded dramatically in the late 1990s, especially in leading
OECD countries such as the United States, Japan, and Germany. A second
wave followed in the late 2000s in emerging economies such as China,
Russia, India, and Brazil.>*

Global growth of the internet roughly followed national income groups
as coded by the World Bank and plotted in figure 3.4. Wealthy democra-
cies were early adopters. Authoritarian states such as Russia and China
lagged until the 2000s. As I will discuss in chapter 7, autocrats figured out
how to capture the economic benefits and control the political risks of the
internet. The upshot is that the internet became increasingly essential for
the global economy, even as its liberalizing effects proved to be exagger-
ated. The dip in US data corresponds with the global financial crisis of
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Figure 3.4. Individuals using the internet by percent of population in representative countries
or regions clustered by income (data: World Bank)

2008 and its aftermath, which is suggestive of risks inherent in US internet
dominance. The greatest beneficiary of connectivity was also exposed to
uncontrolled shocks.

Serious cybersecurity problems began to emerge as the economic context
changed but technical architecture did not. Early architectural choices became
locked in as more networks and applications became dependent on them.
A classic example is the transition from IPv4 to IPv6, which was intended to
preempt a depletion of IP addresses; the transition proceeded decades slower
than anticipated due to backward compatibility and switching costs.?> The
founding partition between security and communications that was embod-
ied in the PLI solution also became locked in. By the 1990s, the PLI concept
had been replaced by public key infrastructure (PKI), enabled by the advent
of asymmetric encryption. PKI provided end-to-end encryption for civilian
and military networks alike, but an important PLI legacy persisted. Both PLI
and PKI encrypt data packets, but TCP/IP requires unencrypted metadata to
route them. This architectural legacy became a matter of international contro-
versy in 2013, when NSA contractor Edward Snowden leaked documents
that revealed a large-scale program for the bulk collection of metadata.>® Rev-
elations that the United States was exploiting its advantageous position in
the global internet—in effect usurping a collective institution—encouraged
other countries to implement limits and controls on open connectivity. Tus-
sles over internet privacy roiled US-European relations, and US criticisms of
Chinese surveillance began to ring hollow.”
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One must be careful not to overstate the original sin of the ARPANET
partition of security and communication. Open protocols are just one source
of insecurity; the functionality built on top of them is a much bigger prob-
lem. In a counterfactual world in which core internet protocols were
more secure, buggy applications and gullible users would still undermine
the promise of security. In our actual world, moreover, it is still possible to
build secure applications on legacy protocols. The entire discipline of secu-
rity engineering is predicated on this possibility. But technocratic ideals are
elusive because cyberspace is a human institution, and institutions are
inevitably imperfect.

An overarching theme in the economics of information security is that
the root causes of software insecurity are perverse incentives and market
failures.®® The tech economy rewards vendors who are first to market,
which enables them to build larger user communities.” Users, meanwhile,
value the direct benefits of functionality, while they discount the indirect
risks of insecurity.®’ Vendors who spend time and money on security engi-
neering, therefore, risk being outcompeted by vendors who do not. The
positive externalities of networks thus generate negative externalities for
security.®! Even if consumers do value security, moreover, insecurity is
notoriously hard to measure.®? The inability to tell the difference between
secure and insecure products leads to a “market for lemons” in security.%®
The basic problem is that the costs of security engineering are concentrated
on vendors, but its societal benefits are diffuse. This is a recipe for collective
action failure.®

The internet boom, accordingly, was a happy time for hackers. Cyber-
space was exposed—highly connected and extremely vulnerable. Hackers
leveraged the same features that enabled legitimate innovation, and they
exploited the bugs that were rife in popular software. Cybercrime, spam,
website defacement, and identity theft soared in the 1990s, raising concerns
about systemic vulnerability. An infamous example is the Morris worm, a
coding experiment by a Cornell University graduate student in 1988 that
temporarily crashed the internet. In the same IETF talk where Clark praised
“rough consensus and running code,” he also worried that the Morris
worm heralded “the decade of the cyber-terrorist.”®> Clark sounded a dire
warning for internet governance: “Lack of security means the END OF
LIFE AS WE KNOw IT!!”® He was worried less about what harm hackers
might inflict than about what the backlash against market failure might
mean for meritocratic internet governance.

COUNTERINTELLIGENCE AT SCALE

The internet did not end, of course. Hackers exploited exposed systems,
but the internet grew anyway. Why? The mixed architecture of the internet
is part of the answer. The same layered architecture of the internet that
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enabled hackers to develop malware (and the NSA to conduct bulk surveil-
lance) also encouraged innovation in computer security. To some extent,
hacking was too easy on the early internet. As indiscreet deceivers attracted
more attention, counterdeceivers emerged to raise security barriers and
mitigate vulnerabilities. In response to the Morris worm, for example, the
Department of Defense created the first Computer Emergency Response
Team Coordinating Center (CERT/CC) to facilitate common responses to
systemic internet threats. Similar organizations appeared in many coun-
tries to coordinate transnational incident responses, and to develop new
security protocols, on an informal and voluntary basis. The 1990s thus saw
the rise of a decentralized, collaborative, global community of practice for
cybersecurity.®”

A series of incidents in the late 1990s galvanized the attention of US poli-
cymakers. These included Eligible Receiver in 1997 (in which an NSA red
team hacked the US military), Solar Sunrise in 1998 (in which California
teenagers breached military systems), and Moonlight Maze in 1999 (in
which Russian hackers breached US systems). The military services began
creating information warfare units to defend against cyber threats, and
some of them became new threats themselves. The Department of Defense
eventually created US Cyber Command in 2010 to consolidate cyber activi-
ties, and it became a fully fledged unified combatant command in 2018.%8

The classic solution for market failure is public policy. But governments
can fail too, or at least create inefficiency and coordination problems. There
are many stakeholders in US cyber policy, including the Departments of
Commerce, Defense, Homeland Security, Justice, and State, and their
authorities, missions, and priorities are not always compatible. While dip-
lomats promote international norms to discourage hacking, the NSA is the
most capable offensive cyber threat in the world. While offensive operators
discover and exploit secret vulnerabilities, network defenders report and
patch them. While national security agencies focus on foreign threats, com-
mercial industry bears the brunt of foreign attacks. Contradictions in the
goals of different institutional actors encourage the development of new
administrative processes to coordinate them. In the early decades of the
twenty-first century, a series of bureaucratic reforms in the United States
and elsewhere piled on new operational capacity, additional layers of man-
agement, and new advisory and oversight bodies.® Domestic politics can
inject additional friction. For example, President Donald Trump created the
Cybersecurity and Infrastructure Security Agency (CISA) in 2018 to coordi-
nate federal efforts and interface with the private sector, but CISA later
became a pariah among Trump supporters because of its efforts to combat
disinformation under President Joseph Biden, which led to calls to hobble
CISA during the second Trump administration.”

Cyber policy is especially complicated because some market actors act
like governments too. In 2020, boosted by widespread dependence on
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digital services during the COVID-19 pandemic, five US tech platforms
(Apple, Microsoft, Alphabet-Google, Meta-Facebook, and Amazon, which
might be collectively called AMAMA) accounted for 22 percent of the S&P
500, with a combined annual revenue of $1.2 trillion, increasing to 25 per-
cent by 2025.”! These massive global platforms are a perennial target of
antitrust suits. Yet the AMAMA firms also play a quasi-regulatory role.”
Microsoft products, for example, are a systemic source of vulnerability in
the global cyber ecosystem, yet Microsoft has also emerged as a major
counterintelligence actor to police it, which in turn encourages US govern-
ment oversight.”> Maha Rafi Atal points out that platform firms are simulta-
neously “private platforms and public spheres” that exploit “the
institutional cracks of the regulatory system” to shape their own environ-
ment.”* As Laura DeNardis observes, “Internet governance is a potent and
complicated form of governance because it involves the technical media-
tion of the public sphere and the privatization of conditions of civil
liberties.””>

A key development in the history of counterintelligence has been the
rapid rise of the global cybersecurity industry. As in the tech industry gen-
erally, US firms have dominated. By 2016, there were thirteen thousand
cybersecurity firms worldwide; three-quarters of them emerged only after
2000, and most were American.”® Some developed and sold antivirus soft-
ware and firewalls. Others offered incident response and threat intelligence
services. By 2024, the global cybersecurity market was valued at $210 bil-
lion and was growing at 12 percent annually; it was forecasted to reach
$314 billion by 2028.”7 The commercialization and professionalization of
cybersecurity, on balance, has improved the ability of firms and govern-
ments to reduce digital risk and respond to digital threats.”® Innovation in
cyber insurance has also enabled firms to transfer risk to insurance mar-
kets, while also reintroducing classic problems of moral hazard (disincen-
tivizing investment in security) and imperfect information (difficulty
assessing security and pricing premiums).”’

Indeed, new market security solutions often create new security prob-
lems. As private platforms scale up, they tend to recapitulate government
coordination problems. Public and private organizations alike now rely on
a bewildering array of middleware for encryption, authentication, threat
detection, vulnerability mitigation, and so on. This means that organiza-
tions and individual users must spend more time debugging interoperabil-
ity and access frictions. Even worse, the commercial interests of security
firms sometimes diverge from public interests. Commercial threat report-
ing, for example, focuses on high-end threats to corporate and government
customers, but hackers also ravage journalists, activists, and nongovern-
mental organizations.® The rise of the cybersecurity industry has also
raised familiar concerns about a military-industrial complex, uncontrolled
arms markets, private security contractors, and mercenaries.5!
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CLANDESTINE ORGANIZATION AT SCALE

Some private deception specialists have capabilities that rival those of
state spy agencies. An infamous example is NSOGroup, an Israeli com-
pany that employed veterans of Unit 8200, Israel’s analogue to the NSA.52
NSOGroup developed numerous “zero click” exploits that provided
remote access to Apple iPhones without any user interaction.®* This was an
impressive feat because Apple iOS had a well-deserved reputation for tak-
ing security seriously. NSOGroup ostensibly marketed its Pegasus spy-
ware and back-end support services for counterterrorism and national
security missions, but several authoritarian regimes purchased its services
to spy on political dissidents and journalists. The Benjamin Netanyahu
government had authorized the sale of Pegasus spyware to help curry
favor with Gulf states and other countries. Pegasus spyware was later
linked to the killing and dismemberment of Washington Post journalist
Jamal Khashoggi by Saudi agents in Istanbul.® Pegasus was also impli-
cated in the disappearance and murder of journalists and activists in
Mexico.®

Academic researchers at Citizen Lab at the University of Toronto were
the first to discover NSOGroup’s exploits.?® The intelligence contest
between Citizen Lab and NSOGroup even featured in-person counterintel-
ligence stings.?” Investigative journalists built on the work of Citizen Lab to
reveal the extent of NSOGroup’s skullduggery.®® These efforts prompted
the Biden administration to blacklist NSOGroup, along with another Israeli
firm named Candiru, which prevented US firms from selling to them or
their subsidiaries.?” These firms then relocated, changed their names, and
reconstituted capabilities. Nongovernmental deception specialists play an
increasingly important role in counterintelligence.

The conditions for intelligence performance are complicated in this case.
The iPhone provided ubiquitous connectivity, but iOS had excellent secu-
rity protocols (e.g., BlastDoor); nevertheless, there were subtle vulnerabili-
ties. I would code vulnerable institutions as mostly secure or slightly
exposed. NSOGroup had world-class capacity and operational security, but
its business model created dependency on unsavory and overzealous cus-
tomers, and blended operations combining digital surveillance and physi-
cal security services created further complexity. I would code clandestine
organization as mostly sophisticated or slightly dependent. These mixed
conditions enabled NSOGroup to operate in quadrant 2 of figure 2.3 much
of the time: A sophisticated organization used complex operations to over-
come nominally secure institutions. But over time, the environment became
less permissive as operational complexity produced friction and noise that
counterintelligence entities like Citizen Lab could exploit. Intelligence per-
formance then shifted toward quadrant 4 as sustained secret access became
less feasible.
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The strategic implications are nuanced. In contrast to the claim that
cyberspace empowers the weak against the strong, Pegasus helped to make
strong regimes even stronger and weak victims more vulnerable. While the
cyberwar narrative tends to emphasize threats to the state (national secu-
rity), NSOGroup’s clients highlight threats from the state (human security).
Critics of the cyberwar narrative sometimes argue that hacking has never
killed anybody, but Pegasus shows how intelligence operations can com-
plement lethal action, somewhat like a high-powered sniper scope. This is
an important qualification to the claim that secrecy makes cyber operations
unsuitable for coercion. The “cross domain” combination of Pegasus and
authoritarian security services created a chilling effect on dissidents and
journalists.

This is not your father’s secret statecraft. NSOGroup was a commercial
intelligence company, employing state-level technical capabilities, exploit-
ing a ubiquitous commercial platform, supporting economic statecraft for a
democratic state, contracting services to authoritarian regimes to target
nonstate actors, violating human rights worldwide, revealed by nongov-
ernmental organizations, and provoking international sanctions. The insti-
tutional entanglements between a wide variety of public and private actors
are complex, transnational, and sociotechnical. This case exemplifies the
transformations of secret statecraft in the twenty-first century: Tradecraft
relies on more digital tools and techniques; the scale of operations is unprec-
edented; commercial and other civilian actors play an outsized role; and
digital tools can be used to enable physical violence. Cybersecurity is an
intelligence contest that is more digitized, supersized, civilianized, and
weaponized.

The Infrastructure of Liberal Order

This chapter has advanced an institutional interpretation of cyberspace.
The “cyber domain” is not like the physical environments of land, sea, air,
and space. Cyberspace—control space—is better understood as an assem-
blage of rules and tools that enhance measurement, coordination, and
enforcement at scale.

Because cyberspace is an institution, insights from political economy are
essential for understanding it. First, institutions are path dependent. This
means that their design reflects their founding moments. The security
imperatives of the Cold War inspired the search for more resilient commu-
nications, so the Pentagon invested in the ARPANET. Administrators and
scientists did not forget about security, but rather agreed to partition the
development of packet-switched routing and end-to-end encryption. An
enduring legacy of this compromise is encrypted data and unencrypted
metadata.
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Second, markets and governments shape the path-dependent evolution
of institutions. Economic imperatives have encouraged the growth of the
internet, interconnecting a more diverse global community. Malicious
hackers have exploited connectivity and vulnerability in the same net-
work, which has encouraged market actors and government agencies to
invest more in security. More effective local defenses, in turn, have encour-
aged attackers to exercise more discretion, while a heterogenous collection
of defenders have discovered compatible interests in collective informa-
tion security.

Political philosophers emphasize different views of institutions. The
tradition of Locke argues that commonwealths emerge to improve the
common good. The tradition of Rousseau argues that institutions reflect
and reinforce unequal power relations. The internet embodies elements of
both. Actors voluntarily do adopt open protocols and participate in inter-
net governance to improve mutual connectivity and prosperity. But cyber-
space has also amplified the advantages of larger corporations and more
capable states, and it has contributed to growing economic inequality and
various social ills. Indeed, tussles within and between US government
agencies and US tech giants had an outsized influence on the develop-
ment of the internet. Cyberspace may be a technological construct, but it
is also a political institution, at once a digital commonwealth and an
engine of inequality.

CYBER HEGEMONY

To paraphrase Charles Tilly, America made the internet, and the internet
made America. Cyberspace may even be described, with little exaggera-
tion, as the infrastructure of liberal hegemony. The internet emerged from
and continues to bolster the dominant geopolitical position of the United
States. Contrary to the techno-libertarian hype of the 1990s, commercial
innovation in information technology has not flattened or undermined US
power. On the contrary, digital systems have amplified the military power
and economic prosperity of the United States, and of many other countries
besides.”

The development of cyberspace recapitulates a familiar pattern of
market-driven and technologically enabled US preeminence. And yet the
same technology becomes embroiled in global controversies about privacy,
monopoly, and toxic content. In the world of cybersecurity, US entities can
play the role of victim, facilitator, protector, and threat, sometimes all at the
same time. But this, too, is not unusual. Cyberspace tends to amplify all the
complexity and contradictions of its national origins.

The US Constitution concentrates responsibility for national security
and interstate commerce in the federal government, but American feder-
alism distributes policy sovereignty and internal security across fifty
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different states. The US economy is supercharged by innovative firms
that compete relentlessly in global markets, but economic competition
depends on government regulation and centralized monetary policy.
Each aspect of this mixed market has strengths and weaknesses: Decen-
tralized markets promote innovation and efficiency, but they also enable
pollution and monopoly; centralized governments can regulate market
failures, but they are also lumbering and corruptible. This is the Ameri-
can way.

Cyberspace, likewise, is a complex mixture of self-organization and for-
mal management. On the supposedly anarchic internet, any user can type
any website address into a browser. But all websites rely on a hierarchical
DNS to resolve addresses. Any network operator can reconfigure an AS,
but all connect through IXPs via standardized BGP. Any country can con-
nect its government and industry to the internet, but they inevitably come
to depend on dominant US software platforms (AMAMA). The internet
may be a universal blessing, but it benefits some countries and companies a
lot more than others. For better and for worse, cyberspace—vibrant, flexi-
ble, and contested—reflects the global liberal order that the United States
built in its image.

Neither cyberspace nor global capitalism is completely ungoverned.
They are just not governed very efficiently. Much like the so-called liberal
order, cyberspace is managed through a complex mixture of state regula-
tion, nonstate governance institutions, international norms, corporate
policy, and market forces.”! The United States’ role in this management
may or may not be necessary (IR scholars debate this), but it is always
contested.

Coordination for cybersecurity, likewise, has long had a recognizably
American flavor. Many major and historical players in cyberspace are US
corporations. Many countries have counterparts to the US cybersecurity
agencies, but US agencies have comparatively greater global impact. In reg-
ulating the US tech industry, US agencies indirectly regulate global cyber-
space as well. The dominance of US tech giants as key platform governors
is recapitulating the hegemonic role of the United States as the first among
equals in international institutions.

A paradoxical feature of the digital liberal order is that it interconnects
its own challengers. Liberal hegemony invites challenges from rising
states, resentful states, angry orphans, and, improbably enough, the
hegemon’s own government.”?> Chapter 7 will return to this theme by
examining how China managed to repurpose liberal means for illiberal
ends. As of early 2025 when this book went to press, the destabilization
of global liberal order by the United States itself puts the viability of
cyberspace in question as well. The key point for now is simply that
cyberspace amplifies institutional dynamics, including the contestation
of institutions.
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AMBIGUOUS CONDITIONS FOR INTELLIGENCE PERFORMANCE

Cybersecurity is not just about technology. Threat actors—as well as their
victims, service providers, and counterintelligence adversaries—are human
organizations in a human-built world. Cyber intrusions, therefore, are not
simply network links between remote attackers and victim systems. Intru-
sions are social relationships between complex organizations mediated by
the global economy. This perspective has at least two important implica-
tions for understanding cyber threats.

One is that technical capabilities and vulnerabilities are created by social
actors who pursue power, profit, or status. Software developers are human
employees of capitalist firms competing in global markets regulated by
national governments in an international system on an interconnected
planet. Malware developers are similarly situated. It is imperative for threat
analysts to consider the political and economic interests that motivate, and
the incentives that shape, the behavior of all relevant actors in this system.
This also goes for the cybersecurity industry, which is hardly a neutral
defender against all cyber threats. Politics shapes both threats and threat
hunting.

Another implication is that no actor or analyst can fully understand this
bewilderingly complex dynamic system. For threat actors, the imperfection
of knowledge about operational conditions can be a source of opportunity
(because ignorant victims can be deceived). But ignorance is also a source
of friction (because ignorant attackers can deceive themselves). For threat
analysts, much knowledge about the threat landscape comes from commer-
cial intelligence reporting of uneven quality, some of it essentially just mar-
keting material. Even where misaligned incentives for data sharing can be
resolved, technical facts alone cannot tell the whole story. Many facts
remain hidden, and some of the most important facts are not technical at
all. This is why theory is important.

Because cyberspace is a sociotechnical institution, an institutional theory
of secret statecraft is useful for understanding cybersecurity. The historical
evolution of cyberspace exemplifies the path-dependent logic of institu-
tional development generally. As in all institutions, the rules and tools of
cyberspace are shaped by political and economic interests and the incen-
tives created by markets and governments. The greater salience of auto-
mated “tools” in cyberspace (devices and infrastructures) just increases the
relevance of its social “rules” (norms and practices). The coordination of
computational functionality relies everywhere on human beings to design,
use, maintain, adapt, debug, and repair it. The root causes of exploitable
vulnerability in cyberspace are perverse incentives and inefficient transac-
tions in its coordination.

Cyberspace is more complex than most institutions, in part because it
connects everything else. The most complex system of control ever devised
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by humanity, in turn, gives rise to the most complex contests of deception
in history. A wide variety of deception specialists—spy agencies, security
firms, criminal networks, digital activists—operate on different sides of
multiple overlapping contests. The systemic implications for intelligence
performance are profoundly ambiguous. Technical and social features are
both improving and degrading the two enabling conditions of intelligence
performance in different ways.

First consider the principal components of vulnerable institutions: con-
nectivity and vulnerability. Cyberspace provides connectivity at scale, and
software monocultures are full of features and bugs that can be exploited.
But connectivity is not absolute, because internetworks are fragmented by
numerous physical and logical barriers. Vulnerability is also not absolute,
because there is a thriving global cybersecurity ecosystem, and firms and
governments are gradually, albeit unevenly, improving their cyber defenses.

Next consider the principal components of clandestine organization:
capacity and discretion. Cyberspace enables distributed teams to use mod-
ular platforms to manage complex intrusions, and there are many ways for
threat actors to obfuscate their activity amid the complexity of cyberspace.
But this improvement in capacity is neither absolute nor universal. Many
deception specialists also find themselves dependent on third parties, out-
side vendors, and public infrastructure. Discretion is also not absolute,
because there are many ways for attackers to make mistakes, leave clues,
and compromise operations.

Given all this complexity and contingency, information technology does
not create any simple (systemic) advantage for offense or defense. Put sim-
ply, cyberspace is not offense dominant. Analysts must look instead to the
details of specific cyber campaigns to assess the (dyadic) offense-defense
balance between particular competitors in specific circumstances. This will
always be a more limited and contingent judgment. Technological imple-
mentation does constrain the art of the possible for cyber threats, so it is
always essential to understand what is or is not technically possible, but
technology does not constrain outcomes uniquely. In secret statecraft in any
era, institutional circumstances usually explain more than the technological
state of the art does. To drive home this point, the next chapter circles back
to a less digital milieu at the dawn of the computer age.
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CHAPTER 4

Espionage

Bletchley Park and the Mechanization of Intelligence

During World War 1I, the British Government Code and Cypher School
(GC&CS) at Bletchley Park broke the Enigma cipher, which Germany had
considered to be unbreakable. The “Ultra” intelligence derived thereby
provided Allied commanders with unique insight into Axis plans and oper-
ations.! This accomplishment was enabled by a new mathematical approach
to cryptography and new computing machines that could process data at
scale. Bletchley Park thus set important precedents for modern cyber
security.

GC&CS is rightly celebrated as one of the most successful intelligence
organizations of all time. This makes Bletchley Park a critical case for any
theory of intelligence success. There is also an abundance of archival evi-
dence available about signals intelligence (SIGINT) in World War II. This is
useful for illuminating organizational processes that are harder to study in
modern cases. This chapter does not add new historical facts about the
well-studied case of Bletchley Park, but it does offer a new interpretation of
why GC&CS was so successful: Bletchley Park was a sophisticated organi-
zation that exploited Germany’s exposed institutions, which together
enabled persistent secret access. Bletchley Park is a clear case of successful
intelligence performance, and both of the necessary conditions for success
are indeed present. As such, the theory in this book passes an important
“hoop test.”? Process tracing further shows how and why these conditions
mattered.

Many cyber actors today struggle to consistently meet these same condi-
tions, but Bletchley Park met them for years. This provides an invaluable basis
of comparison for evaluating modern cases, and it also helps to show how
even the best operational conditions do not guarantee strategic outcomes.
Intelligence success at Bletchley Park was only an indirect factor in Allied mil-
itary success. Victory in World War II cannot be attributed to any one element,
let alone intelligence. Still, when commanders knew how to use Ultra, they
could plan better operations and receive better feedback on their progress. As
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historian Paul Kennedy writes, “Far, far better to have it than not, but by the
very nature of the intelligence war with Germany it could only produce mixed
results, not miracles.”® Cyber operations today, conducted in far more com-
plex sociotechnical conditions, can still produce only indirect political effects.

This chapter unfolds in five parts. First, I discuss the relevance of Bletch-
ley Park for cybersecurity. Second, I show how German institutions were
vulnerable to exploitation. Third, I show how a British clandestine organi-
zation was able to exploit them. Fourth, I discuss the combined effect of
these conditions for British intelligence performance. Fifth, I conclude with
a discussion of contingency and complexity.

The First Cyber Campaign

It may seem anachronistic to describe Bletchley Park as a cyber organization.
Yet the very idea of “cybernetics” emerged from the wartime problems of fire
control, navigation, and cryptography.* Bletchley Park’s star cryptographer,
Alan Turing, published a seminal article on computing theory right before
the war, and he made additional contributions during it.> An American cryp-
tographer at Bell Labs, Claude Shannon, developed the basic ideas of infor-
mation theory during the war.® These two founding fathers met each other
during Turing’s 1942 trip to the United States to improve Allied crypto-
graphic collaboration. Shannon recalled, “Turing and I used to talk about the
possibility of simulating the entirety of the human brain. . . . We both thought
that this should be possible in not very long, in ten or 15 years.”” Two SIGINT
pioneers were excited about Al Cyber was in the air.

Cyber competition is essentially a digitized, supersized, and civilianized
intelligence contest, and Bletchley Park is a key historical inflection point in
these developments. GC&CS invented electromechanical marvels such as
the Bombe machines that emulated Enigma, and novel electronic devices
such as Colossus that attacked the Lorentz teleprinter cipher. GC&CS stan-
dardized the term “SIGINT” in October 1943 to refer to the integration of
radio interception, cryptography or codebreaking, and intelligence analy-
sis.® GC&CS performed all these activities at unprecedented scale. Univer-
sity professors, telecommunications engineers, and corporate managers at
Bletchley Park pioneered new analytic and administrative methods, often
borrowing best practices from civilian industry and academia. By digitiz-
ing, supersizing, and civilianizing SIGINT, Bletchley Park waged a cyber
campaign before cyberspace.

FROM SIGINT TO CYBER

Before Bletchley Park, quirky puzzlers in the black chambers of foreign
ministries decrypted individual incepts by hand. After Bletchley Park, pro-
fessional intelligence bureaucracies used automated tools to decrypt entire
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cryptosystems. The SIGINT competition between the Allies and the Axis
thus became a duel of computing machines—Enigma versus Bombe,
Lorentz versus Colossus. Colossus may or may not have been the first pro-
grammable computer, but it certainly set important precedents in the his-
tory of digital computing.’ This makes Bletchley Park the earliest possible
candidate for an electronically mediated intelligence contest, or secret state-
craft in proto-cyberspace.

GC&CS set the template for modern SIGINT agencies such as the British
Government Communications Headquarters (GCHQ), its direct descen-
dant, and the US National Security Agency (NSA), its wartime collaborator.
GCHQ and NSA went on to become some of the most capable cyber
organizations on the planet. A 1942 report from the director of GC&CS
stated, “We believe that we should try to read every enemy signal, neglect-
ing none however apparently unimportant.”!” Seventy years later, docu-
ments leaked from the NSA expressed similar sentiments: “Collect it all, tag
it, store it.”!! Since cyberspace has supercharged SIGINT, it is helpful to
know how SIGINT began.

There are obvious differences between midcentury SIGINT and twenty-
first-century cyber espionage. Only government agencies had access to
highly controlled electromechanical encryption devices back then, but
today everyone has access to robust public encryption (PKI). While 1940s
SIGINT was mainly a governmental affair, commercial actors play an out-
sized role in cybersecurity today. In classic SIGINT, radio signals are pas-
sively collected without affecting target communications, but cyber
intrusions actively consume bandwidth and memory on target networks.
For the same reasons, cyber intrusions can also influence or disrupt net-
work operations, while classic SIGINT techniques focus exclusively on col-
lection. Bletchley Park was a wartime SIGINT agency, but many (or most)
cyber campaigns occur in peacetime.

But all this makes Bletchley Park even more interesting as a basis for
comparison. This book is about secret statecraft and cybersecurity, after all.
I'am interested in both the continuities of organized deception and its trans-
formations in the digital era. Bletchley Park is also an attractive case because
it is so well documented.'? The availability of data is an attractive feature
given that so many modern cyber campaigns are shrouded in secrecy.
Declassified archival documents provide rich detail about the inner work-
ings of intelligence organizations in World War II. Comparable detail is
hard, if not impossible, to recover from technical forensics alone when most
state cyber activity remains highly classified. Organizational behavior
changes more slowly than information technology, so insights gleaned
from the twentieth-century case of Bletchley Park are likely to remain rele-
vant for cybersecurity in the twenty-first. Indeed, there is enough informa-
tion available about Bletchley Park to provide a tentative basis for
generalization to a larger universe of intelligence campaigns.
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INTELLIGENCE PERFORMANCE

In the typology of chapter 1, Bletchley Park is a case of espionage, which
uses organized deception to collect secrets to gain an information advan-
tage. Counterintelligence is an important secondary theme here. German
counterintelligence was less effective than British counterintelligence,
which advantaged British espionage. Covert action is less prominent in this
case study, although Ultra was used to support Allied deception, including
the successful strategic feint before D-Day. Below, I will briefly touch on
Operation Fortitude as a shadow case, which provides a helpful basis of
historical comparison for the discussion of modern information operations
in chapter 6.

The essence of deception, for any purpose and in any era, is cooperation-
enabled competition. Unlike brute force or open negotiation, deception
relies on the voluntary assistance of the deceived. As Sir Michael Howard
writes in the fifth volume of the official history British Intelligence in the Sec-
ond World War, “Deception can never be effective either in love or in war,
unless there is a certain willingness to be deceived, and the London Con-
trolling Section could never have succeeded as well as it did had it not pos-
sessed, at the highest level of the German Command, its unconscious
sympathizers.”13

All intelligence contests are duels of deception. Success relies on the
unconscious collusion of the deceived. But cooperation is especially hard to
achieve in war, where competitors are trying to destroy each other. GC&CS
was doubly successful in this regard. Britain systematically decrypted Ger-
man communications while keeping Germany completely in the dark.
Howard thus argues that Great Britain “enjoyed two extraordinary, possi-
bly unique, advantages; advantages so extraordinary that one would be
rash to assume that we or indeed anyone else could ever possess them in
comparable measure again.”!*

If luck is when preparedness meets opportunity, then Bletchley Park was
very lucky. Its enemy offered a golden opportunity by broadcasting a large
volume of traffic that was protected by vulnerable cryptosystems. GC&CS
was prepared to exploit this opportunity through able management, adept
adaptation, and disciplined security. Not every deception specialist is so
fortunate. Many are not. Without vulnerable institutions and a clandestine
organization that can exploit them, successful intelligence operations are
impossible.

Bletchley Park met both conditions of intelligence performance for years
on end. Target institutions were exposed. German reliance on radio pro-
vided pervasive connectivity, while German design flaws and security
lapses created exploitable vulnerability. GC&CS was also sophisticated. It
had the operational capacity to balance formal management and creative
adaptation, while a cult of security improved discretion to protect its
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valuable yet fragile achievements. These conditions enabled Bletchley Park
to gain and maintain persistent access into German organizations for most
of the war. Cumulative success in SIGINT provided the Allies with an indi-
rect efficiency advantage. Military commanders who were willing and able
to use Ultra improved their operational performance, even as they still had
to fight the war in order to win.

Exposed Institutions

The most exposed institutions are those with a lot of connectivity and vul-
nerability. Connectivity refers to the information channels and interface
protocols that enable a social group to communicate and coordinate more
efficiently. Connectivity provides access for threat actors who usurp institu-
tional efficiency. Vulnerability refers to flaws in the monitoring and enforce-
ment mechanisms that afford intelligence exploitation. An important
characteristic of vulnerability is that the intelligence target creates it will-
ingly but unwittingly. Technical design flaws and lax security postures pro-
vide unwitting cooperation with hostile threat actors.

RADIO CONNECTIVITY

Radio produced a connectivity revolution in the early twentieth cen-
tury. Radio connectivity, together with supporting protocols for sending
and receiving messages, dramatically improved Germany’s ability to
project power.!> While the German military was large, the Continent was
vast. Germany’s grand strategy of conquest required movement beyond
fixed landlines. Germany solved this problem through the wide adoption
of mobile radio sets, which enabled its geographically dispersed forces to
combine air, armor, and infantry units into coordinated mobile offensives,
or blitzkriegs. Radio also enabled the Kriegsmarine to direct U-boats to
intercept Allied convoys, which would otherwise have been lost in the
vast Atlantic.

The institutions of radio communication and tactical intelligence
improved the efficiency of German combined arms warfare and naval
operations. But intelligence gleaned from German radio also improved
the efficiency of British defenses. At the beginning of the war, Britain was
isolated, overmatched, and utterly dependent on vulnerable sea lines of
communication. Germany fielded a formidable army and air force, and its
power grew with every conquest. Britain, by sharp contrast, did not have
enough force to defend everywhere. Intelligence improved the efficiency
of British defenses by helping decision-makers figure where to concen-
trate or avoid. British innovation SIGINT (and radar) was a functional
response to its acute demand for information. In effect, the British
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efficiency advantage in SIGINT offset the efficiency advantages of radio
for German war fighting. David Kahn goes further to suggest that “while
intelligence is necessary to the defense, it is only contingent to the
offense.”1¢

Radio has the economic characteristics of a public good. Anyone within
range of a transmitter can passively listen to a radio broadcast (it is non-
excludable), and the activity of listening does not diminish the signal for
other listeners (it is nonrival). These features are useful for military forces
that need to solve the collective action problems of large-scale campaigns.
But the nonexcludability and nonrivalry of radio is also a boon for intel-
ligence. Radio makes it possible for hostile intelligence to directly access
the internal communications of remote adversaries. High-power, long-
distance radio waves propagate in all directions at the speed of light,
which makes it hard to deny access to enemy eavesdroppers. These intel-
ligence risks became obvious to all combatants well before World War I1.17
All took steps to protect communications using encryption, using both
manual methods and mechanical devices, although not always with the
same proficiency.

CRYPTOGRAPHIC INSTITUTIONS

Cryptography and communication are closely related, historically and
mathematically. In 1945, in a classified paper for Bell Labs, Claude Shannon
published the first mathematical theory of cryptography.'® Cryptography
encodes messages from a source that can be decoded by a receiver but not
by an eavesdropper in between (figure 4.1). Cryptographers try to

Enemy
cryptanalyst
E
Message Encipherer Decipherer
source Message Cryptogram . Message
Qy M Ty E E T M
Key Key
K K
Key
source
Qg

Figure 4.1. Shannon’s model of symmetric cryptography, based on A Mathematical Theory of
Cryptography (1945)
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eliminate uncertainty for the legitimate receiver while maximizing it for the
eavesdropper. Shannon later published a paper on the mathematics of com-
munication in 1948." Information theory is preoccupied with reducing
uncertainty in a noisy channel (figure 4.2).

As the similarity of the two figures suggests, the mathematics of decep-
tion and the mathematics of coordination are one and the same. Logically,
communication comes first, enabling deceptive exploitation of it. Histori-
cally, cryptography came first, preoccupied with protecting communica-
tions from exploitation. Encipherment, from the perspective of information
theory, is a manufactured source of noise for the eavesdropper. A receiver
with the right key, however, can decipher the message noiselessly. A clever
enemy may even be able to discover the key if the noise source is not com-
pletely random.

Communication and cryptography depend on institutions. The only
difference between informational coordination and cryptographic decep-
tion, from this perspective, is the guiding intentionality. Pure communica-
tion is cooperative, but cryptography is competitive. Encryption protocols
are institutions for communication that enable selective exclusion, not
universal access. Cryptography works by partitioning a communication
system into public connectivity and private content. This is somewhat like
the distinction between open internet metadata and encrypted datagrams
discussed in chapter 3.

From the perspective of all actors in a competitive system, encrypted con-
tent has the properties of a private good. The cryptosystem excludes unau-
thorized actors who could negate the value of the information. Enemy
knowledge of a secret attack plan, for instance, would enable the enemy to
defeat the plan. Secret content is rival in this sense because enemy counter-
actions can lessen its operational value, even as radio connectivity is nonri-
val in the sense that many people can receive the same bits of information.

Information . ) o
source Transmitter Receiver Destination

1

Signal Received
signal

Message Message

Noise
source

Figure 4.2. Shannon’s general model of communication, based on “A Mathematical Theory
of Communication” (1948)
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From the perspective of just the legitimate communicators, moreover, a
good cryptosystem can also be interpreted as a club good: It excludes
adversaries while providing friendly access to nonrival content. Friendly
communicators use a shared key to decrypt traffic and coordinate collective
action, while enemy eavesdroppers without the key are excluded.

CRYPTANALYTIC EXPLOITATION

The technical partition of public connectivity and private content presents
two distinct intelligence opportunities. The first is traffic analysis, which
examines patterns of connectivity rather than communication content.
Encryption offers little defense here. Traffic patterns are a (nonexcludable)
public good. The strength, volume, timing, and call signs of enemy traffic,
in turn, can reveal information about the structure and concentration of
enemy forces.”’ Radio-direction-finding techniques can triangulate enemy
units, especially ships that would be otherwise unobservable.

The second opportunity is cryptanalysis, or codebreaking, which attempts
to recover the content of messages. Cryptography and cryptanalysis are the
offensive and defensive twins of cryptology.?! The former disguises a signal
to look like noise, while the latter recovers the signal from the noise. The
successful cryptanalyst steals the club good of encrypted content.

GC&CS wove both methods together. Traffic analysis could improve
cryptanalysis by suggesting probable unit identities and communication
topics. Cryptanalysis could improve traffic analysis by identifying relevant
units and frequencies.

Another institutional feature that aided cryptanalysis was common
knowledge of encryption protocols. Enigma was invented by a civilian
engineer, who applied for a patent in 1918. The German military adopted
modified Enigma machines in the late 1920s.?2 But the general principles of
Enigma were well understood. Allied machines such as Typex and Sigaba
worked similarly. The US Patent Office even approved a patent for Enigma
in 1928 (figure 4.3).2 When Allied cryptanalysts encountered new codes
they couldn’t break, therefore, they could make educated guesses about the
machines that had produced them. Common scientific knowledge helped
cryptanalysts and electrical engineers to establish bounds on their reverse-
engineering problem. Because the general principles of mechanical enci-
pherment were well understood, only the daily settings of the machine and
some architectural details stood out as intelligence gaps. Filling these gaps
was the major goal of Allied cryptanalysis.?

ENIGMA SECURITY

For centuries before World War II, codebreaking was a craft. Cryptana-
lysts focused on only the most promising messages because manual
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decryption was a long and tedious process. Even GC&CS did not pay
much attention to machine decryption prior to 1939.2 Mechanical encryp-
tion machines like Enigma changed the game. They improved the effi-
ciency of field communications by enabling radio operators to quickly
send and receive highly secure messages. The flood of encrypted traffic
overwhelmed manual methods.

Enigma implements a system of electromechanical rotors, wires, plugs,
and other settings (e.g., figure 4.3). Each rotor wires one logical alphabet to
another. The press of a typewriter key (the plaintext input) completes an
electrical circuit, which passes through several rotors and back again, to
light up a different letter (the ciphertext output). Each keypress also
advances the rotors to a new setting, which means that a subsequent press
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Figure 4.3. Schematic of the commercial variant of Enigma, 1928 (source: US Patent Office)
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of the same key completes a different circuit through the rotors, which
lights up a different letter. The resulting ciphertext appears nearly random.
More randomness (entropy) is better.?®

But Enigma output is not truly random. The mapping of plaintext to
ciphertext can be reversed by a deterministic process. This is what enables
decryption. Keying in the same sequence of ciphertext letters, starting with
the same initial settings, outputs the original sequence of plaintext letters.
The design of the machine thus embodies a symmetric encryption algo-
rithm, and the initial settings embody the key. This means that even if an
Enigma machine falls into enemy hands, security is still assured so long as
the key remains secret. The separation of public algorithm from private key
is known as Kerckhoffs’s principle.?

The Germans were justifiably confident in the theoretical security of
Enigma. In principle, the three-rotor military Enigma could produce
3 x 10"* machine states, or keys. The four-rotor naval Enigma expanded
this to 2 x 10 states. In practice, some settings were fixed or rarely
changed, so British cryptanalysts faced only 10 possibilities, but this was
still a vast search space.”®

Symmetric protocols such as Enigma require senders and receivers to
use the same key, which is embodied in the initial settings of the machine.
Key material must be delivered through a private channel that is not
exposed to hostile interception. This is known as the key distribution
problem, and it is a perennial headache for symmetric encryption, espe-
cially in large distributed organizations.? Germany outfitted units with
standardized Enigma machines and rotors. Security clerks then visited
field units on a regular basis to drop off copies of a codebook listing daily
key settings. German doctrine required Enigma operators to choose three
out of five rotors (or more) in a different order every day, and to reset the
plugboard (Stecker) on the device. They also changed rotor ring settings
every month. Operators then selected unique rotor settings for every mes-
sage, enciphered using the initial daily settings from the codebook. The
receiving operator used the same daily settings from a copy of the same
codebook to decipher the message setting, which was then used to deci-
pher the message.*

It is possible for an adversary to attack the key distribution channel
directly, which, if successful, obviates the need for cryptanalysis. The Brit-
ish did this by “pinching” key material from disabled German ships and
U-boats whenever possible. They crafted cover stories to let the Germans
believe that all key material went down with the sinking ship. Stealing key
material bypassed the tedium of cryptanalysis, but the benefits would be
temporary if the British could not ensure persistent access to fresh keys.
Ensuring persistence required cryptanalysis.
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ENIGMA VULNERABILITY

Germany, despite all its war-fighting prowess, and in part because of it,
was a cooperative intelligence target. Germany tended to prioritize tacti-
cal intelligence to support its offensive operations while neglecting intel-
ligence for defense.®! In terms of OPSEC, Germany was centralized where
it should have been decentralized and fragmented where it should have
been integrated. Germany unwittingly created predictable patterns that
Allied SIGINT could exploit through a combination of its standardized
doctrine and OPSEC complacency in the field. German counterintelli-
gence organs, meanwhile, were too disunified and fractious to recognize
and correct the danger.

The architecture of Enigma provided a lot of entropy, or uncertainty
about the key. But any source of nonrandomness in ciphertext reduces
entropy. Statistical information—the opposite of entropy—aids the search
for keys. Mistakes by Enigma operators and other constraints effectively
reduced entropy. The French acquired an Enigma manual from a German
traitor in 1931, which enabled Polish cryptanalysts to begin reconstructing
the internal wiring of three Enigma rotors. They were able to decrypt mes-
sages, with the help of an electromechanical Enigma emulator, because of
subtle cycles in the ciphertext. But Polish methods were overwhelmed by
the introduction of two additional rotors in 1938, and invasion destabilized
the intelligence process.*

Yet even with more secure cipher machines, German operators still failed
to paraphrase, pad, or reorder messages that they retransmitted across dif-
ferent networks. They used easy-to-guess keys for multipart messages (e.g.,
HIT+LER Or ROM+MEL) that the British called “cillies.”?® Occasionally
operators simply gave away settings in plaintext sessions with other opera-
tors.* Key material for most Luftwaffe networks was apparently prepared
by one single individual, who lazily reused portions of previous lists that
GC&CS was quick to recognize.®® According to historian Ralph Erskine,
“Germans had continually to make a lot of mistakes every day for [GC&CS]
to succeed against them.”3¢

British cryptanalysis also became adept at guessing “cribs,” or plaintext
phrases suspected to be in the ciphertext. For instance, it might be possible
to guess the plaintext elements of a weather report of known weather pat-
terns, or a reconnaissance report of a known British patrol, or a standard-
ized greeting or doctrinal phrase.” Cribs were especially useful against
Enigma, because the machine never enciphered a letter as itself, and it
always enciphered reciprocally (e.g., A as F and F as A). Cryptanalysts
exploited these constraints to construct “menus,” or graphs linking letters
in an intercepted ciphertext and a plaintext crib. These logical graphs could
be used to plug up real electrical circuits on the electromechanical Bombe
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machines, which performed a brute-force search for Stecker (plug) set-
tings.? The British effort to exploit these subtle flaws was a major organiza-
tional undertaking, as I will discuss below.

The same volume of Enigma traffic that overwhelmed manual crypt-
analysis thus provided a wealth of data for Bletchley Park’s new approach
to SIGINT. British cryptographers realized that even trivial messages
were useful if they provided clues about keys and algorithms. Instead of
just attacking messages that seemed to have important content, GC&CS
attacked the entire cryptosystem. German chatter within and across dif-
ferent military services and civilian agencies throughout the Third Reich
generated a massive volume of traffic. Enigma encrypted most of it, and
all of it was potentially useful for British cryptanalysis. Uniformly format-
ted units, call signs, and reporting procedures created predictable traffic.
Operators passed similar messages at the same time each day to the same
recipients with the same message headers and preambles. British person-
nel were able to match cribs to cryptograms by identifying individual
U-boats based on traffic analysis, analyzing the behavior of specific skip-
pers and boats, and fingerprinting individual radio transmitters and ves-
sels.¥ According to an internal history of Bletchley Park, “It was often
upon the trivial or boring small items, when accumulated, that some of
the most important long-term pieces of intelligence were built up. . . .
[M]Juch of the red-hot tactical Intelligence could have been jettisoned
without irreparable harm, but the long-term things, nearly always less
spectacular, often individually very trivial, were yet indispensable, and
unique in the history of intelligence.”4

Germany’s sociotechnical implementation of Enigma thus provided secu-
rity against manual cryptanalysis, but it embodied inadvertent cooperation
for mechanized cryptanalysis. Bletchley Park tracked nearly two hundred
different networks throughout the war, but most were just different settings
for the same basic cryptosystem. When cryptographers broke any one of the
sixty ciphers it monitored on a given day, the others soon followed.*! Even
when units upgraded Enigma security (e.g., adding a fourth rotor to naval
Enigma), they had to forego the extra security when communicating with
other organizations using standard machines. The British described identical
German messages transmitted in two different keys as “kisses.”#

GEOGRAPHICAL CONNECTIVITY

Geographical constraints can amplify or reinforce institutional con-
straints. Geography enhanced British connectivity to German communica-
tions. Conversely, it limited German connectivity to British
communications.

As Germany went on the offensive, the Wehrmacht left landline termi-
nals behind and produced a larger volume of radio traffic. German radio
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communications on the Continent and across the oceans overlapped with
listening stations in the Home Islands and colonial outposts. The British, by
contrast, could rely on protected landline connections from listening posts
(known as Y-branch stations) to Bletchley Park (also known as station-X),
which were both shielded from German intelligence access. As war loomed
in 1939, GC&CS relocated to Bletchley Park, a bucolic manor located half-
way between the intellectual centers of Oxford and Cambridge and on the
main trunk line to London. From this relatively safe and central location,
GC&CS was able to gather, compare, correlate, and combine a mass of his-
torical and current intelligence to learn about German operations.

Another geographical advantage for connectivity was the west-to-east
pattern of European weather, which provided Bletchley Park with advance
notice of weather patterns that German operators on the Continent would
soon be reporting. The net effect was that it was easier for Britain to get
inside German communication networks while simultaneously maintain-
ing some of its own organizational capabilities out of German reach. This is
consistent with the heuristic of figure 2.2, which highlights the role of non-
overlapping institutional resources in sustaining information channels
through the institutions that overlap with the enemy.

TELEPRINTER CIPHERS

In addition to Enigma, Germany used higher-grade encryption for head-
quarters communications. The Lorentz-Schliisselzusatz 40/42 teleprinter
relied on a system of twelve rotors rather than Enigma’s three (or four).
Whereas Enigma produced ciphertext by substituting alphabetic letters,
Lorentz performed binary arithmetic on characters that were digitally
encoded using the International Teleprinter Code, or Baudot code, imple-
menting a stream cipher.*®

Baudot protocol and teleprinter principles were common knowledge. Yet
Lorentz traffic was harder to access than Enigma. Broadcasts from Enigma
operators were easier to transcribe than the faint non-Morse teleprinter
traffic of Lorentz. Collection and faithful transcription of Tunny required a
dedicated array of massive aerials, and hundreds of personnel, at a GC&CS
intercept facility in Kent.** This anticipates a theme in the next chapter:
When connectivity is challenging (when barriers are higher), organizations
must compensate with more operational complexity.

Traffic encrypted with Lorentz was harder to break. GC&CS never
encountered a physical Lorentz machine until after the war; its traffic was
known simply as “Tunny.” Breaking Tunny depended on a single mistake:
A German operator carelessly retransmitted a single long message twice
with the same key, which provided just enough redundancy for John Tilt-
man to deduce the key stream that had been added to the plaintext.
Lorentz produced a new key for every message, of course, so Tiltman's
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feat was not operationally useful by itself. But in one of the greatest math-
ematical feats of the war, the Canadian Bill Tutte leveraged the Tiltman
break to deduce the design of all twelve Lorentz rotors, sight unseen,
from a single message.*

Max Newman used Tutte’s insight to identify a critical design flaw in the
Lorentz machine: a systematic staggering of the rotors used to generate
ciphertext from plaintext through bitwise addition. Newman’s team
devised an attack to subtract out the effect of half the Lorentz rotors, which,
combined with the frequency distribution of letters in the German lan-
guage, revealed a faint statistical signal in the distribution of Baudot-
encoded data.*® GC&CS then automated this attack with a novel electronic
machine named Colossus, discussed further below.

GERMAN COUNTERINTELLIGENCE FAILURES

In many ways, wartime intelligence is harder than peacetime collection, since
there are big incentives to avoid cooperating in any way. The danger of enemy
exploitation should encourage attention to monitoring and enforcement.
Counterintelligence units should monitor for indications of cryptosystem
breaches. Security enforcement should limit connectivity and vulnerability.
Some institutions fail to respond to strategic imperatives, however.

German cryptography, like German intelligence generally, was underre-
sourced. Germany had no centralized analogue to Bletchley Park, and civil-
ian academics were not well integrated into the intelligence effort. German
intelligence neglected high-grade Allied cryptosystems such as Typex and
Sigaba on the assumption that Enigma was invulnerable. They assumed
that similar machines were a waste of time as well.*

German counterintelligence was limited by bureaucratic specialization
and fierce interservice rivalry. Germany prioritized intelligence support for
offense over support for defense. Service and government intelligence
agencies rarely shared information, and investigations of suspicious inci-
dents often missed anomalies noted across previous inquiries. German
analysis always found a way to exonerate the security of Enigma after sur-
prising Allied successes. No one in Berlin wanted to hear that the Reich’s
communication security was categorically compromised. Intelligence offi-
cers succumbed to groupthink and told their customers what they wanted
to hear.*® Nazi coup-proofing measures, such as the replacement of Abwehr
professionals with SS loyalists, further degraded performance. German
officers on the Western Front also tended to exaggerate British strengths in
order to limit the hemorrhage of German units to the Eastern Front.*’

In the SIGINT contest of Word War I, the rival organizations were nearly
mirror images of each other. German intelligence was insular, while British
intelligence was managed. British organizations were adaptable, while
German complacency was problematic. The GCHQ history points out that
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“the Western Allies multiplied each other’s strengths” in intelligence col-
laboration, while “German and Axis agencies divided them.”*" As a result,
Britain was better able to take advantage of the opportunities created by
radio communications and mechanized cryptography in ways that the
enemy failed to detect or systematically disrupt. The Allies did experience
several notable intelligence failures, of course, such as missing preparations
for the Battle of the Bulge and the V-weapon programs.51 Overall, however,
Allied intelligence organizations were relatively more successful.

To sum up so far, Bletchley Park operated in a permissive environment
for espionage. Exposed institutions—radio connectivity and cryptosystem
vulnerability—created the potential for intelligence exploitation. To turn
potential into reality, however, required a clandestine organization.

Sophisticated Organization

Sophisticated deception specialists have administrative and technical
capacity, and they exercise discretion to protect it. They are well managed
enough to plan complex operations and ensure operational security, but
they are flexible enough to repair breakdowns and adapt to enemy counter-
measures. In Information Technology and Military Power, I described this gen-
eral combination of opposites as “adaptive management.”>? This balance is
hard to strike, especially in an entangled intelligence contest. But Bletchley
Park was able to do so.

Two radically different images are often used to describe Bletchley Park:
“a university and a factory.”>* On one hand it was like an Oxbridge com-
mon room where eccentric fellows noodled over puzzles. On the other it
was like a regimented sweatshop where an army of clerks sorted paper-
work and maintained machinery. Christopher Grey shows that the tradi-
tional dichotomy of formal centralization versus informal decentralization
fails to capture the reality of GC&CS. Bletchley Park was not simply a
hybrid of bureaucracy and adhocracy but rather a “twisting together” of
mutually supporting modes of work.>*

THE SIGINT FACTORY

Bletchley Park was a human organization that processed information like
a machine. It might also be described as an organizational computing sys-
tem that inputted radio intercepts and outputted high-grade SIGINT. Its
data storage and processing equipment ranged from the humble index card
and tabulating machine to computational marvels such as the Bombes and
Colossi. Like a mechanical computer but with human circuits, Bletchley
Park relied on standardized and modularized processing, indexing and
memory, error handling, and resource-allocation processes.>
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GC&CS first broke into Luftwaffe Enigma in January 1940 by manual
cryptanalysis. That March it installed the first electromechanical Bombe
machine, which could emulate three sets of three-rotor Enigmas.’® Many
more followed, which dramatically increased the volume of Enigma
decrypts. By fall 1943, Bletchley Park was processing three thousand sig-
nals per day, encrypted in ninety different ciphers.” By D-Day in 1944,
GC&CS operated over 160 Bombes at outstations throughout the United
Kingdom; the US Navy operated additional Bombes customized to emulate
the four-rotor naval Enigma machine. Ninety of these were linked by wire
directly to Bletchley Park.%®

This level of effort required an industrial-style production line for decryp-
tion and analysis. Y-branch intercepts from over six hundred receiving sets
were sent via teleprinter to Hut 8 (naval traffic) or Hut 6 (air and land traf-
fic).% They sorted traffic into different cipher systems and prioritized traffic
for the cryptography watch. The “Fusion Room” analyzed Y-intercept logs
to search for traffic patterns, reencipherments, and cribs. Cryptanalysts in
the huts used cribs to create menus, which they then hand-carried to the
Bombe rooms. Promising results from the Bombes were tested on an
Enigma clone and indexed. Readable decrypts were then passed to Hut 4
(naval) or Hut 3 (air and land) for translation and intelligence analysis.
Unreadable “duds” went to Hut 11A for further processing and identifica-
tion of Enigma modifications.

Intelligence analysts built and used a large database. It was embodied in
a room full of handwritten index cards stored in shoeboxes that catalogued
archived decrypts, network settings, German units, radio call signs, and
individual operators.®® These data could be searched with Hollerith punch-
card sorting machines that had been originally developed for business
applications. Decrypted messages and GC&CS analyses were reencrypted
on British Typex machines for distribution. Special Liaison Units from
GC&CS deployed to the field with an exclusive communications network
to pass Ultra.®!

This organization did not emerge overnight; there were tussles and
growing pains along the way. The early part of the war for GC&CS was a
period of learning characterized by “friction everywhere,” according to
the official history by John Ferris.®> When Bletchley Park cryptographers
complained in October 1941 that they were underresourced, Prime Minis-
ter Winston Churchill responded with his famous “Action this day”
memo: “Make sure they have all they want on extreme priority and report
this has been done.”®

The intervention of the prime minister and the chief of the Secret Intelli-
gence Service (MI6) led to a major reorganization in 1942. The old-school
chief of GC&CS, Alastair Denniston, was replaced by the ruthlessly effi-
cient Edward Travis. GC&CS received more authority and consolidated
control of intercept stations that were previously managed by the military
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services. This sort of centralizing reform is a typical bureaucratic response
to the friction of coordination problems. By mid-1942, GC&CS combined
radio interception, traffic analysis, cryptanalysis, intelligence analysis, and
OPSEC in a single vertically integrated organization—the very model of a
modern SIGINT agency.

CREATIVE HACKERS

Bletchley Park’s Y-stations, Bombe rooms, Hollerith room, and Typex
rooms were Taylorist factory operations. A host of nearly ten thousand
clerks and technicians (mostly women) toiled at Bletchley Park by the end
of the war. They performed repetitive, mundane, exhausting, endless work
without ever understanding its true purpose.®

By stark contrast, the cryptographers, analysts, and engineers of Bletch-
ley Park (mostly men) led a more free and informal existence. They con-
versed with each other casually and experimented with new approaches
to cryptanalysis. They drew on personalized relationships and prewar
friendships to coordinate Bombe time, intelligence analysis, and crypto-
logic resources.®® Never before had so much of the world’s computational
expertise been concentrated in the service of intelligence; nor has it been
since.

Bletchley Park’s most famous cryptographer was Alan Turing, an eccentric
mathematician from Cambridge. Before the war, Turing had published a
landmark paper laying the foundation for theoretical computer science.®
Turing also had a penchant for tinkering with machines, which informed his
mathematical achievements. During the war, Turing personally designed the
Bombe machines that Bletchley Park used to speed up the search for Enigma
keys.®” He also invented new statistical methods for cryptanalysis, playfully
known as “Banburismus” and “Turingery,” that anticipated the empirical
Bayes methods used in modern AL After the war, Turing and his mentor
Max Newman, who designed Colossus to attack Lorentz, built one of the first
working stored-program computers at Manchester University.* Turing’s
ruminations on the nature of Al continue to resonate today.”’ Curious, uncon-
ventional, and awkward, Turing would not be out of place at a modern
hacker convention like DEF CON or Black Hat.” This is all the more reason
to describe Bletchley Park as the first cyber campaign.

Turing was hardly Bletchley Park’s only unconventional hacker. Dilly
Knox, an old-school cryptanalyst trained in classics, led the initial attack on
Enigma. Colleagues Margaret Rock and Mavis Lever broke into the Abwehr
Enigma.” John Tiltman and Bill Tutte cracked Tunny, and Max Newman
designed algorithms to exploit it. One cryptographer in the “Newmanry”
recalled that “tea parties were started; anyone could call one, ideas were
bandied about, you came if you could and you brought your own tea. Tea
parties didn’t decide things but they led to action on all fronts. Newman
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ran a comfortably democratic and friendly section.””® Every member could
make suggestions in a “Yellow Book” to be discussed by peers, much as in
an informal Slack group today.”*

To implement Newman’s attack on Tunny, a talented engineer named
Thomas Flowers at the Post Office Research Department at Dollis Hill
designed an optical scanning machine (Heath Robinson) and an electronic
machine (Colossus).”> Flowers was one of only a handful of experts in the
world on the practical applications of “electronic valves,” as vacuum tubes
were known. He spent personal funds to acquire components for these con-
traptions. Many engineers assumed at the time that vacuum tubes were too
fragile for large-scale use, but Flowers took the contrarian view that they
would work reliably if machines were rarely switched off. This condition
was not a problem for cryptanalysis, which required long searches through
vast data. Colossus first ran at Dollis Hill in December 1943 with over 1,500
valves; it became operational at Bletchley Park the next month.”®

An improved Colossus II with nearly 2,500 valves entered service on
June 1, 1944, just in time for D-Day. Flowers built more flexibility into
Colossus than was required by Newman'’s design. Thus, while Colossus
was initially designed to find a key setting given known wheel settings, it
was later modified to find wheel settings too.”” This change enabled the
Newmanry to defeat a German change introduced after D-Day, whereby
Germany started changing wheel patterns daily.”® Throughout the war,
GC&CS decrypted 13,500 out of 168,000 intercepted Lorentz messages.”

Remarkably, Bletchley Park’s informal hacker culture coexisted within an
austere OPSEC environment. One of Newman’s colleagues described
“a group identity . . . in which extraordinary freedom and extraordinary
discipline [were] combined.”®’ Personnel cleared for ULTRA were empow-
ered to collaborate informally and received back-channel feedback on their
successes.’! This worked in part because personnel faced a common enemy
and were motivated by a common national purpose. The broader intelli-
gence alliance was also characterized by a high degree of openness and
collaboration among British, Canadian, and US intelligence units.

DISCIPLINED DISCRETION

This highly capable organization was fragile. An effective German coun-
terintelligence response could have destroyed Britain’s investment. Ger-
man intelligence organizations had their own problems, as we have seen,
but the dangers of compromise were real. The intelligence performance of
Bletchley Park, after all, was founded on Germany’s inadvertent
cooperation.

GC&CS had a culture of extreme secrecy. OPSEC was rigorously enforced
through background investigations, personnel indoctrination, the signing
of the Official Secrets Act, classification, and compartmentalization.?> Many
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personnel did not even realize that Bletchley Park was a codebreaking
organization, and the press acquiesced to official requests to keep mum.
Ultra was often sanitized so that it might appear to come from some other
source, such as a human spy or aerial reconnaissance. The Allies seriously
debated the risks and benefits of acting on Ultra, sometimes foregoing
opportunities to attack Germans without a plausible alibi. Thus, for
instance, according to John Ferris’s official history, “fear of tipping the
Allied hand hampered photo-reconnaissance.”® This is known today as the
intelligence gain/loss problem.

Beyond GC&CS, however, Allied OPSEC was not as disciplined. Ger-
many deployed listening stations across Europe to monitor Allied commu-
nications.® By April 1940, German naval intelligence (B-Dienst) was
reading over half of intercepted Allied traffic, and this increased to 80 per-
cent by December 1942.%5 Germany initially enjoyed considerable SIGINT
success against Allied forces, particularly in identifying targets for offen-
sive operations.® In unrestricted submarine warfare, SIGINT was vital for
directing U-boats to Allied convoys and away from escorts. The Kriegsma-
rine was especially effective against Allied convoy communications, at least
until the Allies implemented new codes and procedures in June 1943. This
improvement came partly as a result of Bletchley Park’s insights into Ger-
man SIGINT successes and Allied OPSEC failures.®”

PROACTIVE BRITISH COUNTERINTELLIGENCE

Bletchley Park actively targeted German intelligence communications,
continually searching for evidence of Ultra’s compromise. It never found
any.®® Other than John Cairncross, one of the Cambridge Five, there is no
other evidence of a serious security breach, and no evidence of Axis pene-
tration.% Ultra derived from German intelligence, moreover, provided
GC&CS with feedback about British security measures and British decep-
tion operations.

Bletchley Park was not just a passive SIGINT collector. Sometimes it
coordinated active operations to protect or enable Ultra. When Ultra dis-
covered the locations of German U-boats, for example, the British vec-
tored reconnaissance flights over them to encourage U-boat commanders
to assume that a lucky patrol had discovered their location.”® Then the
U-boat could be attacked without risking compromise of Ultra. Bletchley
Park sometimes conducted military operations in view of German observ-
ers for the purpose of generative intelligence opportunities. A larger vol-
ume of chatter on networks monitored by GC&CS about a known topic
would simplify the search for “cribs” and “depths.” The British might
mine channels recently swept by German vessels, for example, in the
hope that this would provoke a flurry of emergency messages from Ger-
man communicators in both dockyard and naval ciphers; this lateral
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move from an easier to a more difficult cipher was called “gardening” for
“kisses.”! German operators thus became inadvertent assistants to Brit-
ish cryptanalysts.

Even more sportingly, the British sometimes sent false communications
to German radio operators encrypted in legitimate Enigma keys, so that
benighted soldiers might pass misleading messages to enemy command-
ers. According to Ferris, “When deception worked, it was the most precise
and devastating form through which Ultra damaged its enemy.”*?

Nevertheless, GC&CS was first and foremost a collection agency: It was
in the business of espionage rather than covert action. Protecting the condi-
tions that enabled espionage was of paramount importance. This focus on
quietly collecting without altering target institutions contributed to suc-
cessful intelligence performance. More provocative British operations to
influence German behavior had to be carefully evaluated to avoid disabling
SIGINT successes. SIGINT success, in turn, enabled more active counterin-
telligence operations.

By the end of 1940, Britain had identified every human agent that the
German Abwehr had sent to the Home Islands. British counterintelligence
(MI5) turned many of them into double agents who fed disinformation
back to the Abwehr.”® The so-called Double Cross network was used to
send false indications of an impending invasion at Pas-de-Calais in support
of Operation Fortitude, the plan to mislead Germany about the D-Day
landings at Normandy.”* MI5 relied on Ultra to vet the reliability of double
agents and verify that the enemy had swallowed the bait.”

SUPPORTING SUBVERSION

The overall Allied deception plan was known as Operation Bodyguard.
It included Operation Fortitude, the scheme to mislead German com-
manders about Allied intentions in summer 1944.9 If SIGINT at Bletchley
Park anticipated cyber espionage, Bodyguard anticipated influence opera-
tions through cyberspace. Bodyguard was surprisingly successful. Forti-
tude in particular, which encouraged Germany to thin its defenses in
Normandy, is often held up as a superb example of what military decep-
tion can accomplish. But it is important to understand the historical condi-
tions that made this possible. Subversion carries more operational risk than
espionage, as it actively shapes enemy perception instead of just passively
collecting information. British deception planners were able to control these
risks by building on the intelligence performance of Bletchley Park. And
most importantly, Germany was a cooperative target. Once again, similar
conditions explain performance: connectivity to a vulnerable audience via
a disciplined and capable organization.

While the Allies could not disguise the fact that an invasion was immi-
nent, they could disguise its location. Fortitude reinforced German
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assumptions that the Allies would land at Pas-de-Calais and Norway
rather than Normandy. To achieve this remarkable outcome, the London
Controlling Section had to consistently produce credible content for Ger-
man audiences for months (and in some cases years) on end. The Allies
used double agents to trick German HUMINT, bogus radio traffic to trick
German SIGINT, and decoy equipment to trick German aerial reconnais-
sance (IMINT). Ultra from Bletchley Park, in turn, provided Fortitude
with confidence that German intelligence officers and commanders had
swallowed the bait. Fortitude was a long con of the entire German infor-
mation system. It was not purely clandestine, because its target had to
observe its products, but it had to be completely covert, because its target
would adapt to compromise.

Fortitude was a successful covert disinformation campaign because it
met the conditions for intelligence performance. Britain had connectivity
to gullible eyes and ears through controlled channels, most notably com-
plete control over Germany’s entire HUMINT network in Britain through
the Double Cross program. Britain exploited the preconceptions and con-
firmation biases of an obligingly vulnerable target with dysfunctional
intelligence organs. The London Controlling Section was a capable clan-
destine organization that centralized British counterintelligence and mili-
tary deception operations while granting officers considerable freedom to
explore unconventional methods. Britain was ruthlessly disciplined about
operational security, using reliable feedback from Ultra to watch for signs
of German suspicions.

In bargaining theory, costly signals are credible because they enable a
perceiver to discriminate true types from fakes.”” Costly signaling works
because it is hard for mimics to produce the same signals, because they lack
either the resources or the resolve. The goal of covert disinformation, how-
ever, is to produce precisely these signals, which appear outwardly costly
and thus credible. In reality, the forged signals pool with the noncredible
deceiver, but that reality must be hidden from the deceived. It may be eas-
ier to fool marks when the stakes are low and the penalties associated with
being fooled are not great, but when the stakes are high, fraudulent signals
must be of extremely high quality to persuade a mark to act (or fail to act)
against their own interest. Germany had strong interests in repelling the
Allied invasion, so it had to be persuaded to voluntarily do something that
was very costly. Fortitude, remarkably enough, was able to simulate (appar-
ently) costly signals for the Germans that enabled them to (wrongly) dis-
criminate the (false) landing site from (true) alternatives.

Simulating costly signals is itself a costly problem! The Allied deception
campaign was neither cheap nor easy. For example, the imaginary First US
Army Group (FUSAG) was “commanded” by the real General George Pat-
ton. This ruse, in the context of other confirming clues supplied by Forti-
tude, helped to encourage the Germans to discriminate an apparently true
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situation (which was false) from a bluff (which was true). Why else would
the Allies assign their top man to the job? Why else would Germany’s most
productive HUMINT agents and SIGINT collectors provide so much cor-
roborating evidence? The price tag of deception further included the sig-
nificant investment in Bletchley Park, without which the British would not
have been able to discriminate genuine German credulity from the moti-
vated speculation of British deception officers.

The gamble paid off. The Germans reinforced Pas-de-Calais, against their
best interests, and thinned defenses at the actual landing beaches. Fortitude
was so successful that Germany held back units of the Fifteenth Army and
the First SS Panzer Division for weeks after D-Day, believing that Nor-
mandy was a feint covering the real landing at Pas-de-Calais.”® As late as
October 1944, German intelligence still clung to the fiction that fourteen
nonexistent British Army divisions threatened to land.”

Successful subversion in high-stakes competition requires not only a
vulnerable audience but also extensive organizational infrastructure and
security discipline. It is a mistake to assume that cheap disinformation
can produce dramatic results. There is no free lunch in deception, espe-
cially when the price of being deceived is very high for the target. Chapter
6 will return to these problems in the Russian influence campaign of 2016,
which had very different technical and political circumstances compared
to Bodyguard. Russia did not have to be as discreet in 2016 as Bodyguard
did in 1944, and the imperatives for operational control were far less. Por-
tions of the US electorate were far more sympathetic with Russia than the
Axis was with the Allies.

Successful Performance

Bletchley Park was able to meet both performance conditions for years on
end. Radio provided reliable connectivity with enemy communication
institutions, which were systematically vulnerable. GC&CS had the organi-
zational capacity to exploit German vulnerabilities, and Britain protected
its fragile investment with disciplined discretion. As a result, GC&CS was
able to create, maintain, and repair secret information channels into Ger-
man communications for years on end.

British intelligence advantage in the SIGINT contest with Germany gen-
erally emerged from sustained collection and cumulative analysis, more-
over, and not from individual decrypts. GC&CS worked methodically to be
successful, to be sure, but it was also very fortunate. Germany unwittingly
provided an incredible intelligence opportunity.

The detailed circumstances of intelligence opportunity varied through-
out the war, at different times and for different targets. Bletchley Park’s
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intelligence performance also varied, accordingly, as did Allied com-
manders’ willingness and ability to use Ultra. Intelligence success did not
automatically lead to military advantage. Material logistics, operational
doctrine, and hard fighting mattered more.!?” But in the right circum-
stances, the efficiency advantages of Ultra intelligence improved Allied
military effectiveness too.

VARIATION IN INTELLIGENCE PERFORMANCE

Table 4.1 summarizes the impressive performance of GC&CS against
Enigma ciphers.!! Of the 183 network ciphers identified, all but 10 were
broken, an incredible success rate of 95 percent. There is notable variation
across services (where the “other” category includes railroad, Abwehr, and
Gestapo ciphers). Luftwaffe ciphers, the largest proportion, were broken
early and often. Luftwaffe operators made the most mistakes, and air oper-
ations generated the most traffic. Naval Enigma, by contrast, was the most
challenging, with the most unbroken ciphers (7 of 10). The sea services
practiced much better OPSEC. As the theory expects, cryptologic perfor-
mance dipped with less cooperative targets.

Admiral Donitz understood well that reliance on centralized radio com-
munications made his submarines vulnerable to Allied SIGINT. After all,
Donitz relied on his own SIGINT to target Allied convoys to deadly effect,
at least until the Allies overhauled their OPSEC in 1943. But German wolf
pack tactics were simply not possible without radio coordination, even as
breaking radio silence was anathema for the silent service. Donitz thus
invested in customized Enigma machines with extra security (additional
rotors and a fourth slot), water-soluble ink for printing key material, a
method of specially encoding geographical coordinates, and numerous
other organizational procedures. As David Kahn points out, “By the start of
the war, the Kriegsmarine had in place an extremely well thought out
cipher system.”102

One of the darkest periods of the naval SIGINT contest for Bletchley
Park was Germany’s introduction of four-rotor naval Enigma (code-
named Shark), which locked out GC&CS for most of 1942. The British

Table 4.1. GC&CS success rate against German Enigma networks

Air Force Army Navy Other Total
Enigma ciphers identified 77 62 26 18 183
Ciphers never broken 1 1 7 1 10
Average months in use 21 14 27 30 20

Average time readable 83% 71% 46% 77% 73%
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managed to adapt new methods and new machines to get back in, fortu-
nately, before the climactic convoy battles of 1943. Toward the end of the
war, Germany even began using unique keys for individual U-boats,
which seriously stressed GC&CS.1%

The crisis of naval Enigma throughout 1942 and its resolution in Decem-
ber illustrates the value of Ultra. When GC&CS was reading naval traffic
in the last half of 1941, U-boats sighted only one out of ten convoys on
average, sinking 600,000 tons. In the last half of 1942, by stark contrast,
U-boats sighted one out of three convoys and sank 2,600,000 tons.! The
United States’ entry into the war at the same time provided Germany with
many Allied targets with poor OPSEC; German submariners described
this as “the happy time.” Bletchley Park was finally able to break in again,
thanks to a Short Weather Cipher code book recovered from a disabled
German U-boat. Allied tonnage lost in January and February 1943 dropped
to half the total for November and December.!® Further Allied improve-
ments in SIGINT and OPSEC by mid-1943 caused Germany to slip behind
in the intelligence contest for good.

CUMULATIVE INTELLIGENCE SUCCESS

Figure 4.4 lists individual German networks by the date each cipher was
first broken. Once broken, German nets tended to remain readable for the
life of the key, on average twenty months, and some much longer. The
highly productive Luftwaffe “Red” network, for example, was readable for
the duration of the entire war. Army keys were generally used for a shorter
duration compared to other services because keys were used for specific
land campaigns.

Even after networks became readable, however, GC&CS still had to break
into daily keys afresh. Sometimes ciphers were broken within hours, but
others required many days. Lower-priority networks, therefore, were not
read continuously, and some only sporadically. Breaking Enigma, and all
the other Axis cryptosystems, was necessarily an ongoing process.!%

Cyber theorists highlight cumulative effects as an important feature of
persistent engagement in cyberspace.!”” But cumulation is a much more
general feature of intelligence performance. GC&CS maintained a synop-
tic view of German operations by patiently combining SIGINT from mul-
tiple networks and nurturing deep analytical familiarity with German
behavior. Intelligence performance in this case exemplifies what J. C.
Wylie describes as a cumulative rather than sequential strategy.! Indeed,
the inspiration for Wylie’s distinction is Allied success in the antisubma-
rine warfare campaign, in which Ultra played an important supporting
role. Cumulative intelligence success is vital for building up analytical
infrastructure, managing complex operations in strict secrecy, and main-
taining persistent access to enemy secrets.
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1939/12
1940/03
1940/06
1940/09
1940/12
1941/03
1941/06
1941/09
1942/02
1942/05
1942/08
1942/11
1943/02
1943/05
1943/08
1943/11
1944/02
1944/05
1944/08
1944/11
1945/02
1945/05

1941/11

Key identified and active  m Key broken (most read continuously, some more sporadically)

Figure 4.4. Enigma networks of German military service detected and broken by GC&CS
throughout the war (data: Hinsley et al., British Intelligence in the Second World War, vols. 2 &
3.1-3.2)

INDIRECT CONTRIBUTIONS TO VICTORY

Even in the best conditions, intelligence performance does not automati-
cally translate into political advantage. Meeting the performance conditions
means only that a secret information channel for collection or influence can
be established and maintained indefinitely. This achievement provides a
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relative information advantage, but decision-makers still must act to exploit
it, and they must do so in circumstances full of friction and contingency.
Some Allied commanders leveraged Ultra well, but they still had to fight the
war. They also fought it with an evolving portfolio of weapons and tactics. In
such dynamic political and military contexts, intelligence operations can pro-
vide at best an indirect competitive advantage.

This means that simple correlations of intelligence success and military
behavior can be misleading. GC&CS was reading naval Enigma in mid-
1941. In July and August 1941, merchant sinkings fell to a third of the total
for May and June. Yet this was not necessarily because of any radical
improvements in SIGINT: Allied destroyer crews got better, air patrols were
increased, convoys sailed faster, and some U-boats were reallocated to the
fight against Stalin.!®”

Bletchley Park was not the only game in town. The Allies made improve-
ments in radio direction finding and vessel fingerprinting (ELINT). The
United States added more destroyer escorts and long-range patrol aircraft,
eventually closing the Atlantic gap in coverage. In spring 1943, Allied air-
craft and ships began carrying centimetric radar sets that German U-boats
could not detect. Aircraft also began using Leigh Lights to spot U-boats that
were recharging their batteries on the surface at night.!?

Some senior Allied leaders praised Ultra. Churchill stated, “I attach
more importance to [intelligence reports] as a means of forming a true
judgment of public policy in these spheres than to any other source of
knowledge at the disposal of the State.”'!! Eisenhower said that Ultra had
“priceless value to me. It has saved thousands of British and American
lives and, in no small way, contributed to the speed with which the enemy
was routed and eventually forced to surrender.”!1? But others ignored or
misused Ultra. Bletchley Park decrypted German invasion plans for Crete
in May 1941; however, British commanders were unable to respond effec-
tively."3 Allied commanders committed to Operation Market Garden in
September 1944 (as depicted in the film A Bridge Too Far), even as Ultra
revealed German preparations for an airborne landing in Holland.!'* The
Ultra advantage, according to John Ferris, was irrelevant whenever “the
British were good at intelligence and bad at operations.”!'> Strategic bias
could also offset intelligence success. Douglas MacArthur often ignored
intelligence that did not support his preconceived beliefs.!'¢ Josef Stalin
had a similar problem.

Ultra could even encourage complacency. General Bernard Montgom-
ery’s intelligence chief reflected that Ultra “was dangerously valuable . . .
not only because we might lose it, but because it seemed the answer to an
intelligence officer’s prayer. . . . The information purveyed was so remark-
able that it tended, particularly if one were tired or overbusy, to engulf not
only all other sources, but that very common sense which forms the basis of
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intelligence.”"” And sometimes it was simply impossible to act on Ultra.
Even though Poland broke the Enigma first, it lacked the military power to
repel a German blitzkrieg.

Historians offer mixed assessments of Ultra. John Keegan weights opera-
tional improvements over intelligence performance.''® Paul Kennedy finds
that Ultra “seems a less decisive factor in the Battle of the Atlantic once a
detailed analysis of the key convoy battles of 1943 has been undertaken.”!”
Max Hastings counters that “the evidence shows that knowledge of the
enemy’s motions made a more important contribution to the Western Allied
war effort than Kennedy allows, especially at sea, both in the Pacific and
Atlantic theaters.”12

A full accounting of Allied intelligence success must consider the offsetting
effects of enemy successes. Ferris finds that Ultra “was a tiebreaker in indi-
vidual engagements, but across the board it aided both sides equally, which
most helped the stronger navy.”!?! Moreover, “U-boats ambushed twice as
many convoys when B-Dienst was effective and Ultra was not, than vice
versa.”1?? Ferris concludes that Ultra overall “budged the balance of attrition
towards the Allies. The quality of Allied intelligence, and its superiority over
the Axis, provided much certainty to Anglo-American assessment and plan-
ning and let them use their forces with remarkable precision against an
enemy which increasingly was ignorant, uncertain and outgunned.”'?

Beyond the vital Battle of the Atlantic, Ultra made important contribu-
tions to campaigns in North Africa and Europe, provided targeting and
combat assessment information for the strategic air campaigns, and
offered insight into the strategic intentions of the Axis powers.!?* In the
air, according to Robert Ehlers, the “intelligence effort paid huge divi-
dends in discerning, targeting, and assessing damage to oil and transpor-
tation assets, the Reich’s most vital target sets.”!? Allied bombing also
drove Germans to communicate more by radio, so “a relative trickle of
Ultra intercepts regarding heavy-bomber effects turned into a torrent,”
but Ehlers hastens to add that the impact of Ultra was conditional on the
availability of other sources of intelligence and analytical fusion: “Only
when combined with photointelligence-based products and technical-
expert intelligence did it yield the kind of fidelity that came to be the
norm by spring 1944.”126

On the ground, Allied commanders incorporated Ultra into operational
planning to a historically unprecedented degree.’”” David Kenyon finds
that “access to more recently declassified material—including GC&CS'’s
own internal orders of battle, as well as other non-ULTRA material—has
shown that in fact Bletchley’s understanding of the enemy’s dispositions
was much more detailed and complete than was hitherto appreciated.”'?
He concludes that Ultra “was of vital importance to the planning process
prior to the start of the battle [of Normandy]; however, once the fighting
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was under way in some respects its usefulness diminished.”'? Ultra was
invaluable but not miraculous.

The combination of Germany’s exposed institutions and Britain’s sophisti-
cated organization improved Allied intelligence performance throughout
the war. Axis targets made systematic mistakes in communication and
counterintelligence, while Allied SIGINT worked systematically in secrecy.
GC&CS still experienced a lot of information friction, but the balance of
friction favored Bletchley Park. Bletchley Park thus succeeded in one of the
most lopsided contests in the history of intelligence. Its unprecedented suc-
cess, however, provided only an indirect military advantage.

Bletchley Park was lucky. The British found themselves on the right side
of a revolution in cryptology enabled by mathematics and mechanization.
Their German adversary did not understand the full potential of SIGINT at
scale. The British wisely made the most of their opportunity, and the Ger-
mans helped them do it. The German Enigma was supposed to cloak com-
munications in secrecy, but Ultra turned Enigma into an oracle for the
British. These “extraordinary” circumstances are hard to reproduce reliably
or at will. There is no free lunch in secret statecraft, but states that are lucky
and capable enough may dine at a discount.

Bletchley Park met the conditions for success with flying colors. Perfor-
mance conditions today are usually more mixed. One irony is that the first
cyber campaign may have been more successful than anything that has
followed. This is hard to say with any confidence, of course; successful
campaigns are necessarily discreet, so we have little public knowledge of
them. But it is reasonable to suspect that cyber operations are not getting
easier as a straightforward consequence of technological progress. On the
contrary, contingent institutional context determines intelligence perfor-
mance, and sociotechnical context has become fantastically more complex
for all sides in an intelligence contest. To explore the greater complexity of
intelligence performance in the digital era, the next chapter turns to the
infamous case of Stuxnet.
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CHAPTER 5

Sabotage

Stuxnet Reinterpreted as Secret Diplomacy

The most famous case of cyber-enabled sabotage to date, as of this writing
in early 2025, is still the Stuxnet attack on Iranian nuclear centrifuges, which
was first reported in 2010. This is also a precious case. Cyber attacks that
create significant physical damage are as rare in the empirical record as
they are prominent in the cyberwar narrative. This is puzzling: Stuxnet
remains an outlier in the empirical record of cyber conflict, even as states
have invested in cyber warfare capacity and competed fiercely in cyber-
space for many decades now. Why? Is serious sabotage too hard? Is it not
politically useful? Is it just well hidden? The answers are both complicated
and instructive.

Stuxnet has been extensively studied, but there are still many misconcep-
tions about it. This important case deserves a second look for several rea-
sons. More information has become available since 2010, and subsequent
experience with cyber conflict helps to put Stuxnet in context. From this
perspective, Stuxnet is better understood as a saga of secret statecraft than
as an episode of cyber warfare. Stuxnet may seem unusual in the annals of
cyber conflict, furthermore, but it is consistent with patterns of covert action
in the Middle East. The United States, Israel, and Iran have long cooperated
and competed in the shadows in various ways, pursuing national interests
while avoiding escalation. The Stuxnet attack, ironically enough, helped to
stabilize this triangle rather than undermine strategic stability.

Stuxnet also illustrates a pattern of intelligence performance that con-
trasts with the case of Bletchley Park in chapter 4. Stuxnet was a joint prod-
uct of US and Israeli SIGINT agencies, two of the most proficient cyber
actors in the world. This coalition can be described as a sophisticated orga-
nization, much like Bletchley Park (adjusting for contemporary technology,
of course). But the difference is that Bletchley Park could exploit the rela-
tively exposed institutions of German radio traffic, while the Stuxnet coali-
tion had to exploit the more disconnected institutions of a remote industrial
control system (ICS). The combination of sophisticated organization and
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disconnected institutions heightened operational complexity. Complexity,
in turn, created friction for the coalition, and friction eventually compro-
mised the operation. Whereas Bletchley Park maintained persistent access
to German communications for years, Stuxnet first gained and then lost
access to its target. This had ambiguous strategic implications.

As a technical sabotage operation, Stuxnet did not meaningfully alter Ira-
nian enrichment trends; however, Stuxnet was also an instrument of secret
diplomacy. The United States used covert action to dissuade Israel from
starting a preventive war, and it also encouraged Iran to enter diplomatic
negotiations, which ultimately did more to limit Iranian enrichment than
covert sabotage ever did. While Stuxnet may have failed in its operational
goal of limiting Iranian enrichment, it succeeded in contributing to success
at the strategic level. Mixed conditions produced mixed results.

This chapter begins with the context and historiography of Stuxnet. Then
I discuss the complex institutional environment and the complicated coali-
tion that exploited it. I next assess operational and strategic outcomes.
I conclude by updating my own earlier interpretation of this case from 2013.!

Revisiting Stuxnet

Most studies of Stuxnet draw on reporting that emerged shortly after its
discovery. The basic story is well known: In mid-2010, a computer in Iran
began rebooting itself. This led to the discovery of a suspicious file by a
technician with an antivirus company in Belarus.? He uploaded it as “Root-
kit. TmpHider” to an antivirus database, and malware analysts at Symantec
later named it “Stuxnet” based on code artifacts. Kaspersky, Symantec,
ESET, Langner, and other cybersecurity companies assessed that Stuxnet
was designed to infiltrate the ICS at an Iranian fuel enrichment plant (FEP)
located in Natanz, an underground facility located about three hundred
kilometers south of Tehran.®> Arms control analysts drew on data from
International Atomic Energy Agency (IAEA) inspections to suggest that
Stuxnet had destroyed a thousand centrifuges, or 11 percent of the total
installed at Natanz.* Investigative journalists later reported that Stuxnet
was part of a joint covert action program by the United States and Israel,
code-named “Olympic Games.”®

Thanks to all this reporting, we know more about Stuxnet than we do
about most other cyber campaigns (with the important exception of Russian
intervention in the 2016 US election, discussed in Chapter 6). But the signifi-
cance of this seminal case remains contested. Stuxnet has been used both to
demonstrate the plausibility of cyberwar and to illustrate its limits. But the
most famous case of cyberwar is not really a case of war at all. The forensic
timeline of relevant artifacts and events spans almost two decades, which is
more reflective of a chronic twilight struggle than a single militarized crisis.
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A CYBER REVOLUTION?

Stuxnet redefined the state of the art for cyber operations. Commercial
analysts recall “a dizzying period of discovery that made the industry real-
ize that malware-based digital espionage was not only going on, but had
been going strong, unnoticed for years. The tranquil days of reverse engi-
neering banking trojans were pierced by Stuxnet, Duqu, Flame, Gauss, and
MiniFlame.”® Some hailed Stuxnet as a revolution in cyber warfare as well.”
As General Michael Hayden observed, “This is the first attack of a major
nature in which a cyberattack was used to effect physical destruction. . . .
Somebody crossed the Rubicon.”®

Skeptics (including myself) objected that Stuxnet did not support popu-
lar narratives about cyberwar.” Stuxnet was developed by a coalition of
powerful states, hardly an asymmetric advantage for the weak. It was nei-
ther cheap nor easy to deploy, complicating claims about offense domi-
nance.!” And it did not affect Iran’s output of enriched uranium, raising
questions about the effectiveness and destructiveness of cyber operations.!!
Indeed, Stuxnet was never intended to produce catastrophic destruction,
but just to create a little friction for Iranian engineers. Its world-class archi-
tects also made several mistakes that compromised their operation, which
is why we can talk about it today.

The focus on cyberwar risks overlooking the bigger nuclear context of
Stuxnet. The uncertain prospects of cyber warfare pale beside the obvious
dangers of nuclear war. The United States and Israel have long pursued a
policy of limiting nuclear proliferation, often using covert action to support
this objective. Seen from this perspective, Stuxnet appears as less of a dis-
ruptive revolution in warfare and more of a continuous evolution of secret
statecraft.

Stuxnet does not fit cleanly into just one of the categories of secret state-
craft. American and Israeli engineers clearly designed the malware to sabo-
tage Iranian centrifuges. Tactically, it had little other purpose. But this also
required a lot of supporting espionage for target reconnaissance and opera-
tional assessment. All these various intrusions had to evade Iranian and
commercial defenses. The primary US motivation for Olympic Games,
finally, was secret diplomacy with Israel, which I described in chapter 1 as
the conspiracy variant of subversion. Stuxnet was a complicated solution
for a complicated problem.

THE THREE-BODY PROBLEM

Political interests drive secret statecraft. The previous chapter showcased
a relatively straightforward opposition of wartime enemies. Theoretical
treatments of cyber operations, likewise, typically discuss a stylized contest
between attacker and target. But the case of Stuxnet features an
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interdependent system of state and nonstate actors with overlapping inter-
ests. Stuxnet was a coalition effort of allies whose interests did not com-
pletely align, and the interests of their targets did not completely diverge.
All sides of this multisided contest relied on the technology of outside ven-
dors and service providers. The reliance on third-party technology con-
trasts with Bletchley Park’s reliance on its own Bombes and intercept
stations to exploit Germany’s Enigma machines.

Stuxnet was a cyber operation motivated by nuclear strategy. Iran had
signed the Treaty on the Non-Proliferation of Nuclear Weapons in 1970, but
by the mid-2000s it was not in compliance. Multiple United Nations Secu-
rity Council resolutions authorized sanctions and IAEA inspections. Iran
publicly maintained that its nuclear program was peaceful, but the break-
out time to a bomb steadily decreased. Iran’s growing stocks of low-
enriched uranium (LEU) for nuclear energy could be further enriched into
weapons-grade material for a bomb.!? Tehran could not fail to notice the
untimely demise of Iraq’s Saddam Hussein and Libya’s Muammar Qad-
dafi, who each gave up their weapons of mass destruction (WMD) pro-
grams, or the survival of North Korea’s Kim regime, which did not. Iran
thus pursued an ambiguous strategy of nuclear latency, which enabled Iran
to enjoy some of the benefits of deterrence (since it could sprint for a bomb),
while Israel and the United States enjoyed some of the benefits of preven-
tion (since it did not have one)."

Given the rhetorical hostility of Iran, Israel viewed the prospect of an
Iranian bomb as an existential threat.!* Israel had long been resolved to pre-
vent regional adversaries from acquiring the bomb, as demonstrated by
unilateral airstrikes on Iraq in 1981 (Operation Opera) and Syria in 2007
(Operation Orchard).!® The Israeli Air Force (IAF) reportedly used a cyber-
enabled electronic warfare tool to blind Syrian radars in its 2007 raid on a
Syrian research reactor.!® This is an example of cyber operations improving
the efficiency of air operations. The IAF planned Orchard in strict secrecy to
avoid alerting Syrian defenses, which precluded ex ante signaling, but the
subsequent fact of the raid could be used ex post. The operation thus pro-
vided a direct benefit of limiting Syrian proliferation, and an indirect bene-
fit of demonstrating resolve to multiple audiences. The raid was cleverly
designed to enable Syrian president Bashar al-Assad to save face: Assad
did not acknowledge the program and Israel did not acknowledge the
raid.'” The raid also put the United States on notice that Israel would act
unilaterally if something was not done about Iran.

Israel sought US assistance for preventive strikes on Iran, which was a
difficult operational problem with serious potential for escalation.'® But
there was daylight between the two allies. Israeli Prime Minister Ehud
Olmert asked President George W. Bush to consider military action in May
2008. Bush reportedly responded, “I am unequivocally against an attack.”"
The US military was already fighting two unpopular wars in Afghanistan
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and Iraq, both of which neighbor Iran. The Bush administration had justi-
fied the invasion of Iraq on faulty intelligence about WMD.?’ The declassi-
fied judgments of a 2007 US National Intelligence Estimate (NIE) later
assessed “with moderate confidence Tehran had not restarted its nuclear
weapons program.”?! Another preventive war for WMD was politically
untenable for Bush.

Secret statecraft offered a third option between war and doing nothing.
Bush and Olmert thus agreed to deepen intelligence collaboration and sab-
otage Iran’s program.?? Sharing secrets enabled the United States to reas-
sure Israel that it was committed to countering Iran while sidestepping
audience costs associated with the NIE. For the same reasons that secrecy
complicates signaling to an adversary (the cyber commitment problem dis-
cussed in chapter 1), it can improve credibility with an ally. Shared secrets
bind conspiracies together through the unspoken threat of mutual betrayal.
The United States did not offer an empty promise to hack Iran, moreover,
but rather a mature SIGINT program and an advanced suite of exploit tools
that it was already using for technical reconnaissance in Iran. Covert coor-
dination with Israel also enabled the United States to monitor, and poten-
tially influence, Israeli preparations for unilateral military action against
Iran.

Olmert’s successor, Benjamin Netanyahu, worried that Bush’s successor,
Barack Obama, was less committed to preventive action. Israel quietly pre-
pared unilateral military options to hedge against the failure of covert
action and to put pressure on the United States. For example, the IAF con-
ducted a hundred-aircraft exercise in June 2008 that US intelligence was
sure to monitor, followed months later by a two-thousand-mile practice run
to Gibraltar.?® According to Israeli journalist Ronen Bergman, Netanyahu
“ordered the IDF [Israel Defense Forces] and the intelligence arms to pre-
pare for Operation Deep Waters: an all-out air attack, supported by com-
mando forces, in the heart of [ran. Some $2 billion was spent on preparations
for the attack and for the anticipated ensuing war.”?

Obama doubled down on secret diplomacy through Olympic Games.
From the Bush administration, he retained Secretary of Defense Robert
Gates, who was opposed to military action against Iran. Gates traveled to
Israel in July 2009 and was followed by a parade of other officials through-
out the year. According to an under secretary of state, “Our message was
that we understand your concerns, and please don’t go off on a hair trigger
and start a war, because you're going to want us to come in behind you.”*

Netanyahu's intransigence encouraged the Obama administration to ini-
tiate secret talks with Iran in late 2010, not long after the public compromise
of Stuxnet. Iran warmed to the opportunity to quietly negotiate with the
United States (the greater military threat) while maintaining open hostility
toward Israel (the greater ideological threat).?® The Obama administration
offered sanctions relief in return for international safeguards. Secret talks
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intensified throughout 2012, eventually blossoming into the open P5+1 pro-
cess in 2013; that process led to the Joint Comprehensive Plan of Action
(JCPOA) in 2015.% The JCPOA effectively limited Iranian enrichment (until
US President Donald Trump scuttled it in 2018).

The United States thus pursued a dual strategy of secret diplomacy. On
one hand it acted to influence Israel through its secret collaboration in
Olympic Games. On the other it acted to influence Iran through secret talks
in Oman as Olympic Games unraveled. The United States and Israel shared
an interest in prevention but differed in their willingness to risk war. Iran
and the United States shared a tacit interest in keeping Israel from launch-
ing a preventive air strike. Israel and Iran shared an interest in getting the
United States to moderate the behavior of the other, although in opposite
directions. All parties tacitly tolerated Iranian nuclear latency and US and
Israeli covert action without escalating into open warfare.

AN EXTENDED TIMELINE

If the strategic context of Stuxnet is complicated, so is the forensic record.
More information has come to light since 2010, but much remains unknown.
We now know that Stuxnet was part of a larger ecosystem of clandestine
tools, built with multiple software development kits, employed by multiple
intelligence agencies, sometimes together and sometimes independently,
for numerous intelligence operations, some prior to Olympic Games and
others after it. This is more consistent with an extended saga of secret state-
craft than with a brief episode of cyber warfare.

Symantec’s “Stuxnet Dossier” describes a self-replicating worm that
can cross physical barriers (airgaps) via removable media, spread through
a Microsoft Windows network while evading security protocols, send
and receive messages through a peer-to-peer network of infections, verify
the configuration of Siemens Step7 equipment at Natanz, implement a
rootkit to hack a programmable logic controller (PLC), and thereby
manipulate centrifuge valves and rotors.?® Symantec initially reported
three waves of infections in 2009-10, which remains the canonical dating of
the Stuxnet attack. Symantec later reported registrations of command-and-
control (C2) servers in 2005, supporting an earlier version of Stuxnet
compiled in 2007.%

The United States reportedly appropriated $300 million in 2007 for “joint
covert projects” targeting Iran.3’ The presence of artifacts predating 2007
suggests that Olympic Games was not the beginning of Stuxnet but rather
an acceleration of a long-existing program to exploit Natanz. There are
timestamps in Stuxnet’s PLC code blocks and Step7 libraries dating to
2000-2003.3! Kaspersky reports activity from Equation Group—a euphe-
mism for US cyber exploitation, mainly by the NSA with some CIA
collaboration—going back to the late 1990s.32 A reconnaissance tool dubbed
Fanny, which shared exploits with Stuxnet for navigating airgaps, was
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active in the wild in 2008.3 It is reasonable to speculate that Fanny or some-
thing like it informed the 2007 NIE by providing the NSA with technical
intelligence about the capabilities of Natanz. The secret means that decep-
tion specialists use for collection can be repurposed for covert action.

At the other end of the timeline, cybersecurity companies reported on
several later operations that were related to Stuxnet. Spyware tools known
as Flame and Duqu reused functionality that appeared in samples of Stux-
net; new versions of both appeared in 2014-15.3* Journalists reported, fur-
thermore, that the United States prepared a serious cyber-warfare plan,
reportedly code-named Nitro Zeus, in case Israel started a war with Iran.%
Unlike Olympic Games, which was a peacetime intelligence operation,
Nitro Zeus was a military contingency plan. Yet its enabling technologies
continued to be used to collect intelligence well after 2010, when Stuxnet
was compromised.® [ will return to this later.

The expanded timeline of Stuxnet-related functionality spans nearly two
decades. This is a key period in cybersecurity history. As early debates
about cyberwar in the 2000s emphasized the vulnerability of the United
States, US agencies secretly developed a potent offensive capability. US
Cyber Command debuted in 2010, but the groundwork for cyber disrup-
tion was laid long before.’” As US cyber-strategy discourse shifted from its
early preoccupation with deterring cyberwar to its later emphasis on “per-
sistent engagement” beneath the threshold of armed conflict, the open rhet-
oric was just catching up with covert activity.®® As Russian and Chinese
espionage campaigns grabbed headlines in the 2010s and Stuxnet became
old news, several reconnaissance tools in the Stuxnet family remained
active. In short, the new history of Stuxnet is much bigger than Stuxnet.

The history of covert action in the region is also bigger than Stuxnet. The
United States and Israel have repeatedly attempted to sabotage the Iranian
nuclear program by different means. The CIA ran a Russian scientist, code-
named Merlin, who was directed to provide Iran with deliberately flawed
nuclear trigger designs.? The CIA also recruited a family of Swiss engineers
(the Tinners) to provide intelligence on the Iranian program (beginning in
2000) and introduce faulty components (in 2003 and 2006)—overlapping
with Olympic Games.*’ Covert action also continued after the revelation of
Stuxnet. Israel assassinated a half dozen or more Iranian scientists between
2007 and 2020.*! The killings not only degraded Iranian nuclear science but
also reinforced Israeli diplomatic warnings to US officials that the IDF was
ready to strike. And Mossad operatives brazenly heisted nuclear documents
from a vault in Tehran in 2018.4? Stuxnet was part of a much broader, chronic,
covert struggle with Iran.*?

Iran was hardly a passive victim in all this. Iranian penetration of CIA
communications led to several arrests and executions in 2009.* This made
the CIA even more dependent on Israeli HUMINT on Iran.*> Also in 2009,
the Iranian Green Movement erupted over allegations of fraud in the reelec-
tion of Mahmoud Ahmadinejad. Heightened Iranian paranoia regarding
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Western conspiracy raised the counterintelligence threat to Western opera-
tions. Then in the years after Stuxnet, Iranian offensive cyber campaigns
ramped up. Waves of DDoS attacks hit US banks.* Disruptive wiper attacks
targeted Gulf rivals.*” Iranian hackers disrupted city services in Atlanta
with ransomware attacks in 2018.*8 Iranian cyber espionage became more
persistent.*” While Stuxnet may have helped to control military escalation
by providing a covert option for alleviating tension, it also may have
encouraged more threat activity in the cyber domain.

All actors in this strange triangle were playing multiple games for high
stakes. This complicated context shaped the conduct of covert cyber opera-
tions. Ambiguous goals at the strategic level, moreover, contributed to
ambiguous performance at the operational level.

Disconnected Institutions

Using the intelligence performance framework, I code the institutional
environment of Stuxnet as partially disconnected, with nuances and qualifi-
cations aplenty. While I make a logical distinction between an actor and its
environment, it is impossible not to discuss some of the operational choices
made by the attackers here. The technical details of Stuxnet provide impor-
tant insight into its institutional operating environment. We can assess, for
instance, that the malware had to overcome barriers in order to exploit vul-
nerabilities in commercial software while hiding its tracks. At least, it had
the capabilities to do so.

In this section I first describe the tactical challenges of infiltrating Natanz.
Then I describe the broader international infrastructure that enabled and
constrained infiltration. The following section describes the attackers in
more detail.

ACCESS BARRIERS

Stuxnet is rightly celebrated for its technical wizardry. Its tactics are also
the most knowable aspect of Olympic Games. Traditional weapons destroy
themselves on the battlefield, but malware samples contain their operating
instructions. Figure 5.1 illustrates the basic concept of operations, which
I liken to a commando raid in three phases: insertion of operators into the
target area, stealthy infiltration through defenses to the target, and actions
on the objective. The special operations metaphor should also call to mind
the back-end planning and support required for such a caper.”

The insertion phase was complicated by the so-called airgap. Stuxnet’s
target—the Natanz ICS—was not directly connected to the internet. Remote
operators had to infiltrate malware through C2 servers on the public inter-
net to the ICS network and then exfiltrate status and intelligence reports
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Figure 5.1. The Stuxnet intrusion as a special operation

back. Maintaining control of an intrusion across an airgap is so challenging
that fewer than twenty cases of airgap-crossing malware were identified
between 2000 and 2015, and a quarter of them were related to Stuxnet.”!
Few organizations appear to have the ability or willingness to sustain cyber
campaigns across an airgap. Stuxnet in this sense is not representative of
most cyber campaigns, but this says something about the capacity required
for high-end exploitation. More complex problems often require more com-
plex solutions.

Complicated access barriers—physical or logical—require organizational
scaffolding to restore connectivity for intelligence access. Olympic Games
relied on the witting or unwitting assistance of human beings to connect
removable media such as a USB memory stick or maintenance laptop. The
CIA and Mossad reportedly requested assistance from Dutch intelligence
(AIVD) in 2004 to gain access to Natanz. By 2007 AVID had recruited an
Iranian engineer who provided detailed intelligence used to develop Stux-
net and who later connected an infected USB flash drive to the Iranian net-
work. According to an anonymous source, “The Dutch mole was the most
important way of getting the virus into Natanz.”>> Meir Dagan, former
director of the Israeli Mossad, hints that Mossad assets also played a role.
Later infections relied on other pathways through five industrial locations
associated with the Iranian nuclear industry.> In effect, clandestine infra-
structure restored institutional connectivity.

Next, the infiltration phase exploited internal connectivity within the
enterprise network of Natanz. Stuxnet propagated through Microsoft Win-
dows and Siemens Step7 software by exploiting multiple unpatched vul-
nerabilities (zero-days) to copy itself. Each copy kept a log of its lineage.
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The network of infections also implemented a clandestine peer-to-peer
communication network. This enabled Stuxnet to transmit progress reports
back to remote operators and receive updates back through the airgap.

In the final phase, the payload triggered only when precise conditions
were met (the malware verified the right version of Simatic Step” software
and the right model of PLC). Stuxnet manipulated PLC controls, but it did
not inflict catastrophic breakage on centrifuges. Instead, it subtly increased
the malfunction rate of centrifuges by manipulating rotors or valves. The
IR-1 centrifuge design was already inefficient, so Stuxnet just marginally
reduced efficiency a bit more.

SECURITY CONTROLS

The whole operation was engineered with considerable attention to dis-
cretion. Olympic Games planners patiently conducted reconnaissance for
years in advance. They carefully tailored the intrusion and payloads to the
specific configuration of Natanz. Each new infection checked its host for
popular antivirus products and varied its behavior accordingly. The exten-
sive proliferation controls in Stuxnet’s code (such as verifying target con-
figuration, limiting the number of reinfections, and ending the operation by
a certain date) bely the involvement of national security lawyers.%

The payload also suggests that discretion was a high priority. Symantec
initially described a subtle attack on centrifuge rotors in a version of the
worm that had been compiled on June 2009—Stuxnet version 1.0.% The pri-
mary attack sequence worked by speeding up centrifuges for fifteen min-
utes, returning to normal for a month, slowing down for an hour, returning
to normal for another month, and then repeating indefinitely. This had the
effect of reducing the efficiency of enrichment and creating mechanical
stress on centrifuges. Stuxnet also provided bogus feedback to ICS opera-
tors to mask any alert signals from the PLCs (the equivalent of using loop-
ing surveillance camera footage to distract the security guards from the
bank robbers in the movie Ocean’s Eleven). A reasonable inference is that
Stuxnet’s designers wanted the operation to remain hidden, so that it would
be viable for an extended amount of time and minimize the risks of
compromise.

Symantec later discovered an earlier version—Stuxnet 0.5—that had
been uploaded to a virus database in November 2007.% It implemented a
different attack sequence, which worked by closing centrifuge valves to
prevent gas from escaping and create dangerous overpressure. The valve
attack was disabled in version 1.0 and replaced with the rotor attack. Per-
haps security-conscious architects thought that the more aggressive valve
attack was more likely to be detected than the subtle rotor attack. They also
may have decided that the simpler manipulation of rotors was a more reli-
able form of sabotage than the virtuoso sequence of valve manipulations.®
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Nevertheless, the disconnected institutions of the environment posed a
serious problem for intelligence performance. While the random walk of
infections increased the likelihood of finding the intended target, it also
increased the number of malware samples in circulation. Sure enough,
despite all the security controls, the self-replicating infection accidentally
spread beyond Natanz. This enabled civilian security companies to obtain
samples, redirect C2 traffic to local sinkholes, and gather forensic data. For
example, each instance of the worm kept an internal map of its lineage and
then communicated its progress to its remote handlers, but the same graphs
enabled incident responders to trace the spread of the infection. Stuxnet
was caught in a classic trade-off between efficiency and effectiveness. The
same design features that enabled Stuxnet to efficiently penetrate closed
industrial facilities became an open book to commercial counterintelligence
agents.

COMPETING EQUITIES

To borrow a slogan from US Special Forces, Stuxnet worked “by, with,
and through” civil society. Local proxies can expand the reach of small
teams of special operators, but proxy forces sometimes act negligently or
treacherously. For Stuxnet, likewise, reliance on third-party commercial
technology both improved operational efficiency and created operational
risk. Figure 5.2 depicts the entire institutional ecosystem that both enabled
and constrained Stuxnet. Note that the technical operation depicted in

Nongovernmental actors

OG coalition Iran
- Y
Offeh§|ve C2 Servers k> _ ] HUMINT
equities Technology vendors ! Industrial ! agents
I Microsoft, Siemens, JMicron, H E S:‘”;q_“e;s H
- Realtek, Vacon, Guava,... , Fooladfechnic, |
Defensive + Nedalndustrial, !
equities 1 CtrlGostarJahed, I
Malware H Kala Electric, . '
i H 2 a Stuxnet '
C.ybersecurlty‘sector samples ! [ BehpajoonEng | | :
N VirusBlokAda, Microsoft, H [ '
Anonymous Symantec, Langner, ESET, L O !
sources = Kaspersky, CrySys, Chronicle,... Global Uncontrolled E Controlled !
H
Cartwright,... infection spread : spread :
Journalists and NGOs I oth it H !
>  Sanger, Zetter, Nakashima, ISIS, er entities H Natanz ICS H
Leaks Gibney, Bergman, Mazzetti,... Mobarakeh Steel H H
Snowden, | R T '
Shadow Brokers, Open- OPSEC (failure)
Vault7,... Academia source Outsourced
CS, IR, Econ, Law, PME,... reporting counterintel
Other International community | IAEA inspections | Security services
threat IRGC, MOIS, NAJA
actors UNSC sanctions | | P5+1 Talks |

Figure 5.2. The institutional ecosystem of Stuxnet
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figure 5.1 fits almost entirely within the box labeled “Stuxnet” on the right
side of figure 5.2. Yet operations traversed and exploited civilian technolo-
gies around the world. This infrastructure was not simply “virtual terrain”
to be navigated by a threat actor but an institutional system shaped by
national governments, international organizations, commercial businesses,
and other nongovernmental actors. Many of these agents embodied coun-
terintelligence threats to Olympic Games.

Obama’s 2011 International Strategy for Cyberspace decried “aggressive
acts in cyberspace” and called for international norms for “preserving
global network functionality and improving cybersecurity.”” Obama
reportedly worried that “American acknowledgment that it was using
cyberweapons—even under the most careful and limited circumstances—
could enable other countries, terrorists or hackers to justify their own
attacks.”® Legal experts debate whether Stuxnet qualifies as a use of force
in violation of international law or, on the contrary, was a legitimate effort
to enforce international sanctions.®! But better not to have this debate in the
open, since it would expose the United States to charges of hypocrisy.®?
Sure enough, Chinese diplomats seized on the revelation of Stuxnet, and
later the Snowden leaks, to counter American moralizing about Chinese net-
work intrusions. Worse, Stuxnet’s code provided a public template for ICS
attack that could come back to bite the United States.

Stuxnet thus found itself constrained by disparate policy goals. There
was tension between the US government’s role in protecting public infra-
structure and privately exploiting it. The Olympic Games coalition
(described further in the next section) fits roughly within the box labeled
“Offensive equities” at the top-left corner of figure 5.2. Yet the same govern-
ments had defensive equities in cybersecurity too. US agencies also pro-
tected government networks, regulated the technology industry, managed
public safety, and so on. While the NSA openly coordinated “information
assurance” to secure US government networks, it secretly ran offensive
cyber operations through its Tailored Access Operations (TAO) unit.%3
While the US government coordinated public-private partnerships with
industry to improve defensive cybersecurity, it also subverted their prod-
ucts for offensive cyber operations. Exploits kept secret for private advan-
tage could not be revealed to vendors for the public good.®*

For example, Ukrainian criminals independently discovered one of the
technical vulnerabilities used by Stuxnet (MS08-067); it was incorporated
into the notorious Conficker internet worm, discovered in November
2008.% In principle, the NSA could have reported it to Microsoft when it
was first discovered, which might have preempted Conficker and improved
cyberspace for all. Other vulnerabilities associated with Stuxnet (exploited
by Fanny and Flame) were independently patched by Microsoft in 2009.
This did not interrupt operations, as Stuxnet’s architects simply switched to
other secret exploits to achieve the same functions.® This suggests that the
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NSA had a large stockpile of Microsoft exploits available. In principle, all
these undisclosed vulnerabilities could have improved public cybersecu-
rity against criminal threats like Conficker. Instead they provided the NSA
with an operational reserve.

The initial revelation of Stuxnet in 2010 obliged Microsoft to patch four
hitherto unknown vulnerabilities, or zero-days. Others were documented
later. Table 5.1 summarizes software vulnerabilities in Microsoft and Sie-
mens software that were exploited by some version of Stuxnet.®” There are
almost certainly other versions of Stuxnet that have not appeared in public
virus repositories, and they may contain additional exploits. These exploits

Table 5.1. Stuxnet zero-days in the common vulnerabilities and exposures (cve) catalog and
corresponding microsoft patches

Software vulnerability (and patch) Exploit functionality and Stuxnet versions

CVE-2008-4250 (MS08-067) Windows arbitrary code execution in
v1.0/1.1 and Conficker!

CVE-2009-1123/4/5/6 (MS09-025) Windows privilege escalation only in v1.0
and Fanny & Flame?

CVE-2010-2568 (MS10-046) Windows remote attack execution via .LNK
shortcut file in v1.13

CVE-2010-2729 (MS10-061) Windows print spooler remote execution in
v1.0/1.1*

CVE-2010-2743 (MS10-073) Windows keyboard layout vulnerability in
1.1°

CVE-2010-2744 (MS10-074) Windows privilege escalation in Kernel
Mode Drivers®

CVE-2010-2772 Siemens Simatic hard-coded password in
v1.0/1.17

CVE-2010-3338 (MS10-092) Windows privilege escalation in task
scheduler®

CVE-2010-3888 (MS10-092) Windows privilege escalation via “unknown
vectors” in 1.1°

CVE-2010-3889 (MS10-092) Windows unspecified vulnerability!?

CVE-2012-3015 Siemens Step7 insecure library loading in

V0.5/1.0/1.11
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are almost certainly just a small sample of the offensive stockpile available
to the Olympic Games coalition. Stuxnet’s architects identified and opera-
tionalized at least a dozen vulnerabilities and were willing to use them in
the same operation. This is no mean feat, suggestive of both organizational
capacity and the high priority of the target.

Table 5.1 reflects an implicit intelligence contest between a US spy agency
(the NSA) and a US company (Microsoft). Such are the conundrums of
secret statecraft in cyberspace. Microsoft found itself in the crosshairs of its
own government because its products were used by Iran, a political adver-
sary of the United States. But this also meant that Microsoft’s efforts to
patch its vulnerabilities implicitly benefited Iran as well. Microsoft (and
Siemens) publicly provided software patches and advice to mitigate a
global infection. They acted to protect corporate products and reputations,
of course, but they improved public safety in the process. This same effort
inadvertently helped Iranian counterintelligence and harmed US
intelligence.

CIVIL COUNTERINTELLIGENCE

Stuxnet was much more than a three-body problem, which is unpredict-
able enough. Its operating environment also included security firms and
other nongovernmental actors, such as the IAEA inspectors who provided
data on Iranian centrifuge operations. Their presence made the operating
environment less permissive for persistent access.

Commercial cybersecurity firms were the first responders. When Stux-
net was first detected, it was not immediately obvious what its purpose
was—only that it was infecting computers worldwide, with a heavy con-
centration in Iran. Stuxnet samples provided a blueprint of its operational
design and a rich source of epidemiological data for cybersecurity
researchers. Symantec documented the spread of Stuxnet in three waves,
targeting five Iranian suppliers of centrifuge and ICS technologies.®® It
appears that uncontrolled propagation began with the March 23, 2010,
infection of Behpajooh Engineering Company, an Iranian ICS vendor
implicated in illicit technology transfer. This inadvertently infected com-
puters at Mobarakeh Steel Company, a large industrial concern with
international business. This single accident led to a global epidemic of
Stuxnet infections.®

Speculation about attribution began as soon commercial analysts
revealed the wizardry of Stuxnet and the nature of its target. The pool of
likely suspects quickly narrowed to the United States and Israel based on
an assessment of means, motive, and opportunity. Journalists soon found
anonymous sources in the US government who were willing to provide
information. Former STRATCOM commander General James Cartwright
later pled guilty to lying to the FBI during its Stuxnet investigation.”
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Government spies hacked commercial tech, and industry adapted. The
private sector created, maintained, and repaired the institutional environ-
ment that Stuxnet exploited. Commercial firms were sources of connectiv-
ity and vulnerability, yes, but they also enhanced defensive monitoring
(information about Stuxnet) and enforcement (patching and mitigation).
Table 5.1 can thus be read as evidence of the enduring presence of software
vulnerabilities in mature commercial products, but it can also be read as
evidence of community processes in place to identify threats and close
vulnerabilities.

History and historiography mingle in this case. Public reporting on Stux-
net confirmed the suspicions held by Iranian counterintelligence agencies
that Western spies were targeting nuclear sites. Commercial patches aided
Iranian incident response. Public compromise prompted threat actors to
take evasive measures, tear down supporting infrastructure, and adapt
technical methods. More information trickled out later, much of it too late
to matter operationally but useful nonetheless for understanding the over-
all campaign. All of this same information then filters into historical case
studies like this one.

The public revelation of Stuxnet was followed a few years later by a
series of damaging leaks. NSA contractor Edward Snowden leaked a
tranche of classified documents to journalists that revealed the NSA's dis-
creet partnerships with, and clandestine exploitation of, major US tech
firms, creating a firestorm of controversy.”! Then during the 2016 election
influence campaign, a Russia-linked hacker group known as the Shadow
Brokers released a large amount of internal code, purportedly divulged by
another contractor, Harold T. Martin III, who had worked in the NSA’s
TAO.”? The Shadow Brokers material provided additional data on and
cross-validation of NSA tooling.”® Another tranche of data on US cyber
operations was passed to WikiLeaks by former CIA officer (and child por-
nographer) Joshua Schulte, who had worked for the CIA’s Information
Operations Center (IOC).7* All these leaks were at least illicit, and some of
them could have been Russian influence operations (recruiting traitors and
doxing the United States). This makes them problematic as sources, but
they do provide circumstantial evidence to supplement other sources to fill
in the overall picture.

Sophisticated Organization

The initial Symantec report concluded that “Stuxnet is of such great
complexity—requiring significant resources to develop—that few attackers
will be capable of producing a similar threat, to such an extent that we
would not expect masses of threats of similar in [sic] sophistication to sud-
denly appear.””® If anything this assessment was too cautious. Stuxnet was
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the product of multiple platforms run by multiple agencies in multiple
nations.”®

I code the clandestine organization of Stuxnet as mostly sophisticated,
with the major caveat that there were significant dependencies embodied in
the coalition relationships and technical tooling that ultimately under-
mined operational discretion. Sovereign state agencies were free to operate
unilaterally in their national interests. Olympic Games did not, and proba-
bly could not, completely control the risks of dependency and disclosure.

EXPLOIT PLATFORMS

Software platforms are a double-edged sword for malware developers.
Hackers are programmers too. Like any software engineer, they rely on
dynamic link libraries, application programming interfaces, and software
development kits. Developers recombine and reconfigure this functionality
in custom applications without having to write and debug code from
scratch. This improves the efficiency of malware development. But code
reuse and dependencies also increase counterintelligence exposure for
offensive hackers. Incident responders and reverse engineers can use these
dependencies to learn about the capabilities of the attacker.

This, of course, is the classic logic of deception in both directions. First,
malware developers usurp the efficiency of legitimate commercial software
systems. Flexible development platforms are incomplete contracts—
features that become vulnerabilities for malicious actors. But second, coun-
terintelligence analysts usurp the usurped efficiency of the attacker. An
attacker’s poor OPSEC is a bug that defenders can exploit.

Figure 5.3 is my synthesis of the technical reporting on Stuxnet’s mal-
ware ecosystem. Boxes with double borders at the top describe develop-
ment platforms used by US or Israeli intelligence agencies. Links between
technical components indicate code dependencies and reuse. Boxes with
bold borders in the bottom half depict zero-day exploits, per table 5.1. This
functionality was incorporated into four known versions of Stuxnet at the
bottom of figure 5.3. Other boxes throughout depict other malware compo-
nents created with the same platforms. There are almost certainly more ver-
sions of Stuxnet and other tools that have not been reported to public
antivirus repositories or described in public reporting. Stuxnet is not one
thing, and we do not know everything.

Kaspersky first reported on the “Equation Group” platform in 2015,
revealing “operations dating back to 2001, and perhaps as early as 1996.”7”
Leaked internal CIA commentary clarifies that “the Equation Group as
labeled in the report does not relate to a specific group but rather a collec-
tion of tools (mostly TAO some IOC).””® The same source highlights the
internal security failures that Kaspersky and other firms were able to lever-
age: “The bigger issue is in breaking ties between tools (or at a minimum
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Figure 5.3. Forensic dependencies across development platforms (double border), zero-day
exploits (bold border), and various malware in the Stuxnet family

tracking them), and not reusing tools with compromised techniques/
exploits.”” This is a version of the classic efficiency-effectiveness trade-off
discussed in chapter 2. The same tools that improved the efficiency of mal-
ware development at the TAO and IOC provided evidence for counterintel-
ligence analysts and thus degraded malware effectiveness. Kaspersky
describes several Equation Group tools associated with Stuxnet, including
a scripting tool and a print spooler vulnerability.®’ Fanny, the reconnais-
sance tool for crossing airgaps, is exclusively associated with Equation
Group and contains a unique implementation of an exploit that later
appeared in a version of Stuxnet.®! Equation Group capability likely pre-
dates collaboration with Israel on Stuxnet.

The “Flame” platform, by contrast, appears to be a joint US-Israeli proj-
ect, according to reporting in The Washington Post.®* A joint exploit platform
would have enabled the NSA or CIA to offer a collaboration platform to
allies while holding back the best of Equation Group for US-only opera-
tions.®3 Kaspersky first discovered Flame after the UN invited it to investi-
gate reports of a mysterious data wiper attack targeting Iran. This led to the
discovery of Flame and “Gauss” spyware. Flame is a distinct suite of espio-
nage tools that shares little with Stuxnet, but one version of Flame (tocy.a)
shares a module with the June 2009 version of Stuxnet (reimplementing a
Fanny exploit).3* Another version of Flame (miniFlame) shares functional-
ity with the Gauss trojan, which uses sophisticated encryption techniques
characteristic of Equation Group.®®
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The other two platforms are likely Israeli. “Tilded” is Kaspersky’s name
for a platform (named for files starting with “~d”) that was used to create
the trojan known as “Duqu.” Later versions of Stuxnet share naming con-
ventions, modular structure, injection mechanisms, and driver reuse with
Duqu.?¢ Tilded most likely belongs to Israel’s Unit 8200, the elite SIGINT
agency in the IDF intelligence directorate (Aman).” “Flowershop” is an
older exploit platform that has been linked to a single module in the June
2009 version of Stuxnet.® This version marks an important juncture in Stux-
net’s developmental history. Symantec assesses that the November 2007
version of Stuxnet was implemented differently from the 2009-10 version:
The “platform code bases are different enough to suggest different develop-
ers were involved.”® This rearchitecting is consistent with the time frame
in which US-Israeli intelligence collaboration increased following a May
2008 meeting between Bush and Olmert in Jerusalem.?® This is probably a
forensic shadow of the divergence of US and Israeli efforts, as discussed
further below.

Olympic Games actors reacted to their compromise by burning capabili-
ties and altering behavior. Kaspersky’s discovery of Duqu, Gauss, and
Flame prompted their operators to shut down intrusions and C2 infrastruc-
ture. Kaspersky witnessed an attempt to clean up Flame before Kaspersky
even released its report, raising the possibility that Kaspersky was under
surveillance.”! Flame seemed to have been abandoned after May 2012, but
in 2019, Chronicle analysts discovered that a new version dating to Febru-
ary 2014 had been circulating. “While the malware is clearly built on the
Flame source code,” they noted, “it includes new counter-measures against
researcher meddling.”%?

Duqu 2.0, similarly, reappeared several years after the cleanup effort with
a new memory-only implementation. Kaspersky reported that Duqu 2.0
infections from 2014-15 were “linked to the P5+1 events and venues related
to the negotiations with Iran about a nuclear deal. The threat actor behind
Duqu appears to have launched attacks at the venues for some of these
high-level talks.””® Duqu 2.0 infections seemed to be unilateral Israeli
efforts: “One of the victims appear [sic] to have been infected both by the
Equation Group and by the Duqu group at the same time; this suggests the
two entities are different and competing with each other to obtain informa-
tion from this victim.”?* This demonstrates how intelligence collaborators
can also compete.”

I draw four main inferences from commercial threat intelligence report-
ing on Stuxnet. First, the sabotage tool was just one part of a larger malware
ecosystem. Second, multiple national development efforts contributed to
this system. Third, the agencies behind these efforts were highly sophisti-
cated, both technically and operationally. Fourth, however, the dependen-
cies across tooling and operations were a major counterintelligence liability.
The ability to reassemble something like figure 5.3 from open-source
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reporting is reflective of imperfect discretion in the clandestine organiza-
tion that developed all that capability.

BUREAUCRATIC CAPACITY

As the operation’s code name suggests, Olympic Games was a multina-
tional effort.?® The Netherlands, the United Kingdom, Germany, and per-
haps France also aided efforts led by the United States and Israel.”” It is
unclear from the available evidence how the multinational coalition was
managed. Spy agencies from different countries would have had to coordi-
nate not only technical experts but also a cadre of administrators, systems
integrators, skilled intelligence analysts, experienced operational planners,
and competent commanders, not to mention a raft of lawyers.”

There is more information available about the US role in Olympic Games
than about the Israeli role, in part because the US national security bureau-
cracy is leakier and in part because the leading partner had more to leak.
Olympic Games combined the efforts of the US intelligence community,
Department of Defense, and National Laboratories in the Department of
Energy (DOE). The CIA, which has the legal authority for most covert
action in the United States, allegedly initiated Olympic Games via a secret
presidential finding in late 2007 or early 2008, although there were informal
discussions as early as 2006.” The NSA performed most of the technical
work, primarily through TAO, drawing on Equation Group capabilities
already in place.!® The CIA also provided technical support through the
I0C, which, according to a report in The Washington Post, specializes “in
computer penetrations that require closer contact with the target, such as
using spies or unwitting contractors to spread a contagion via a thumb
drive.”10!

A complex operation like Stuxnet had to be carefully engineered,
debugged, tested, and rehearsed. The Oak Ridge National Laboratory
(ORNL) had acquired Libyan centrifuges as the IR-1 by March 2004; the
ORNL reportedly set up a test FEP (“The Hill”) the following year.!*
Another DOE facility, the Idaho National Laboratory (INL), ran an ICS
security program known as Aurora, which was supported by Siemens.!® It
is unknown whether this collaboration influenced the design of the Stuxnet
attack on Siemens ICS, but a leaked State Department cable suggests that
the German Ministry of Foreign Affairs was not opposed to sabotaging the
Iranian program.!® At the same time that the INL was publicly demonstrat-
ing the dangers of cyber-physical attacks for defensive purposes, the ORNL
was privately testing Stuxnet and breaking centrifuges for offensive
purposes.

Israel had its own sophisticated organizational and technical capabilities.
It also had deep expertise in SIGINT and covert operations, and it had built
a test FEP at the Shimon Peres Negev Nuclear Research Center in Dimona.'®
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This could be used to develop and test tailored Israeli variants of Stuxnet
(or something else). As discussed above, the IAF was planning preemptive
military action against Iran (Operation Deep Waters), both to goad US
covert action and to hedge against its failure. This divergence of interests in
the secret conspiracy created operational risk for Olympic Games.

COALITION DEPENDENCY

In Symantec’s assessment, “Stuxnet clearly escaped the original organi-
zations due to collaboration with partner organizations.”!% David Sanger
reported in The New York Times that an uncoordinated Israeli modification
in the code apparently caused Stuxnet to replicate beyond Iran.!”” The
details, timing, and responsibility for this specific breakdown, as well as the
overall architecture of the joint operation, are profoundly unclear. It is pre-
mature to conclude that any nation or organization was solely or even
mainly in the driver’s seat of this operation. Nonetheless, the available evi-
dence supports an assessment that the malware development effort forked.
The United States and Israel ended up managing different versions of
Stuxnet.

Stuxnet activity intensified in 2009, and there was an uptick in Flame
infections in 2010. It is possible that Israel began taking liberties with tools
it acquired from the United States. According to an unnamed NSA source,
“We operated at a low profile. . . . The Israelis, on the other hand, constantly
pushed to be more aggressive.”1%® This is consistent with a description of
Israeli cyber culture as “chutzpah gone viral,” whereby “accepted norms,
practices and sources of authority are constantly questioned and improvi-
sation, creativity and innovation are highly prized values.”'” There is also
some forensic evidence that the development effort forked. Stuxnet appears
to have been rearchitected starting with the June 2009 version. The samples
described in figure 5.3 migrated from the Equation platform to Duqu (i.e.,
from the United States to Israel), borrowing a few functions from Flower-
shop and Flame along the way. This means that most of the versions of
Stuxnet found in the wild may in fact be Israeli variants of a once common
project.

Israel also had a motive to fork the project. Suggestively, Obama and
Netanyahu clashed in May 2009 over how aggressively to attack Iran.!? In
September 2010, Netanyahu reportedly told Dagan, the director of the
Mossad, “I have decided to place the IDF and you at 0 plus 30,” meaning
Israel should be ready to execute a military operation against Iran in a
month."" By November 2010, Israel’s military chief of staff informed Netan-
yahu that the IDF still did not have an “operational capability” for a unilat-
eral strike on Iran."'? Dagan thus stepped up the Mossad’s own covert
alternative, including the assassination of Iranian scientists in January and
November 2010, July 2011, and January 2012. Seen in this context, the
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intensification of Stuxnet activity in 2009 and its compromise in mid-2010 is
a leading indicator of the growing Israeli willingness to unilaterally to pre-
ventive action.

While this interpretation is admittedly speculative given the thin eviden-
tiary record, I assess that the compromising outbreak of Stuxnet was an
unintended consequence of an Israeli push to intensify the disruption of
Natanz in late 2009. Another possibility is that the Israelis deliberately com-
promised Stuxnet to send a signal to Iran (that its nuclear program was
reachable) or to the United States (that it was time to try something else).
But if signaling were really the goal, then the nuanced breakage of a few
centrifuges was a very anemic signal. After all, Stuxnet could have been
reprogrammed to cause much more visible and catastrophic damage, even
as this would neutralize years of expensive effort and preclude ongoing
operations. A more parsimonious interpretation, on the principle that we
should not attribute to malice things that can adequately be explained by
stupidity, is that the Stuxnet team made a mistake. Divergent goals and
independent development centers within the covert coalition undermined
the coordination of clandestine operations.

CYBER WARFARE PLANS

According to a report in The New York Times, Israeli threats of unilateral
action compelled the Obama administration “to develop its own military
contingency plans in the event of such an attack, including destroying a
full-size mock-up of an Iranian nuclear facility [Fordo] in the western des-
ert of the United States with a 30,000-pound bomb.”!3 Preparations report-
edly included a US Cyber Command contingency plan called “Nitro Zeus”
that aimed, according to another Times report, to “turn off critical elements
of the Iranian infrastructure without firing a shot.”!* Cyber saboteurs also
targeted another nuclear suite in Fordo, but they curtailed operations in
2013 as public talks with Iran got underway.

In the event of war with Iran, Nitro Zeus could have boosted the effi-
ciency of US military operations by disrupting Iranian systems or confus-
ing defensive responses to a US attack. This may be likened to a scaled-up
version of Operation Orchard, the cyber-enabled electronic warfare opera-
tion that supported the IAF air strike in Syria discussed above. This is a
very different concept of operations compared to Stuxnet. Whereas Olym-
pic Games was a peacetime covert action in lieu of war, Nitro Zeus was a
military contingency plan for precisely that war. Nitro Zeus hedged against
the possibility that unilateral Israeli prevention might drag the United
States into the very war that Olympic Games was designed to avoid.

While it does not make sense to describe Stuxnet as cyber warfare, Nitro
Zeus was most definitely a cyber warfare plan. It is unknown whether US
policymakers had any confidence in the plan, or whether it would have

145



SECRET STATECRAFT IN PRACTICE

worked as planned. According to one anonymous participant, “This was an
enormous, and enormously complex, program. . . . Before it was developed,
the U.S. had never assembled a combined cyber and kinetic attack plan on
this scale.” The effort “involved thousands of American military and intel-
ligence personnel, spending tens of millions of dollars and placing elec-
tronic implants in Iranian computer networks to ‘prepare the battlefield.””!15
This additional complexity is suggestive of the challenges of using cyber
operations, which always rely on institutions shared across competitors, in
wartime conditions, which involve lethal combat between autonomous
institutions.

The fog and friction of war probably would have undermined the plan-
ning assumptions of Nitro Zeus. Indeed, the peacetime context of Stuxnet
helps to explain its viability: Commercial institutions stabilized the institu-
tional connectivity that was the condition for its possibility. Even in these
slightly more permissive conditions, however, Stuxnet did not degrade Ira-
nian enrichment, and the operation was compromised. If Stuxnet was a
hard operation, then Nitro Zeus would be even harder, perhaps prohibi-
tively so.

Mixed Performance

Stuxnet was a complex operation conducted by a mostly sophisticated
organization within partially disconnected institutions. These mixed condi-
tions produced mixed performance. As the United States shared more
capability with Israel, Israel became more willing to engage in unrestrained
cyber operations. The public compromise of Stuxnet then increased Israel’s
willingness to take unilateral military action. But it also increased the United
States’ desire to find nonmilitary options—namely, secret diplomacy with
Iran. Diplomacy ultimately succeeded where cyber operations had failed, but
cyber operations encouraged key parties to give diplomacy a chance.

ENRICHMENT CONTINUES

The data on Stuxnet’s effects on Iranian enrichment are poor. Most stud-
ies cite IAEA inspection data analyzed by the Institute for Science and
International Security (ISIS), a nonprofit arms control organization based in
Washington, DC. ISIS assessed that Stuxnet caused the Iranians to discon-
nect and replace one thousand IR-1 centrifuges at Natanz by early 2010.
Figure 5.4 reproduces two ISIS figures from 2015 that informed contempo-
rary public debate."” The correlation of IAEA data and Symantec reports is
suggestive but hardly definitive.

Figure 5.4a reveals a dip in the ratio of centrifuges installed and fed with
uranium hexafluoride (i.e., actively enriching) from mid-2008 to 2011. This
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is plausibly due to the reduced efficiency caused by Stuxnet. A larger ratio
(bigger dip) indicates less efficient enrichment or perhaps more effective
sabotage. Figure 5.4a also shows a leveling off in total centrifuges starting
in mid-2009. This is plausibly due to more aggressive Israeli infections that
ultimately compromised the operation. The dip in December 2009 is the
famous thousand centrifuges that ISIS attributed to Stuxnet. The global out-
break was detected in summer 2010; it then took several months for Iran to
clean up the infection, after which efficiency improved.

Whatever the temporary effects of Stuxnet in centrifuge input, figure 5.4b
shows that the cumulative output of LEU continued to increase throughout
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Figure 5.4. IAEA data on Natanz centrifuge trends over time, showing (a) centrifuges installed
and enriching at the Natanz fuel enrichment plant, and (b) Iran’s steadily increasing cumulative
production of lightly enriched uranium (source: Institute of Science and International Security
[mislabeled years in the legend of figure 5.4b are typos in the original document])
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the Olympic Games campaign. According to IAEA inspection data, further-
more, the damaged centrifuges were removed from the least productive
cascades (no cascades in Module A28 and only some cascades in Module
A26 were fed with uranium hexafluoride gas), while the most productive
cascades do not seem to have been affected (all cascades in Module A24
were fed).!8 It is unknown whether this discrepancy was the result of delib-
erate targeting (to keep a low profile and improve discretion by targeting
only spares) or an artifact of Stuxnet’s random spreading (which missed the
most lucrative target in A24 altogether). The former would be consistent
with incentives for restraint, while the latter would be consistent with the
frictions of remote operations. Either way, the result was that Natanz con-
tinued to accumulate LEU at a steady rate.

By 2012 in figure 5.4a, the number of centrifuge installations has returned
to the pre-Stuxnet growth rate, plausibly due to Iran’s successful mitiga-
tion of Stuxnet. The number of actively fed centrifuges then reaches its
all-time high. By late 2013, Natanz has nearly quadrupled the number of
IR-1 centrifuges installed since Olympic Games began. Iran also installed
prototype cascades of more advanced centrifuges (IR-2/4/5/6) that
enriched at 20 percent, as well as a new underground FEP at Fordo."
Breakout estimates for the time needed for Iran to produce enough
weapon-grade uranium for a bomb plummeted from six months in 2009 to
nearly one month in 2013.1%0

Iran was closer to a bomb after Stuxnet than before it. Sabotage did not
slow or meaningfully disrupt Iranian enrichment. It is plausible that Stux-
net degraded long-term efficiency at Natanz by cutting into spare centri-
fuge supplies, raising error rates, and undermining the confidence of
Iranian engineers, but the discovery of Stuxnet may also have increased
Iranian resolve to further improve its latent nuclear capability. Stuxnet’s
direct effects as a sabotage operation cannot be considered successful except
ina very narrow, tactical, and temporary sense.

IRAN NEGOTIATES

Stuxnet’s indirect strategic effects, by contrast, may be more significant.
Stuxnet was compromised in summer 2010. Later that same year, the United
States opened a back channel to Iran. This eventually blossomed into the
open P5+1 process leading to the JCPOA in 2013. The relationship between
these events is murky.

US overtures to Iran predate the compromise of Stuxnet, and Iran had
other reasons to consider them. Diplomats in the US State Department had
been advocating for talking to Iran since 2008 and met with senior Iranian
officials in fall 2009.2 Obama had even sent a secret letter to Iranian
supreme leader Ayatollah Ali Khamenei in summer 2009, but this feeler

148



SABOTAGE

was eclipsed by Tehran’s crackdown on the Green Movement.'?? As the
IAEA reported increasing enrichment levels at Fordo and Natanz, the
United States ramped up economic sanctions throughout 2010. At the same
time, the sultan of Oman was helping to mediate negotiations to release
three American backpackers who had been detained by Iran under suspi-
cions of espionage. In late 2010, Obama envoys gave a message to the
Omani leader, to be conveyed to Khamenei, according to The New York
Times, that the “United States thought there was a chance for a peaceful
denouement to the nuclear standoff with Iran but was prepared to take mil-
itary action if Iran rejected diplomacy.”1%

Did the compromise of Stuxnet affect Obama'’s decision to send this mes-
sage? Did it improve the credibility of the message? Did it affect the Iranian
decision to respond positively to it? Without more detailed evidence, we
cannot answer these questions definitively. Yet the timing is intriguing. The
revelation of Stuxnet, which was widely suspected to be the work of US
intelligence, would have enabled Iran to draw several conclusions. First, the
United States was willing and able to penetrate one of Iran’s most secure
facilities. Second, the United States wanted to keep this penetration secret.
Together these implied that the United States was both serious about coun-
terproliferation and motivated to avoid escalation. Third, however, Iran
could now mitigate Stuxnet, thanks to the public cybersecurity response.
This took away this particular US covert option but not the demonstration
of US resolve. The United States could thus credibly offer, and Iran could
accept, secret talks to take the place of sabotage. While secret diplomacy had
several other causes in this case, it is plausible that Stuxnet helped it along.

The talks were kept secret from Israel, presumably to help Iran save face
and to avoid Israel acting as a spoiler. But Israeli SIGINT detected the talks
in mid-2012. Netanyahu responded with a defiant speech in September at
the UN General Assembly declaring a redline for Iranian enrichment past
the threshold required for a bomb. Israel used the threat of unilateral pre-
vention to encourage US counterproliferation efforts: “In the summer of
2012,” according to The New York Times, “ American spy satellites detected
clusters of Israeli aircraft making what seemed to be early preparations for
an attack.”!?* But Netanyahu was bluffing. As the diplomatic JCPOA pro-
cess took shape, the United States increasingly opposed military action. In
October, Netanyahu quietly canceled IDF planning for a preventive strike.
The United States also dialed back on cyber operations associated with
Nitro Zeus.'®

In June 2013, Iranians elected as president Hassan Rouhani, who was
more moderate than his predecessor, Mahmoud Ahmadinejad. In a historic
phone call in September, Obama and Rouhani agreed to reinvigorate P5+1
negotiations (i.e., the permanent members of the UNSC plus Germany) to
hold Natanz at 15,420 centrifuges. The plateau in figure 5.4a corresponds to
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the first open phone call between Obama and Rouhani in September 2013.
The diplomatic process culminated in the JCPOA in July 2015, followed in
October 2015 by the removal of 4,112 centrifuges, or four times as many as
are attributed to Stuxnet. The final drop in figure 5.4a corresponds to the
official adoption of the JCPOA in July 2015. Notably the JCPOA included a
clause committing the signatories to “cooperation through training and
workshops to strengthen Iran’s ability to protect against, and respond to
nuclear security threats, including sabotage,” which is suggestive of the
role played by Stuxnet in encouraging talks in the first place.1?

I will hazard four tentative conclusions about the political impact of
Olympic Games. First, as long as cyber sabotage was a viable option, Israel
was unable to secure US support for a strike, and Israel was also more will-
ing to put off preventive war. Second, Stuxnet might have accomplished
more had it remained both clandestine (hiding activity) and covert (hiding
agency), as its architects intended, but it came to a premature end. Third,
diplomacy ultimately had a more significant direct effect than covert action
in limiting the Iranian program. Fourth, covert action probably had an indi-
rect effect by buying time for diplomacy and making it more attractive to all
parties. Richard Maher similarly assesses, “While sabotage and covert
action may not have been the most important factors in Iran’s decision to
accept limits and restrictions on its nuclear program, they contributed to
the overall coercive approach the United States and other countries used
against Iran.”1?

CHRONIC COVERT CONFLICT

The reverberations of Stuxnet provide additional insight into the stabiliz-
ing role of secret statecraft. All three states continued to target each other
with cyber operations more or less continuously. Within the cyber domain,
this may be described as escalatory.'?® But for politics writ large, cyber oper-
ations appear to have been calibrated to avoid escalation.

Iranian cyber attacks on the United States and regional rivals intensified
noticeably throughout the 2010s, encouraged in part by the revelation of
Stuxnet.'? A hacktivist group calling itself “the cutting sword of justice”
claimed responsibility for a wiper attack (Shamoon) that disabled thirty
thousand computers at Saudi Aramco and displayed images of burning
American flags. Tehran denied responsibility, but there was much specula-
tion that Shamoon was retaliation for Stuxnet.!® If so, then it was a very
ambiguous and indirect signal, targeting Iran’s regional rival rather than
the United States. In his infamous “cyber Pearl Harbor” speech, US Secre-
tary of Defense Leon Panetta claimed that “the Shamoon virus was proba-
bly the most destructive attack that the private sector has seen to date.”
Panetta unsurprisingly did not mention Stuxnet, which was definitely more
destructive and more interesting to industry, but the subtext was
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unmistakable: “These attacks mark a significant escalation of the cyber
threat and they have renewed concerns about still more destructive sce-
narios that could unfold.”?3! In both Stuxnet and Shamoon, however, we
see important elements of restraint.

Also in 2012, a series of DDoS attacks, known collectively as Operation
Ababil, were attributed to Iran. Ababil hit dozens of commercial- and
financial-sector targets in the United States and Middle Eastern countries,
causing millions of dollars in lost revenue. I interpret Ababil, much like
Shamoon, as a face-saving protest. Both were public but unavowed Iranian
responses to a compromised but unavowed US attack. Escalation in the
cyber domain was calibrated to avoid cross-domain escalation.

US reactions to Iranian campaigns appear likewise calibrated to control
escalation. The Obama administration eventually blamed the Islamic Revo-
lutionary Guard Corps (IRGC) for Ababil, but it did not indict Iranian hack-
ers until after the JCPOA deal was completed. The 2016 indictment also
accused Iran of infiltrating the Bowman Avenue Dam ICS in Rye Brook,
New York. Iranian hackers were not able to cause any damage because the
dam was under repair and critical components were disconnected at the
time—foiled by friction.'? Iran conducted several violent attacks in 2019,
including attacks on oil freighters and cruise missile strikes on a Saudi
refinery. The United States opted against kinetic options and instead relied
on nonlethal cyber options to interfere with IRGC C2 and intelligence capa-
bility for several months.!3® According to The Washington Post, “President
Trump approved an offensive cyberstrike that disabled Iranian computer
systems used to plan attacks on oil tankers in the Persian Gulf, even as he
backed away from a conventional military attack in response to its down-
ing Thursday of an unmanned U.S. surveillance drone. . . . The operation
did not involve a loss of life or civilian casualties.”!3* This operation may be
interpreted as an accommodative signal to defuse a crisis.!*> The choice not
to do something is also informative: A capable actor who leaves options on
the shelf communicates that it does not care enough to send the very best.
Thus, the United States withheld high-end military options and engaged in
low-end hassling to respond to Iranian aggression without provoking fur-
ther reprisals.

This recessed pattern of chronic covert conflict preceded Stuxnet, and it is
likely to continue indefinitely. Traditional bombs and assassins still have
their place in this intelligence contest as well. Mossad agents thus cut their
way into safes in Tehran in 2018 to steal nuclear-related documents, which
Netanyahu hoped would persuade Trump to scuttle the nuclear deal.!®
Israel assassinated several nuclear scientists in Iran.!¥” Israel even employed
a semiautonomous sniper system to kill Iran’s head nuclear scientist in
2020.138 Mysterious explosions and blackouts continued to rock Natanz a
decade after Stuxnet.’ An Israel-linked hacktivist group, or a front for
Israeli intelligence, caused a serious fire at an Iranian steel factory in 2022;
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interestingly, the hackers waited until workers were absent to attack and
later posted online to advertise their discretion in sparing the innocent.'*

Secret statecraft—both cooperative and conflictive—has long been attrac-
tive in this triangle. Secrecy, obfuscation, and ambiguity have enabled the
United States, Israel, Iran, and other actors to address contradictory imper-
atives without risking too much in the process. This unholy trinity has tol-
erated chronic covert conflict as a way of pursuing power while avoiding
escalation. Tacit imperatives for mutual restraint dominate the pure logic of
security competition.

This is an uncomfortable situation. There is no guarantee that the pattern
of mutually acceptable chronic covert conflict will persist indefinitely.
Indeed, hostilities between Israel and Iran broke out into the open as Iran
launched massive (conventional) ballistic missile salvos in April and Octo-
ber 2024 in reprisal for an Israeli air strike on an Iranian embassy in Syria
and on Hezbollah leadership in Lebanon.'! But at least during the histori-
cal period in which Stuxnet was developed, deployed, and curtailed, the
interactions among the United States, Israel, and Iran hovered in the gray
zone between peace and war. Secret statecraft helped to keep things there.

The Limits of Cyber Warfare

I published an article in 2013 entitled “Stuxnet and the Limits of Cyber
Warfare.” It hit a chord with readers for challenging the conventional wis-
dom about cyberwar at the time. I argued that Stuxnet was the first and
only opportunity to empirically test the revolutionist thesis that cyberspace
“gives militarily weaker actors asymmetric advantages, that offense is
becoming easier while defense is growing harder, and that the attacker’s
anonymity undermines deterrence.” I found that “the empirical facts of
Stuxnet support an opposite interpretation; cyber capabilities can margin-
ally enhance the power of stronger over weaker actors, the complexity of
weaponization makes cyber offense less easy and defense more feasible
than generally appreciated, and cyber options are most attractive when
deterrence is intact.”!4?

The theory and practice of cyber conflict have moved on since 2013. In
retrospect, Stuxnet appears to be a precious operation tailored for a very
specific purpose in unique historical circumstances. Subsequent cyber cam-
paigns have revealed a boundless variety of other possibilities in cyber-
space. Military cyber units and intelligence agencies have also conducted
numerous computer network operations in combat zones. Their experience
of using cyber during actual wars has reshaped doctrinal ideas about cyber-
war, leading to new doctrines like “defend forward” that stress “persistent
engagement” and “agreed competition” beneath the threshold of armed
conflict.® And cyber scholarship has moved on from its early debates
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about cyberwar to analyses of the more moderate patterns of cyber conflict
that we observe in the wild.!* These developments may suggest that Stux-
net is of limited use for generalizing about cybersecurity.

The same trends, however, provide some support for the arguments that
I made in 2013. If Stuxnet was a rare event then, it appears even rarer today.
Stuxnet stands out as an outlier in patterns of cyber conflict. We have seen
only a handful of episodes of cyber-physical sabotage since, almost all of
them the work of capable nation-state spy services—overwhelmingly in the
United States, Israel, and Russia, with serious developments in China (dis-
cussed in chapter 7). The rarity of serious cyber-physical sabotage suggests
that there are still significant barriers to weaponizing high-end offensive
cyber operations. Indeed, the new evidence available since 2012 suggests
that Olympic Games was even more complicated than it appeared when
I wrote my article. The commercial threat-intelligence industry today is
also much more advanced, while the potential for friction in cyberspace is
greater than ever. A modern Stuxnet would have to be even more
sophisticated—and even luckier—to inflict useful targeted sabotage.

The big problem with my 2013 article, however, is its framing of Stuxnet
as a case of cyber warfare. I described Stuxnet as an “offensive fizzle”
because it did not slow down Iranian enrichment, but this was unfair. In
retrospect, counterproliferation was not Stuxnet’s sole or even its primary
strategic objective. As I have argued in this chapter, Olympic Games was an
instrument of alliance management. Its lackluster operational achieve-
ments and eventual failure even helped to set the conditions for a diplo-
matic deal that did limit Iranian enrichment. Stuxnet did not impose this
strategic outcome, but it did create a political opportunity that key actors
were willing and able to recognize. Explaining these complex events
requires close attention to a shifting mosaic of intentions and institutions
over an extended period.

The article also did not explain in any generalizable way how and why
Stuxnet had the political effects that it did. I audited the contemporary con-
ventional wisdom with a single historical case, testing and rejecting some
popular assumptions, but I did not replace them with a new story to explain
this and other cases. The theory of secret statecraft now provides a better
and more general explanation. The strategic system in this case was a com-
plicated three-body problem, and secret diplomacy provided a pressure-
release valve. Stuxnet thus provided influence without escalation. The
operational problem was complicated by institutional access barriers and
commercial counterintelligence risks, while the organizational solution was
complicated by coalition politics and security failures. The result of these
mixed conditions was a complex operation that achieved mixed results.
The performance of Stuxnet as sabotage was disappointing at the opera-
tional level, but it provided helpful support to secret diplomacy (conspir-
acy/subversion) at the strategic level. This provides a more satisfying
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interpretation of why Operation Olympic Games succeeded as long as it
did, and why the risks embodied in complexity finally caught up with it.

In 2013 I offered only a negative argument about what Stuxnet was not—
cyberwar. I did not provide a clear account of what it was—secret state-
craft. I did suggest that strong states have real advantages in engineering
cyber intrusions to work around their opponents” deterrence policies, and
I still think this is true. Yet the new interpretation helps to clarify why such
states may be motivated to work around deterrence in the first place, why
assurances to allies may complement coercive diplomacy, and why cyber-
space is generally more attractive for activities other than physical
destruction.

We now know that Stuxnet was not a discrete incident of cyber warfare
lasting only a year or two but rather a discreet episode in a twilight struggle
spanning decades. Stuxnet was not a prelude to war but an alternative to it.
Stuxnet was also not a policy failure but a minor contribution to a political
outcome that turned out better than many of the alternatives. Stuxnet was
neither a revolution in cyber warfare nor a failed revolution, but rather an
ongoing evolution in secret statecraft.

This chapter has thus expanded the temporal scope of the case by includ-
ing a number of other cyber operations besides Stuxnet. Some cases, such
as the electronic warfare component of Israel’s Operation Orchard or the
US Nitro Zeus plan, can accurately be described as cyber warfare. Many
others, such as Flame and Duqu, were clearly espionage. The same two
conditions of intelligence performance help to make sense of these other
operations as well, which improves confidence in the utility of the theory—
and the highly qualified utility of cyber sabotage.

The definitive history of Olympic Games has yet to be written. There is so
much unknown about the timing, extent, motivations, and effects of Stux-
net that anyone should be cautious in drawing any conclusions. Neverthe-
less, even though new revelations cannot be ruled out, the accumulating
evidence paints a remarkably consistent picture of mixed motives and
mixed implementations in a multipolar dance of secret statecraft.

We can never rule out the possibility of catastrophic cyberwar from a
purely technical perspective. But the theory of secret statecraft suggests
that cyberspace is more useful for other things. Stuxnet is a rare event that
teaches us much about its rarity. Institutional factors help to explain why
cyber-physical sabotage is rare in cyberspace, and they also help to explain
why subversive disinformation is more pervasive. A better exemplar of
modern secret statecraft in this respect is Russia’s disinformation campaign
to influence the 2016 US presidential election, the subject of the next
chapter.
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Subversion

The 2016 US Election and the Demand for Disinformation

Expert opinion remains divided on whether Russia tipped the scales in
the 2016 US presidential election, even though the basic facts of the case
are clear. Russia conducted a wide-ranging influence campaign through-
out 2016 that combined hacking, disinformation, and propaganda. Most
Russian messaging was aligned with the Republican campaign of Donald J.
Trump and against the Democratic campaign of Hillary R. Clinton. Clin-
ton, a former secretary of state and first lady, was widely favored to win
the election, and she did carry the popular vote on November 8, 2016. But
Trump, an eccentric business tycoon and television celebrity, won more
delegates in the peculiar institution of the Electoral College and thus won
the election. The US intelligence community later assessed that Russia
deliberately intervened in support of Trump and against Clinton.

The interpretation of these facts, however, is far less clear. Almost every-
one was surprised by the outcome of the election, probably even the Rus-
sians. Many jumped to the conclusion that Russia had tipped the scales of
the election. If it is true that Russian hackers and trolls really did help to
elect Trump, then they performed the most efficient regime change of all
time. In the words of Sunzi, “To take the enemy state whole is ideal.”* But
as every student of statistics knows, correlation is not causation. There
were so many confounding factors in this unusual campaign season that
we may never know for sure whether Russia swung the election. What is
more certain is that Russian meddling reverberated in US politics through
several years of controversial investigation and litigation. The legitimacy
of the Trump presidency became a lightning rod in an increasingly polar-
ized electorate.

Russian influence operations also transformed the public debate about
cybersecurity, which had been previously preoccupied with Stuxnet-style
cyberwar. This chapter pivots, accordingly, from sabotage to subversion,
or from hacking machines to hacking minds. Whereas Stuxnet attempted
to prevent the separation of uranium isotopes, Russia attempted to
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encourage the separation of American voters. As before, it is important to
examine not just the technologies of exploitation but also their institu-
tional context.

While it is easy to focus on the technical supply of disinformation, the
political demand for bullshit is often more important.? In 2016, US media
consumers were already buying what Russian trolls started selling.
Throughout the election season, the campaigns and partisan media were
already peddling similar content, and in far greater quantity. Some politi-
cal entrepreneurs continued to endorse Russian content even after the
public identification of its foreign source. Russian content was less a
source of persuasion than a resource for partisan mobilization. In the
counterfactual world in which Russia did not intervene in 2016, there
would still have been a lot of bullshit in US cyberspace. Indeed, platform
controls and counterintelligence operations limited Russian influence
after 2016, but homegrown subversion became an even bigger problem
after the 2020 election. The wellspring of disinformation was always the
US electorate itself.

This chapter uses the 2016 election to explore the role of cooperation in
subversion, or the demand for disinformation. It also showcases a different
configuration of intelligence performance conditions. The previous chapter,
on Stuxnet, examined a mixture of sophisticated clandestine organization
and disconnected vulnerable institutions, which increased operational
complexity and produced mixed results. This chapter examines the con-
verse combination of a noisy and dependent organization and highly
exposed institutions, which in this case increased the risk of Russia losing
control of its operation and becoming irrelevant to political outcomes.
Indeed, Russian subversion is neither necessary nor sufficient for explain-
ing the outcome of the election.

I proceed in five parts. I begin with an overview of the case and review
the concept of subversion. I next discuss Russian operations and assess
intelligence performance conditions. I then show how American political
polarization and local entrepreneurs boosted the Russian signal, willingly
and wittingly. Fourth, I review the inconclusive debate about the effects of
the Russian campaign. I conclude with some dilemmas of demand-driven
disinformation.

Significance of the Case

Russian election meddling in 2016 is the most investigated cyber cam-
paign of all time. Postmortem reports include two volumes from special
counsel Robert S. Mueller III and multiple volumes from the House and
Senate Intelligence Committees.®> Additional information has emerged
through public indictments from the Department of Justice, extensive
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investigative journalism, commercial threat-intelligence reporting, and
academic studies.* This chapter provides a new interpretive synthesis of
the evidence.

In the final weeks of Barack Obama’s presidency, on January 6, 2017, the
US intelligence community publicly accused Moscow of aiding the Trump
campaign. The director of national intelligence released a “declassified ver-
sion of a highly classified assessment” that had been “drafted and coordi-
nated among The Central Intelligence Agency (CIA), The Federal Bureau of
Investigation (FBI), and The National Security Agency (NSA).”®> Democrats
saw it as a damning account of unfair influence, while Republicans saw it
as a political smear job. Among its key judgments:

We assess Russian President Vladimir Putin ordered an influence campaign
in 2016 aimed at the US presidential election. Russia’s goals were to under-
mine public faith in the US democratic process, denigrate Secretary
Clinton, and harm her electability and potential presidency. We further
assess Putin and the Russian Government developed a clear preference for
President-elect Trump. We have high confidence in these judgments. . . .
Moscow’s influence campaign followed a Russian messaging strategy that
blends covert intelligence operations—such as cyber activity—with overt
efforts by Russian Government agencies, state-funded media, third-party
intermediaries, and paid social media users or “trolls.” Russia, like its
Soviet predecessor, has a history of conducting covert influence campaigns
focused on US presidential elections that have used intelligence officers
and agents and press placements to disparage candidates perceived as hostile
to the Kremlin.®

Four years later to the day, on January 6, 2021, the first Trump presi-
dency culminated in a violent riot at the US Capitol. Trump supporters
attempted to interrupt congressional certification of the election, and they
clashed with law enforcement officers, resulting in injuries and fatalities.
A Russian Federation Council member relished the moment: “The cele-
bration of democracy is over. America no longer forges that path, and
consequently has lost its right to define it. Much less force it on others.””
The day before the riot, coincidentally, the US government had blamed
Russia for the SolarWinds breach. Russia bookended Trump’s stormy first
term in office.

Trump was an unusual candidate and an even more unusual president.
In his first term, he sparked a nuclear crisis with North Korea, started a
trade war with China, suspended a nuclear deal with Iran, upended diplo-
matic relations with Europe, fomented an immigration crisis on the Mexi-
can border, mishandled the COVID-19 pandemic, and polarized the
American public. His administration was racked with scandal and criminal
indictments. Trump himself was impeached twice by the US House of Rep-
resentatives and was later indicted or convicted on multiple counts in
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various state and federal courts. Trump lost the election in 2020 to Joseph
Biden, an elder statesman who campaigned on a promise to restore nor-
malcy to the United States. Widespread dissatisfaction with Biden then
contributed to Trump’s election in 2024 to a second term, which began even
more dramatically than the first. Had Clinton been elected president
instead, it is reasonable to believe that US policy during a critical period,
and the trajectory of US leadership worldwide, would have been very dif-
ferent. If Russia deserves any credit for electing Trump, then a foreign cyber
campaign changed the course of history.

At the very least, Russia transformed the debate about cybersecurity.
Before 2016, technical cybersecurity and information operations (IO)
were usually treated separately, at least in Western countries.® Headlines
about cybersecurity focused on espionage campaigns and sabotage
threats. Security professionals focused on technical threats to the confi-
dentiality, integrity, and availability of computer systems. The civility,
veracity, and contagion of content were secondary concerns. This changed
dramatically in mid-2016. Disinformation in cyberspace suddenly
seemed like a greater threat to democracy than technical threats such as
Stuxnet.’ Stuxnet may have been a big deal in the cybersecurity commu-
nity, furthermore, but it was a rather minor episode in world politics.
Meddling in the 2016 US presidential election, by contrast, was far more
significant, and its implications longer lasting. The cyber-policy conver-
sation thus pivoted from technical intrusion to political disinformation,
or from bad bugs to bad ideas.

SUBVERSION AND LOCAL AGENCY

It may be helpful at this point to round up a few relevant insights devel-
oped throughout this book. In chapter 1, I described subversion as a form
of covert action that uses deception to alter beliefs and opinions. Sabotage
and subversion both work indirectly to weaken institutional strengths
from the inside, but sabotage targets capabilities while subversion targets
ideas. Subversion is more common than sabotage. Classic means of sub-
version include propaganda, disinformation, forgeries, smear campaigns,
vandalism, agitation, intimidation, and sponsorship. Many studies
emphasize the importance of local proxies—and the problems of monitor-
ing and enforcement they entail.'® Local conspirators, fellow travelers,
and receptive audiences may accept support from and amplify the mes-
sages of a foreign intelligence agency, but they actively pursue their own
interests as well.

Chapter 2 argued that dependency is a liability for intelligence perfor-
mance. An organization that depends on third parties for its capability
gives up some control. While outsourcing improves flexibility, it compli-
cates management and discretion. Agency problems within a clandestine
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organization are a boon for counterintelligence adversaries. The very fea-
ture that makes subversion more feasible—connectivity to a sympathetic
local audience—threatens to undermine the capacity and discretion of clan-
destine organization. Using this framework, I assess Russian intelligence
agencies as dependent and indiscreet, while the US media ecosystem was
connected and vulnerable. As we shall see, this combination produced per-
formance dynamics that Russia did not, and could not, control.

Chapter 3 explored the digital infrastructure of liberal hegemony. Open
networks dramatically improve connectivity for foreign threats. Freedom
of expression is both a democratic feature and a subversive vulnerability.
During the Cold War it was much easier for Soviet intelligence agencies to
access American audiences than vice versa. Western efforts such as Voice of
America and Radio Free Europe had to broadcast from the periphery, but
Soviet provocateurs could stir up local dissent and plant news stories.
At the same time, there was arguably more demand for Western informa-
tion behind the Iron Curtain than there was for Soviet propaganda in the
West. The Soviet Union thus relied on harsh internal counterintelligence to
patch its ideological vulnerabilities. Liberal cyberspace makes it even easier
for foreign actors to reach into open democracies (connectivity), but domes-
tic actors still shape the demand for content (vulnerability).

Chapter 4 described a remarkably successful case of subversion: the
Allied plan to mislead German commanders in World War II. Operation
Fortitude, the deception plan for the D-Day landings in June 1944, was
part of the larger Allied deception plan, Operation Bodyguard. These
efforts spared no expense to create believable disinformation for German
commanders and to control feedback from German intelligence. The Allies
cultivated an elaborate system of double agents (Double Cross), performed
SIGINT miracles at Bletchley Park, and orchestrated theatrical maneuvers
for German reconnaissance. Germany was highly motivated to oppose
the Allied landing, so it would have rejected Allied messaging if it had
understood its true provenance. But careful coordination and disciplined
discretion on the part of Allied deception planners preserved their fragile
connectivity to vulnerable audiences. The contrast with 2016 is stark. Rus-
sia generated a large volume of disinformation at relatively low cost, but
the campaign was compromised and attributed by the summer of 2016. By
the standards of Bodyguard, indiscreet Russian subversion should have
failed. Instead, as we shall see, US factions alternately embraced and
decried Russian content, which boosted the signal of Russian influence
operations. The big difference between these two cases is the degree of
cooperation with the target audience. There was an alignment of interests
between Russian subversives and American audiences that was entirely
missing between the Allies and the Axis. Axis audiences did unwittingly
cooperate with Allied deceivers, insofar as Bodyguard deliberately rein-
forced German biases, but it was imperative for the enemy to believe,
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mistakenly, that it was competing effectively with the Allies. The Ameri-
can audiences who cooperated unwittingly with Russian trolls, however,
kept on cooperating even after the Russian campaign was publicly revealed
and attributed.

Chapter 5 focused more on sabotage than subversion, but I argued that
an important US motivation for Stuxnet was secret diplomacy to dissuade
Israel from starting a preventive war. Israel also contributed important
intelligence capabilities to the secret coalition. Secret diplomacy is the con-
spiracy variant of subversion, whereby actors with common interests hide
their collusion from third parties. Olympic Games worked, to the extent
that it did, only because Israel was willing to go along with it. Subversive
collusion, which was hidden from Iran, enabled disruptive sabotage, which
targeted Iran.

The overarching theme of this review is that the interests of local agents
are a key factor in the performance of subversive campaigns. I will describe
the demand for disinformation as high when the political interests of the sub-
versive campaign and the target audience are openly aligned; demand is
low, by contrast, when interests are not aligned. Demand in this sense was
low in the case of Bodyguard but high in the cases of Olympic Games and
the 2016 election.

THE DEMAND FOR DISINFORMATION

When demand is low, disciplined deception is more important. When
interests are not aligned, suspicious or witting targets are more likely to
reject the fraud. Effective subversion thus depends on hiding the truth
about content, sourcing, or intent. When institutions are less vulnerable,
therefore, an organization must be more capable in order to subvert them.
Because enemy interests in 1944 were highly opposed, the London Control-
ling Section had to work very hard to dupe its targets. Bodyguard had to
carefully manage the supply of disinformation to control every contingency
and avoid compromising mistakes.

But when interests are aligned, then IO is more like commercial
marketing—openly promoting messages from an easily identifiable source
to shape consumer behavior. Subversive activities do not need to be care-
fully hidden when target audiences are openly willing to do more of the
work. Recall from the typology of strategies in chapter 1 that subversion
falls between sabotage and commerce on the spectrum of competitive inter-
ests (figure 1.2). Highly competitive subversion (such as Bodyguard) is
closer to sabotage, while more cooperative campaigns (such as the 2016
campaign) are closer to marketing.

In the business world, marketing professionals cultivate demand. But if
customers do not want what marketers are selling, then even the slickest
promotions will not lead to repeat purchases. Coca- Cola advertisements
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may encourage consumers to “have a Coke and a smile,” but those con-
sumers will not keep smiling if the soda is not sweet. This is why military
IO in counterinsurgencies so often falls flat: Messaging to support the
government against the guerrillas is not persuasive if local populations
are disillusioned with their government and afraid of the guerrillas.!
Whenever customer demand is strong, by contrast, even relatively mod-
est marketing can help customers learn where and how to make repeat
purchases.?

Popular accounts of digital disinformation tend to overlook demand.
The focus instead is on clever technical tricks, manipulated news feeds,
and the massive volume of fraudulent posts and reposts. The assumption
is that the technological supply of disinformation creates influence.!* With-
out a doubt, cyberspace makes it easy to supply disinformation at scale.
Accordingly, we observe a lot of fake news, deepfakes, trolling, doxing,
and astroturfing. Not only is there a lot of supply-side activity in cyber-
space, but it is also much easier to measure. Supply-side remedies, in turn,
include fact-checking, content moderation, and exhortations to think criti-
cally. But it is a logical leap to assume that the technological supply of
content translates directly into political influence at scale. Mass marketing
will simply fall flat with audiences who reject an unsavory product or its
exorbitant price.

This implies an empirical test. If the supply-side story is true, then limit-
ing technological supply should limit foreign influence and improve civil
discourse. If the demand-side story is true, however, then audiences will
react differently upon learning about subversion. When demand is low,
then the public compromise of a subversive campaign should limit its
spread. Alerted audiences will be inoculated against the technological sup-
ply of disinformation. But when demand is high, the revelation of subver-
sion should amplify its impact. The foreign supply of disinformation is less
relevant because opportunistic audiences will just find another source
when foreign supplies dry up.

Demand-driven disinformation encourages a pernicious pattern. The
truth of content becomes less relevant than who embraces or rejects it. Dis-
information becomes a loyalty test for polarized political factions. One
side accuses the other of being duped by foreign trolls, while the other side
reacts with indignation. The fervent repetition and rejection of bullshit, or
speech indifferent to truth, boosts its signal. Charismatic exaggeration and
doublespeak swamp civil discourse.!* One should not assume that all dis-
information is strictly untrue, insofar as selective truths can also be mobi-
lized for political effect. The essence of bullshit is not truth but performance.
The goal of demand-driven disinformation is competitive mobilization,
not rational deliberation. Political bullshit becomes more consequential,
ironically enough, once the bullshitter is exposed. This is exactly what
happened in 2016.
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Russian Supply

The Russian doctrine of “information confrontation” is a supply-side the-
ory. State agencies employ “active measures” to achieve “reflexive control”
over a target, encouraging voluntary behavior aligned with Russian goals.'>
While Russian agencies may believe this doctrine, one should not accept it
uncritically. Activity is not productivity. Detection of a Russian influence
campaign does not necessarily mean that Russia controls the campaign’s
targets, much less its operations.

The Russian IO campaign in 2016 mixed clandestine hacking, covert dis-
information, and overt propaganda. The RT news network, for example,
was deliberately overt, providing a platform for Western commentators on
both the left and the right to criticize the US government. One might even
argue that RT enhanced the ability of civil society to speak out against the
state, a right enshrined in the First Amendment to the US Constitution. The
overt media campaign illustrates an alignment of interests between Rus-
sian propagandists and some US audiences. The clandestine and covert ele-
ments, moreover, did not remain hidden for long.

CLANDESTINE ESPIONAGE

Russia had a mature platform for subversion, drawing on decades of
experience in active measures from the Soviet era. The Russian Federal
Security Service (FSB) and the Main Intelligence Directorate of the General
Staff (GRU) adapted classic espionage and subversion techniques to cyber-
space. They used technical exploits and social engineering to hack into the
networks of the Democratic National Committee (DNC), the Democratic
Congressional Campaign Committee (DCCC), and some Republican orga-
nizations as well.'®

To take one notorious example, Clinton’s campaign manager, John Pod-
esta, received a phishing email that appeared to be from Google.'” Podesta
was suspicious and checked with an IT manager, who mistakenly replied,
“This is a legitimate email. John needs to change his password immedi-
ately.”'® Podesta then clicked the link in the email and inputted his pass-
word. The GRU could then use his credentials to exfiltrate data and install
malware. Russian hacking teams similarly targeted hundreds of email
accounts and thereby gained access to hundreds of thousands of internal
documents.

Dmitri Alperovitch with the cybersecurity firm CrowdStrike assessed,
“Their tradecraft is superb, operational security second to none.”* Russian
hackers used native Windows tools wherever possible to avoid detection,
performed lots of security checks, regularly swapped out tools to reduce
their signature, and anonymously registered their command-and-control
(C2) domains in advance using Bitcoin payments. But the FSB and GRU did
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not integrate their efforts. Russian spy services are notoriously rivalrous.?
While each agency exercised some discretion, the lack of coordination
between Russian agencies upset the delicate balance between administra-
tion and adaptation on which clandestine proficiency depends. Flaws in
organizational capacity made errors in discretion more likely.

The hacking operation was almost compromised in September 2015,
when an FBI agent notified the DNC that it had been hacked by “the Dukes”
(a.k.a. the FSB).?! The FBI received a tip from Dutch intelligence agencies
that were able to observe Russian hackers in real time.?> The DNC did not
act on this tip because a part-time tech at the DNC mistakenly believed that
the FBI calls were a prank. But on April 29, 2016, the DNC IT team finally
received clear evidence of a breach and initiated an incident response. The
DNC called in CrowdStrike, which collected intelligence on the breach
throughout May. Malware tools and other forensic signatures almost imme-
diately provided convincing evidence for CrowdStrike that it was looking
not only at a Russian operation but at multiple FSB and GRU intrusions.
CrowdStrike worked with the DNC to roll back the intrusions and deny
access to Russian hackers, completing its remediation on June 13. Crowd-
Strike and the DNC publicized the intrusion the next day.®

The US government had received early intelligence that Russia was inter-
vening to help Trump and harm Clinton. But Obama was reticent to act
publicly, lest he be accused of trying to aid his own party in the election.
His desire to maintain an air of executive impartiality translated into tacit
toleration of Russian interference—a form of vulnerability that Russia
exploited. As summarized by the Senate Intelligence Committee,

the administration was constrained in its response to Russian meddling by
(1) the heavily politicized environment; (2) the concern that public warn-
ings would themselves undermine public confidence in the election,
thereby inadvertently helping the Russian effort; (3) the unknown extent
to which the Russians could target and manipulate election systems;
(4) the delay in definitive attribution of some efforts to Russia; (5) the time
and resources required to compose policy options prior to execution; and
(6) challenges in how to address WikiLeaks. These constraints affected the
response options available, as well as the timing and sequencing of their
implementation.?*

COVERT INFLUENCE

Public attribution of the operation to Russia ended its hacking phase.
The next phase of the operation—doxing stolen data—was not as sensitive.
In the covert leaking phase, which continued throughout the rest of the
campaign, the Russians released documents through web fronts such as
DCLeaks and WikiLeaks and the online persona Guccifer 2.0.% The revela-
tion of infighting within the Democratic Party, including disparaging
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comments about progressive candidate Senator Bernie Sanders, prompted
the resignation of DNC chair Debbie Wasserman Schultz.

The United States had some advance warning, but there was not much
the DNC could have done. In May 2016, according to press reporting, US
intelligence intercepted a Russian officer bragging that the GRU “was get-
ting ready to pay Clinton back for what President Vladimir Putin believed
was an influence operation she had run against him five years earlier as
Secretary of State. The GRU, he said, was going to cause chaos in the
upcoming U.S. election.”?® But the Russians had already copied hundreds
of thousands of sensitive documents during the clandestine hacking phase.
There was no way for the victims to get these data back after the compro-
mise. While knowledge of sensitive sources and methods may undermine
the use of the same tradecraft in the future, it does not preclude the use of
anything taken or affected prior to compromise.

The DNC and CrowdStrike publicized the Russian intrusion on June 14,
2016, and the GRU countered the next day with the Guccifer 2.0 persona,
who posted DNC documents on a WordPress blog and claimed to be a lone
Romanian hacker. Cybersecurity antibodies massed, and Guccifer 2.0 was
quickly and convincingly identified as a Russian cover.” From that point
forward, public evidence began to accumulate of Russian involvement,
and Russian fronts continued to dump documents. The ShadowBrokers
hacking group—widely believed to be a Russian front—dropped its first
batch of NSA tools on August 15.28 Plausible deniability became increas-
ingly implausible.

The Internet Research Agency (IRA) “troll farm” in St. Petersburg had
been featured in The New York Times in June 2015.% Its social media content
was barely covert; its messaging covered the waterfront. To encourage
audiences on the right, Russian trolls posted social media content with
evangelical, xenophobic, and security themes. To discourage audiences on
the left, Russian trolls highlighted government racism, police brutality, and
the marginalization of progressive voices such as Jill Stein and Bernie Sand-
ers.*® IRA ad buys on Facebook were crafted to exacerbate existing fears
and exploit local events such as the Black Lives Matter protests.’! Russian
astroturfing—the simulation of grassroots organization—created online
interest groups and in some cases encouraged people to turn out for small
demonstrations. Figure 6.1 shows a few examples.

Kathleen Hall Jamieson points out that Russian themes aligned well with
the Trump campaign’s strategic needs.*> Agenda setting and framing prime
what voters think about. Messaging can be reinforced contagiously through
interpersonal networks. It works best when it targets susceptible audiences,
so long as opposing messaging campaigns do not cancel each other out.
According to Jamieson, Russian trolls were thus able to “(1) engage in suffi-
ciently widespread messaging; (2) focus on issues compatible with Trump’s
strategic needs; (3) address constituencies he had to mobilize and
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Figure 6.1. Examples of Russian content on Facebook (source: US House of Representatives)

demobilize; (4) employ persuasive content that was amplified in swing states,
was visually evocative, and whose power was magnified by sharing, liking,
and commenting; and (5) target their appeals well.”3® Jamieson argues in
effect that Russia influenced the election by doing the sorts of things that
have been shown to be persuasive in other elections. A key enabler of this
strategy was the openness of the US information environment.

OUT OF CONTROL

The first condition of intelligence performance was easily met. The
United States” vulnerable institutions were highly exposed in 2016. The
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Russians had abundant connectivity to American audiences. Open net-
works and liberal norms made it very easy for Russian hackers, bots, and
trolls to access millions of US media consumers in 2016. Digital platforms
like Facebook were open by design, with liberal posting policies and lim-
ited content moderation.** News media outlets could publish almost any-
thing. The permissive connectivity and exposed vulnerability of the US
media ecosystem in 2016 created a golden opportunity for Russian decep-
tion specialists.

The second condition was not met, however. Russian clandestine organi-
zation was both dependent on US audiences and proxies, and it was quite
indiscreet. Open networks provided Russian access to the American elector-
ate, but they also created exposure to commercial and government counterin-
telligence actors. The broad scope of Russian activity produced abundant
clues about attribution and activity that could be accessed and assessed by
US agencies, journalists, cybersecurity firms, and individual citizens.

The theory of intelligence performance predicts a loss of operational con-
trol under these circumstances, which is what happened. Thomas Rid quips
that Russian active measures were “more active than ever but less mea-
sured.”® Russia depended on open platforms and countless actors who
could not be controlled directly. Its indiscreet operations created a large sig-
nature that undermined plausible deniability. Investigations and recrimina-
tions reverberated for years.

The theory is ambiguous about what operational loss of control means
for political outcomes. In low-demand situations, where deception is essen-
tial for influencing targets that do not want to be influenced, loss of control
makes it more likely that a subversive campaign will fail. But in high-
demand situations, where target interests are aligned, loss of control may
not undermine, and may even promote, political outcomes that are desir-
able for both parties.

By the same token, a subversive campaign may be irrelevant to the politi-
cal result. Russian content simply reflected beliefs that many Americans
already held, and would continue to hold, because it was socially useful to
hold those beliefs. Indeed, it may be more accurate to say that Russian con-
tent reflected rather than caused the predispositions of target audiences.
This would imply that Russian marketing promotions were neither neces-
sary nor sufficient for “repeat purchase” decisions by US audiences to
endorse, forward, or act on problematic content.

US Demand

The litmus test for supply-driven subversion is that audiences should reject
deceptive content after learning about its true nature. Deception disclosed
is deception defeated. To interpret Russian intervention in 2016 as a clever
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form of deception, therefore, we would need to observe unwitting receptiv-
ity to Russian influence. Targets exposed to Russian content should end up
believing something they would not otherwise believe, and they should be
chagrined about learning they have been duped.

No doubt, many Americans did not realize they were viewing and for-
warding Russian content when they were first exposed to it. The audiences
most receptive to Russian content, however, were not really fooled into
believing anything. The most sympathetic segments of the US electorate—
concentrated on the right end of the political spectrum—were already gen-
erating and forwarding similar content themselves. The revelation of
Russian provenance, by and large, did not reduce its attractiveness; on the
contrary, political entrepreneurs made the most of it.

POLITICAL POLARIZATION

The US electorate was highly polarized in 2016. The US marketplace of
ideas, as Trevor Thrall points out, has long tended to divide itself into
“countervailing factions based on competing sets of values and competing
frames of the issues at hand.”3¢ US cyberspace, Thrall and Andrew Arm-
strong note elsewhere, is “expansive, noisy, full of propaganda and misin-
formation of domestic origins, and slow to correct itself at the best of
times.”%” 2016 was not the best of times.

Yochai Benkler, Robert Faris, and Hal Roberts document a pronounced
bimodal distribution of ideological bias in the US media ecosystem.
They find a normal distribution of left-leaning and centrist sources (indic-
ative of diverse viewpoints that balance each other) and a highly skewed
distribution at the rightmost extreme (indicative of more homogenous
views that amplify the signal). They argue that this is the product of a
perfect storm of media deregulation, broadband connectivity, and the rise
of partisan media outlets like Fox News prior to 2016. The upshot is that
conservative media “outlets offered an ideological coordination point, a
cathartic experience of shared anger, and a platform for disciplining polit-
ical elites who did not hew to the pure message produced by these new
right-wing media.”* In this environment, Russian-sourced material
became politically useful for fully informed right-wing media consumers:
“There is a part of the American media ecosystem for which knowing that
the origin of a story is Russia is no reason to ignore it, as long as it aligns
with the tribal narrative they are pushing. Willing embrace of divisive
Russian propaganda, not innocent error because of Twitter and Facebook
manipulation, is the core challenge.”*

I argue that political polarization was the root cause of the strong demand
for disinformation. The Russians did not create this demand; American
demand for bullshit predated Russian meddling. The same US audiences that
Russia targeted were already wittingly repeating falsehoods to demonstrate
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factional loyalty. When disinformation is obvious or unsubtle, it provides a
solution to an important political problem: separating friend from foe.

If everyone you meet is potentially a member of the opposing political
faction, how can you recruit like-minded people to form a political move-
ment? One possibility is to look for people who are willing to repeat obvi-
ous disinformation and conspiracy theories. Those who repeat and repost
obvious lies will identify themselves as fellow travelers, while those who
reject and ridicule the lies identify themselves as political opponents. The
performative repetition and rejection of dubious information thus enhances
solidarity and aids mobilization, for both sides. Fact-checking and ostra-
cization by liberal outgroups, in turn, encourage conservative ingroups to
keep repeating falsehoods.*!

This dynamic is similar to Thomas Schelling’s famous “tipping point”
in a racially polarized neighborhood.*> When there is nothing as obvious
as race to discriminate ingroups from outgroups, factions need another
way to distinguish like-minded allies from rivals they view as dangerous
or defective. Disinformation provides this signal. The repetition of disin-
formation becomes a loyalty test to identify fellow travelers. Attempts to
debunk disinformation then raise the credibility of the signal for screen-
ing friend from foe. The actual source or content matters less than the
willingness of partisans to repeat and reject it. Indeed, more outrageous
bullshit makes for a better loyalty test, since only the truly committed will
repeat it.

This sorting mechanism should not be conflated with the “echo cham-
ber” or “filter bubble” theory of social media. Filter bubbles are a story of
gullible tragedy rather than willful conspiracy. There is weak empirical
support for the idea that people self-isolate in filter bubbles. What often
happens instead is that intensive exposure to communities in conflict
heightens the polarization of identities by encouraging people to take sides
and reproduce affiliative performances. Factional sorting is driven by inter-
action across groups rather than isolation within them.*

Factional sorting in a polarized society explains the high demand for dis-
information in 2016. It also explains why disinformation persisted after the
disinformation campaign was attributed to Russia. Instead of assuming
that Russian interference caused American beliefs, it may be more reason-
able to see US polarization co-opting the Russian campaign. Americans
exercised agency in the events of 2016, and Americans deserve the credit—
or blame—for their outcome.

“I LOVE WIKILEAKS”

Sure enough, the revelation of Russian meddling became yet another
lightning rod in an increasingly polarized electorate. Reactions to the pub-
lic attribution of the disinformation campaign to Russia split cleanly along
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partisan lines. Democrats were more likely to condemn revelations of Rus-
sian intervention, while Republicans were more likely to deflect attention
or make use of Russian-sourced content.* Attitudes toward Russian
content became a useful marker of partisan loyalty.

To use a poker metaphor, public revelation of the disinformation
campaign called the Russians’ bluff, but American players remained in the
game. Even after all the cards were on the table, they continued to raise the
stakes. This suggests that they were playing a different game.

Indeed, Trump’s promotion of Russian material went into overdrive. In a
July 2016 news conference, he encouraged Russia to keep looking for more
of Clinton’s emails: “Russia, if you're listening, I hope you're able to find
the 30,000 emails that are missing. . . . I think you will probably be rewarded
mightily by our press.”#

On October 7, 2016, after extensive media reporting on Russia’s role, the
US director of national intelligence and the Department of Homeland Secu-
rity issued a joint statement: “The U.S. Intelligence Community (USIC) is
confident that the Russian Government directed the recent compromises of
e-mails from US persons and institutions, including from US political orga-
nizations. The recent disclosures of alleged hacked e-mails on sites like
DCLeaks.com and WikiLeaks and by the Guccifer 2.0 online persona are
consistent with the methods and motivations of Russian-directed efforts.”4¢
Yet Trump praised WikiLeaks material throughout the final month of the
campaign in numerous rallies and tweets: “I love WikiLeaks,” “This
WikiLeaks is like a treasure trove,” and so on.*”

According to a lengthy investigation by the US Senate Select Committee
on Intelligence, “The Trump Campaign publicly undermined the attribu-
tion of the hack-and-leak campaign to Russia and was indifferent to
whether it and WikiLeaks were furthering a Russian election interference
effort.”* The Trump campaign alternately deflected charges of Russian
interference and embraced the publicity that the interference generated.
A question about “the cyber” came up in the first debate with Clinton,
and Trump provided a classic answer:

I don’t think anybody knows it was Russia that broke into the DNC. She’s
saying Russia, Russia, Russia, but I don’t—maybe it was. I mean, it could be
Russia, but it could also be China. It could also be lots of other people. It also
could be somebody sitting on their bed that weighs 400 pounds, okay? You
don’t know who broke in to DNC. But what did we learn with DNC? We
learned that Bernie Sanders was taken advantage of by your people, by
Debbie Wasserman Schultz. Look what happened to her. But Bernie Sanders
was taken advantage of. That’s what we learned. Now, whether that was
Russia, whether that was China, whether it was another country, we don’t
know, because the truth is, under President Obama we’ve lost control of
things that we used to have control over. We came in with the Internet, we
came up with the Internet, and I think Secretary Clinton and myself would

169


http:DCLeaks.com

SECRET STATECRAFT IN PRACTICE

agree very much, when you look at what ISIS is doing with the Internet,
they’re beating us at our own game. ISIS. So we have to get very, very tough
on cyber and cyber warfare. It is—it is a huge problem. I have a son. He’s
10 years old. He has computers. He is so good with these computers, it’s
unbelievable. The security aspect of cyber is very, very tough. And maybe
it’s hardly doable.*

Russia could not have asked for a better spokesman. Trump supporters
and media boosters took his cues and boosted the signal. Russian meddling
just provided them with another opportunity among many to highlight the
deficiencies of the Democrats.

Putin, meanwhile, deflected attention away from Russian sourcing and
toward incendiary content. As he said in an interview with Bloomberg
News, “It doesn’t really matter who hacked this data from Mrs. Clinton’s
campaign headquarters. . .. The important thing is the content was given to
the public.”?° Putin cynically pretended to be improving political discourse
in the United States by offering alternative perspectives to competing polit-
ical factions. He thus highlighted a harmony of interests between Russian
active measures and the US electorate, or parts of it.

The Mueller report and congressional investigations documented exten-
sive collusion between Russian operatives, Russian operations, and the
Trump campaign. To borrow a phrase from the ancient Sunzi, Trump
became “the operative to be treated with particular generosity.”>! This is
not to imply that Trump was some sort of Manchurian candidate controlled
by Russian spymasters, as if any case officer could control so mercurial a
personality.5? Rather, Trump was an opportunistic narcissist whose political
instincts aligned conveniently with Russian goals. The “Additional Views
of Democratic Senators” section of the Senate committee’s report (in the
volume titled “Counterintelligence Threats and Vulnerabilities”) alleged
extensive collusion:

The Committee’s bipartisan Report unambiguously shows that members of
the Trump Campaign cooperated with Russian efforts to get Trump elected.
It recounts efforts by Trump and his team to obtain dirt on their opponent
from operatives acting on behalf of the Russian government. It reveals the
extraordinary lengths by which Trump and his associates actively sought to
enable the Russian interference operation by amplifying its electoral impact
and rewarding its perpetrators—even after being warned of its Russian ori-
gins. And it presents, for the first time, concerning evidence that the head of
the Trump Campaign was directly connected to the Russian meddling
through his communications with an individual found to be a Russian intel-
ligence officer.

Any claim that Russian active measures elected Trump, therefore, must
come to grips with the active measures conducted by the Trump
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campaign itself, and by its activist base. Russia was an opportunistic
source of disinformation in 2016 that political entrepreneurs knowingly
amplified to mobilize partisan support. Had Russia refrained from inter-
vening, American bullshit artists would not have run out of material. But
because Russia did intervene, political entrepreneurs like Trump could
take advantage of it.

“STOP THE STEAL”

Events after 2016 cast some additional light on the existence of a local
demand for disinformation and its contribution to factional sorting. Dur-
ing the US-Russia summit in Helsinki in 2018, for example, Trump
endorsed Putin’s denial of Russian meddling over the clear assessment of
Trump’s own intelligence agencies: “My people came to me—/[Director of
National Intelligence] Dan Coats came to me and some others—they said
they think it’s Russia. I have President Putin; he just said it’s not Russia.
I will say this: I don’t see any reason why it would be, but I really do want
to see the server.”

In one breath, Trump cast doubt on Russian culpability and deflected
attention to an old scandal involving his defeated rival, Hillary Clinton. He
was communicating as much as dissembling. The messages to the media
and to his supporters were: Don’t talk about this, talk about that; Russia is
not the adversary, but the Democrats are. This messaging was all the starker
because there was not really any doubt among any of the parties in the
room—Trump, Putin, and press—that Russia meddled in 2016.

After the experience of 2016, US government agencies and social media
platforms implemented countermeasures to protect elections from foreign
meddling.® This included content moderation and active counterintelli-
gence operations. The United States’ vulnerable institutions became slightly
less vulnerable in this regard. Accordingly, Russian influence was a non-
story during the 2018 midterms and 2020 presidential election.® This
looked like a success story for the new US doctrine of defending forward in
cyberspace. As the commander of US Cyber Command, General Paul
Nakasone, testified, “Our efforts in defense of the 2018 elections taught us
the value of persistent engagement to contest adversary campaigns, the
power of enabling partners, and the ability to impose costs.”>” Coordina-
tion to counter “foreign malign influence threats” across the whole US gov-
ernment was even more robust by 2024.%

These countermeasures provide a test of the demand-driven disinfor-
mation hypothesis. If disinformation in 2016 was driven by foreign sup-
ply rather than domestic demand, then US cyberspace should have
become a bit more “truthy” after curtailing the Russian supply. If digital
deception from Russia was the primary source of disinformation, then
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limiting Russian access to American audiences should have limited
harmful disinformation in subsequent elections. But this is obviously not
what happened.

Fake news and alternative facts continued to flourish in US cyberspace.
Laudable efforts to curtail Russian interference did little to stem the flood of
homegrown disinformation. The endogenous sorting mechanism gathered
steam throughout Trump’s term, with little input from Russia. The Repub-
lican and Democratic Parties continued to align around identity politics
more than other issues. I interpret this as evidence that Russian interven-
tion was always more of a symptom than a cause of the underlying fac-
tional sorting that boosted US demand for disinformation.

Factional sorting went into overdrive during the first Trump term, and
it contributed to his winning a second term as well. A study by John Sides,
Chris Tausanovitch, and Lynn Vavreck, drawing on a comprehensive bat-
tery of opinion polls, found that US politics in 2020 became “calcified.”
This means that “policies where Democrats and Republicans might find
some common ground were not as important as those where they strongly
disagreed. . . . [T]he farther apart Democrats and Republicans were, the
more important the issue was to Americans overall.”® Calcification was
resistant to shocks that might have been expected to produce common
ground, such as the COVID-19 pandemic, the economic crisis in its wake,
and a significant racial justice movement. Disinformation did not cause
the underlying preferences that drive polarization, but the selective rep-
etition of disinformation by party leaders and their constituents (together
with efforts from the other side to publicly counter it), according to Sides,
Tausanovitch, and Vavreck, simplified the “ability to perceive those dif-
ferences.” Calcification was reinforced by “clear differences between
what the Democratic and Republican parties stand for” and by “voters’
increasing ability to perceive those differences and to know which side
they prefer.”®0

Trump lost the November 2020 election to Biden, but he did not clearly
and unequivocally concede defeat. His supporters then embraced his
suggestion that the election had been stolen. These allegations were con-
vincingly refuted by many investigations and official hearings, but the
“big lie” continued to be repeated by conservative media personalities
and Republican politicians.®® The “stop the steal” movement breached
the Capitol in a violent riot on January 6, 2021, and roiled US politics for
years afterward.

Any controversy over politicized truths can amplify a separative signal.
Thus, well after the 2020 election, “stop the steal” became a rallying cry
for the American right. As more evidence accumulated that nothing was
stolen at all, “stop the steal” became an even better litmus test for political
loyalty. By 2024, as Trump faced multiple criminal indictments in state
and federal courts, large swaths of the Republican electorate had
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rewritten the narrative of the 2020 election. Questioning the election and
exonerating the rioters became a staple of Republican rallies, while Dem-
ocrats used the same events to mobilize opposition to Trump. One of
Trump’s first acts upon returning to the White House in 2025 was to par-
don 1,500 rioters whom he described as “patriots” attending a “day of
love.”®2 Russia was irrelevant in this denouement. The Trump phenome-
non had emerged from underlying conditions in the US body politic, not
from some foreign contagion.

Marginal Effects

Scholars do not lack information about disinformation, but teasing out its
effects is challenging.®® Multiple studies find evidence that exposure to
Russian-sourced content had a short-term effect on online behavior such as
forwarding or retweeting, mainly by users with a prior ideological predis-
position toward the content.®* But this suggests that influence can run in the
other direction too: Russian active measures may be an epiphenomenal
reflection of the preexisting beliefs and behaviors of the target audience.
Indeed, Russian Facebook ads that appealed to racialized fear lagged the
appearance of Black Lives Matter protests in 2016, which suggests that Rus-
sia acted opportunistically to take advantage of preexisting divisions in US
society that Russia did not create.®®

Disinformation apparently spreads faster through cyberspace than the
truth does.®® But multiple mechanisms can explain this. One possibility is
that gullible people are readily duped into unwittingly spreading emotion-
ally salient content. The alternative developed here is that some audiences
wittingly believe that emotionally salient bullshit will get more attention.
Supply-side mechanisms emphasize the agency of deception specialists
and their high-tech tools, while demand-side mechanisms emphasize the
agency of the information audiences.

Most elections are overdetermined: Economics, identity, campaigning,
and policy may point in the same direction. The determinants of public
attitudes and mobilization patterns are many and varied, and it is possi-
ble that disinformation could have affected a few of them. The 2016 elec-
tion had more than its share of confounding factors, or alternative
explanations that may be more compelling than Russian intervention.®”
Social scientists will probably keep debating the impact of Russian med-
dling for years to come.

Many experts view the Russian campaign as totally unnecessary for
explaining the election. Other factors seem both significant and sufficient
for explaining Trump’s victory. John Sides, Michael Tesler, and Lynn
Vavreck point to the rising salience of identity politics in Democratic and
Republican coalitions between 2012 and 2016. Preference changes were
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activated by candidates’ choices to focus on diversity (racial, ethnic, gender,
religious, ideological) as either a national asset (Clinton) or a mortal threat
(Trump).%® Economic anxiety among Republican voters was high, even
though the economy was performing well during Obama’s presidency.
Republican perceptions were refracted through racialized perceptions of
immigration and globalization.®

Nate Silver stresses that Trump enjoyed a demographic advantage among
white voters without college degrees in swing states, amid a socioeconomic
climate that was generally favorable to a Republican challenger, while lib-
eral media bias contributed to exaggerated expectations of a Clinton vic-
tory.”® Silver is agnostic about the effect of a relatively small amount of
Russian content in the face of so many confounding factors.” Changing
socioeconomic context is sufficient for explaining US politics, while Rus-
sian meddling was a small rock thrown into a churning sea.

It is easy to overstate the salience of Russian disinformation by ignoring
similar content from other sources. The Russian IRA allegedly had a
monthly budget of $1.25 million.”? Russia may have purchased only
$100,000 worth of ads on Facebook.” Some might say this represents influ-
ence at a bargain. But the national campaigns spent orders of magnitude
more than Russia did. The Trump campaign spent $546 million and gener-
ated a lot of similar content.”* Campaign finance figures do not begin to
account for similar content generated by partisan media outlets, political
action committees (PACs), nongovernmental organizations, commercial
firms, and affiliative movements.

Russian content was thus a small drop in an overflowing bucket. At best
its effects were extremely indirect and more likely irrelevant.”” A study of
Russian disinformation on Twitter in 2016 found “no evidence of a mean-
ingful relationship between exposure to the Russian foreign influence
campaign and changes in attitudes, polarization, or voting behavior,” in
part because exposures were concentrated on a tiny fraction of Twitter
users who were exposed to a large volume of similar content from other
sources.”®

A key assumption of supply-side accounts is that messaging matters. But
if political advertising by itself were decisive, Clinton should have blown
Trump out of the water. She spent twice as much ($955 million) and main-
tained an advantage in ad airings throughout the campaign.”” A study of
campaign advertising by Joshua Kalla and David Broockman finds, how-
ever, that “the best estimate of the effects of campaign contact and advertis-
ing on Americans’ candidates choices in general elections is zero.””®
If political advertising is so ineffective in general, why should we expect
a tiny amount of Russian content to tip the scales? Once again, intelligence
operations do not necessarily produce strategic effects.

Campaign antics ultimately spoke louder than all the political advertis-
ing of 2016. Both candidates created their own controversies, from
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Clinton’s description of Trump supporters as “a basket of deplorables” to
Trump’s misogynistic comments on an Access Hollywood tape. These self-
inflicted wounds generated more furor than any Russian data dump.
Trump in particular generated colorful news coverage throughout the elec-
tion season, which provided lots of free publicity.”” It would have been a
chaotic media circus even without any Russian meddling at all.

Strategic disinformation may have moved the needle in a few instances.
WikiLeaks released its second major tranche of documents on the same day
as the Access Hollywood scandal broke, and this was quickly followed by a
US government statement on Russian interference. This gave Republicans
more evidence of Clinton malfeasance and Democrats more evidence of
Russian influence, which blunted the negative effect of Access Hollywood on
Trump. Conversely, the effects of the first WikiLeaks tranche in July were
dwarfed by the DNC convention bump for Clinton.®” No one media event
was decisive, and their effects often canceled each other out.

The most likely candidate for a point event affecting the election is FBI
Director James Comey’s announcement on October 28 that the FBI was
reopening the investigation into Clinton’s misuse of a personal email server
while serving as Obama’s secretary of state. This announcement resulted in
a drop in Clinton’s lead in the polls from 4.5 to 1.7 percentage points
between October 28 and November 4.8! Kathleen Jamieson argues that
Comey’s decision was indirectly influenced by the Russian leak of emails
about the FBI investigation, which influenced Comey to speak publicly
about the case in July, which in turn influenced his decision to go public
again in October.®? This would be a very indirect effect indeed, not to men-
tion utterly unforeseeable by any disinformation planner.

Jamieson presents perhaps the strongest possible case for Russian effec-
tiveness.®® Her major premise is that a large body of empirical scholarship
on political communication has demonstrated that emotions and psychol-
ogy shape voting behavior. Her minor premise is that there was a strong fit
between Russian messaging and these general conditions. Ergo, Russian
influence is likely. This argument is plausible based on what we know
about political messaging. Jamieson concludes that “Kremlin-tied interven-
tions functioned in each of these areas in ways that in past elections have
produced discernible effects, many of them larger than the one required to
alter the 2016 outcome.”*

Dov Levin offers a different perspective on plausibility.*> Based on a data-
set of 117 electoral interventions between 1946 and 2000 by the United
States and the Soviet Union/Russia, Levin finds “that electoral interven-
tions, with some exceptions, seem to be an effective foreign policy tool ben-
efitting those they are designed to help [. . . but] overt interventions are
significantly more effective than covert interventions.”% His statistical
model estimates that Russian intervention accounted for 2 percent of
the national vote count and that, but for that intervention, Clinton would
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have won key battleground states in the Electoral College.?” Levin empha-
sizes that “electoral interventions are ‘inside jobs,” occurring only if a sig-
nificant domestic actor within the target wants, or is willing, to be aided in
this manner by a great power.”% The Trump campaign provided “inside”
assistance, consistent with the demand-side model.

It is extremely difficult, and perhaps impossible, to rule out the signifi-
cance of Russian intervention for the outcome of the election as a point of
historical fact. The effects are too indirect, there are too many confound-
ing factors, the data are too noisy, and there is no representative control
sample that was not exposed to Russian-sourced content. Interpretations
thus depend on assumptions. Every interpretation reviewed above
depends on theoretical assumptions that go beyond the facts of the case—
assumptions about, for instance, the mechanisms of media influence,
democratic voter behavior, or great-power intervention. At best, Russia
found a perfect patch of soil for its active measures to flourish. At worst,
Russian disinformation was a minor symptom of a major problem in US
politics, and thus largely irrelevant to the chaos that Americans inflicted
upon themselves.

We may never empirically settle the question of Russian effectiveness
once and for all. This is why it is so important to pay close attention to the
theoretical mechanisms of subversion. In this chapter I have laid out a
demand-driven theory of disinformation implied by the intelligence per-
formance framework. I find that the case of 2016 passes a key test for
demand-driven subversion. Public disclosure of Russian interference in
mid-2016 did not undermine the campaign; instead it generated emotion-
ally salient drama and had reverberating effects. If Russian content mat-
tered at all, it was because Americans made opportunistic use of it to
mobilize fellow travelers and stigmatize rivals.

Demanding Disinformation

Russian intelligence performance in 2016 was mixed. Russia was able to
exploit a densely interconnected and highly vulnerable information ecosys-
tem, but its clandestine organization was dependent on American political
entrepreneurs, and Russian discretion was undisciplined. The result is that
Russia could easily conduct a subversive campaign at scale, but it quickly
lost control of it. The campaign had at best minor marginal independent
effects in an unusually turbulent election season. The domestic demand for
bullshit trumped the foreign supply.

Demand-driven subversion is not about changing hearts and minds.
Consumers of bullshit already know what they want, and foreign mes-
saging campaigns just show them how to get it. Political behavior
changes, if at all, because of the endogenous dynamics of domestic
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politics, not the exogenous shock of foreign intervention. Kate Starbird
and colleagues thus stress that most disinformation is collaborative,
organic work. Online conspiracy theorists, they write, do “not wait for an
external disinformation agent to give them the signal to start theorizing.
Instead, each new event becomes interpreted through the same lens, and
becomes a catalyst for another round of conspiracy theorizing. . . . The
online nature of their activity allows for an epistemic community to take
shape around these conversations. . . . Thus, this activity can act to recruit
others into the community and teach them the social rules of participat-
ing there.”®

Public efforts to limit Russian activity from mid-2016 onward turned
Russia into a political litmus test. The creation of access barriers to exclude
Russian influence after 2016 merely encouraged Trump supporters to rely
more on homegrown disinformation. Indeed, locally sourced bullshit was
available in large quantities in 2020 and 2024.

This has a troubling policy implication: The measures that work to limit
supply-driven disinformation may help to promote demand-driven disin-
formation. Efforts to block, debunk, or limit access to problematic content
can provide a protective barrier against covert disinformation. Yet the
same measures have the perverse effect of amplifying the attractiveness of
overt disinformation to polarized political communities. Because there is
demand for disinformation, publicity boots the signal. More effective fact-
checking and content controls just make the repetition of obvious false-
hoods more effective as a separative signal. Only loyal members of the
ingroup will repeat the lie, precisely because it becomes more costly for
members of the outgroup to repeat it. Breathless media coverage of contro-
versial narratives then makes it easier for political actors to sort friend
from foe. The more blatant the lie, the more effective it is for signaling the
loyalty of the liar.

The remedies in each case contrast starkly. For supply-driven subversion
(where interests are not aligned, audience demand is low, and threat actors
must carefully manipulate their targets), sunlight is the best disinfectant.
But for demand-driven disinformation (where interests are aligned,
demand is high, and audiences care little for provenance), it may be better
to ignore it until it goes away. Calling attention to and limiting access to
problematic foreign content just encourages domestic audiences to gener-
ate their own disinformation, politicize the fact-checking process, and decry
content moderation as an assault on free speech. Getting the diagnosis right
is critical because different etiologies require different remedies.

This is a genuine dilemma for disinformation defenders. The things one
might do to limit covert disinformation, such as blocking dubious content
and public fact-checking, can help to publicize overt disinformation.
Ignoring and downplaying overt disinformation, on the other hand,
leaves the door open for foreign influence and abets the spread of covert
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disinformation. To further complicate the situation, many subversive 10
campaigns mix covert and overt disinformation, as did the Russian
campaign.

From Prohibition to the War on Drugs, supply-side solutions have been
applied to demand-driven problems. Supply control may be attractive for
organizational and political reasons. It is usually easier to measure seized
material and incarcerated felons. Supply-side interventions may also help
to alleviate violence caused by drug gangs, at least in the short term. But
sanctions also raise the value of banned substances and encourage the
growth of illicit infrastructure at home. Policy alternatives such as drug
legalization and social programs to alleviate poverty or addiction are
rarely politically popular. It is usually easier to create a consensus for law
enforcement than for social engineering. An analogy between content con-
trol and drug control is suggestive: As bullshit junkies were cut off from
their Russian dealers in 2018 and 2020, American addicts just sourced their
own sauce.

No one has figured out a humane remedy for toxic political polarization.
It is not obvious that most Americans want it to be remedied. It is much
easier for disinformation warriors to focus on filtering content and taking
down botnets in cyberspace. Because disinformation is more easily coun-
tered than deterred, such remedies are necessary in the short term for coun-
tering foreign influence and domestic terrorism. As with any intelligence
contest, it is best to keep efforts to counter disinformation as discreet as
possible to avoid amplifying the polarizing dynamics of collective bad
faith. But the underlying problem of disinformation is a wicked one that
cannot be solved by technocratic intervention alone.

As this book went into production, the US government announced
plans to counter Russian influence campaigns during the 2024 election.”
Once again, the Kremlin favored Donald Trump over a female Democratic
candidate (Kamala Harris rather than Hillary Clinton) in an unusual elec-
tion. But this time, the incumbent Democratic administration (of Joseph
Biden rather than Barack Obama) proactively countered foreign influence
by indicting RT employees and Russian hackers, taking down suspicious
websites, removing Russian malware, imposing financial sanctions, issu-
ing public service announcements, coordinating with big tech firms, and
conducting counterintelligence operations. These efforts largely suc-
ceeded in limiting foreign influence. The US electorate, however, was
even more polarized than in 2016, with vocal elements on the right
denouncing government efforts to counter foreign influence as a tyranni-
cal suppression of free speech. With Trump and Harris polling in a dead
heat, the right stoked fears of a stolen election while the left stoked fears
of election violence, which led the Biden administration to beef up physi-
cal security around polling stations.” The domestic demand for disinfor-
mation was greater than ever, and efforts to counter it just amplified its
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spread. This time, however, Trump won both the popular vote and the
Electoral College. Both sides accepted the legitimacy of the result, but that
probably would not have happened had the election gone the other way.
With the benefit of hindsight in 2024, the sorting dynamics of 2016 seem
even more obvious.

The scope and scale of Russian influence in 2016 was dramatic, but that is
true of almost everything in cyberspace. Cyberspace has supersized not
only subversive campaigns but also political advertising, media coverage,
and the spectacle of ochlocracy (mob rule). The Russian intervention was
shameless and brazen, to be sure, but it was upstaged by the constant
drama created by Trump, Clinton, and the US electorate. There were so
many confounding factors in 2016 that we still cannot say decisively
whether Russian intervention really did change the course of history. But
the intensification of polarization in 2020 and 2024 suggests that 2016 was
indeed an inside job.

It is tempting to blame foreign trolls for ugly ideas in society. Yet disin-
formation is ultimately a symptom of the domestic political preferences
that drive voter behavior. I'll let comedian Dave Chappelle have the last
word on this topic: “Is Russia making us racist? Oh my God, thank good-
ness. I thought it was us.”*?
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CHAPTER 7

Cyber Power

China and the Contradictions of Cybersecurity

In December 2024, Chinese hackers gained access to computers used by the
US secretary of the treasury and the Office of Foreign Assets Control
(OFAC). OFAC would have been an attractive target given its role in admin-
istering sanctions against China. A hacking group known as Silk Typhoon,
associated with the Ministry of State Security (MSS), the Chinese version of
the KGB, got in through a cloud-based service run by a cybersecurity com-
pany named BeyondTrust, ironically enough. As I have argued throughout
this book, trust in cyberspace is a constitutive condition for cyber insecu-
rity, and threat actors usurp it by going beyond the institutional constraints
of system architects and users. To compound the irony, the company had
previously issued a press release titled, “BeyondTrust Reinforces Commit-
ment to a Safer More Transparent Digital World by Signing CISA’s Secure
by Design Pledge.”!

This case has a rhyming similarity with the SolarWinds breach, which
was discussed in the introduction to this book. In 2020 the Russian SVR, a
descendant of the KGB, exploited a trusted administrative service to access
SolarWinds clients, including the US treasury department. In both cases, a
vulnerable software intermediary that was supposed to improve security
instead opened the door to spies. The BeyondTrust hack, furthermore, came
on the heels of a massive telecommunications breach that surpassed Solar-
Winds in scope and scale, and which also subverted security controls. The
Biden administration acknowledged that Salt Typhoon, another MSS-
linked group, had “compromised private companies, exploiting vulnerabil-
ities in their systems as part of a global Chinese campaign that’s affected
dozens of countries around the world,” providing access to the unen-
crypted cell phone data and metadata of a “large number of Americans.”?
Victims included Verizon, AT&T, T-Mobile, and Lumen Technologies, and
through them the trusted devices of many government officials as well as
presidential candidate Donald Trump and running mate J. D. Vance. Salt
Typhoon exploited the wiretapping mechanisms that telecommunications
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firms were required to implement for lawful intercept under the Communi-
cations Assistance for Law Enforcement Act (CALEA) of 1994. The Chinese
continued to exploit US telecommunications even months after all the
increased counterintelligence attention.® To use the terms of this book, a
sophisticated organization exploited an exposed institution to maintain
persistent access.

The exploits of the Typhoons bore out a US intelligence assessment from
earlier in 2024, which stated that “China remains the most active and per-
sistent cyber threat to U.S. Government, private-sector, and critical infra-
structure networks. Beijing’s cyber espionage pursuits and its industry’s
export of surveillance, information, and communications technologies
increase the threats of aggressive cyber operations against the United States
and the suppression of the free flow of information in cyberspace.”* As
with SolarWinds, the US response to large-scale hacking was not military
but economic. OFAC announced (more) sanctions against Chinese individ-
uals and companies associated with the Typhoons.> Once again, secret
statecraft in cyberspace implicated commercial entities in an international
intelligence contest at breathtaking scale.

Yet there is always a military edge to the economic relationship between
the United States and China. While trust and interdependence enable
cyber competition between great powers, the shadow of cyber warfare
encourages mistrust and barriers. FBI Director Christopher Wray warned
in January 2024, “PRC [People’s Republic of China] hackers are targeting
our critical infrastructure—our water treatment plants, our electrical grid,
our oil and natural gas pipelines, our transportation systems.” Wray stated
that Volt Typhoon, a hacking group linked to the Chinese People’s Libera-
tion Army (PLA), was preparing “to wreak havoc and cause real-world
harm to American citizens and communities.” Cyberwar was coming:
“Low blows against civilians are part of China’s plan.”®

Claims that information technology provides China with an unfair
advantage over the United States have been a staple of national security
rhetoric for decades.” This threat narrative gains new urgency with China’s
doctrine of informatized warfare and its active probing of US infrastruc-
ture, which demonstrate both intent and capability. But as we have seen,
weaponizing digital systems for geopolitical advantage is a nontrivial chal-
lenge. Sabotage at scale must overcome myriad institutional problems, and
it is not obvious that Chinese deception specialists will be able to solve
them in the turbulent conditions of crisis or war. The US military and intel-
ligence community, by contrast, has much more experience with the opera-
tional challenges of cyber warfare and multidomain operations. Even if we
focus just on peacetime espionage, the astounding scope and scale of Chi-
nese intrusions may not translate into systematic competitive advantage.
China must not only acquire data but also absorb, analyze, and apply it,
and these tasks tend to increase the bureaucratic overhead for Chinese
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intelligence and industry. By optimizing for espionage rather than innova-
tion, China may be specializing in second place.

Intelligence warnings can even be flipped on their head. The fact that we
know so much about the extent of Chinese threat activity can also be inter-
preted as evidence of increasing Western ability to contest it. Chinese threat
actors are indeed very active in the exploitation of commercial and govern-
ment targets around the world. Yet a global cybersecurity community is
also increasingly active in the detection, attribution, and mitigation of Chi-
nese threats. Persistent Chinese threats have inspired, and warnings from
US officials reflect, renewed interest and investment in counterintelligence
in public and private sectors alike. One does not simply walk into an intel-
ligence contest and win it. Cybersecurity is an interminable process of con-
testing the rules and tools of control.

The previous campaign studies in this book focused on intelligence per-
formance at the operational level. This chapter does something different: It
provides a holistic assessment of Chinese cyber power at the strategic level.
I will briefly discuss the performance of a few Chinese campaigns herein,
but the goal of this chapter is to revisit the themes of previous chapters in a
different national context. This helps to extend the explanatory scope of the
theory and show how different national institutions shape the goals and
conduct of secret statecraft.

Cyber power is the digital dimension of all other forms of power, with
an emphasis on interactions across them. David Betz and Tim Stevens
define it “as the variety of powers that circulate in cyberspace and which
shape the experiences of those who act in and through cyberspace. . . .
[Clyber power is therefore the manifestation of power in cyberspace rather
than a new or different form of power.”® The dramatic growth of the infor-
mation economy in recent decades has affected all instruments of national
power—diplomatic, informational, military, economic, and so on.
National cyber power in this sense sets the conditions for secret statecraft
in cyberspace. It creates both the resources used in national cyber cam-
paigns and the targets exploited by foreign cyber campaigns.

Throughout this book I have stressed that operational performance
depends on the conditions of vulnerable institutions and clandestine
organization. These conditions tend to vary over time and from case to
case. This has uneven implications for different facets of cyber power.
To understand the nature and limits of Chinese cyber power, therefore, it
is important to understand how institutions both constrain and enable
China’s use and abuse of information technology. Indeed, an institutional
perspective on secret statecraft helps to temper the conventional wisdom
about Chinese cyber power.

The organization of this chapter retraces the conceptual arc of the book
to this point, as mapped in table 7.1. First, I discuss China’s appropriation
of the digital infrastructure of US hegemony. Second, I discuss patterns of
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Table 7.1 Secret statecraft in the Chinese context

Theme Previous case study Chinese cyber power

Security Chap. 3—Cyberspace Repurposing the internet
Espionage Chap. 4—Bletchley Park Industrial espionage at scale
Sabotage Chap. 5—Stuxnet Military informatization
Subversion Chap. 6—2016 election Information control

Chinese cyber espionage in comparison with the World War II SIGINT
contest. Third, I discuss China’s struggles to implement its doctrine of
informatized warfare, which is predicated on very different institutional
conditions compared to Stuxnet. Fourth, I discuss the most comprehensive
system of counterintelligence ever built, as well as the reasons why
Chinese domestic-influence operations are so much more effective than
Russian foreign-influence operations. I conclude by highlighting the insti-
tutional contradictions of Chinese cyber power.

Co-opting Liberal Infrastructure

The digital infrastructure of the US liberal order is designed to encourage
innovation. All kinds of actors can recombine open protocols and modular
abstractions into countless applications. But this same flexibility enables
nonliberal actors to innovate. Espionage and censorship are just apps on a
flexible digital platform. Indeed, China shows how it is possible to unbun-
dle economic and political liberalization. China repurposed cyberspace to
both get rich and impose control.

For better and worse, information technology helped China to become a
great power. Economic liberalization and global engagement have dramati-
cally improved Chinese standards of living, even as China’s distribution of
wealth is highly uneven. China’s thriving technology economy flourishes
within a managed economy, which is distorted by state-owned enterprises
and an inscrutable bureaucracy. The Chinese political system, which has
been described as “fragmented authoritarianism,” is run by striving offi-
cials who compete to curry favor with powerful elites while struggling to
govern an unwieldy economy across a sprawling geography.’ China’s
vibrant online community of “netizens” is not afraid to express their opin-
ions in creative and outspoken ways, even as Beijing runs the world’s
most sophisticated system of internet censorship.

There are two important institutional trends in modern Chinese poli-
tics: a weakening of “liberal peace” abroad and a strengthening of
“authoritarian peace” at home. While the global economy remains highly
integrated, there are early signs of economic decoupling.'” Barriers to
travel and trade are gradually rising. Alternative regional coordination
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mechanisms are emerging. Governments are onshoring key economic
resources. Balancing coalitions are forming. Meanwhile, China under the
leadership of Xi Jinping has undergone a consolidation of autocratic con-
trol not seen since the days of Mao Zedong. These macrotrends reinforce
each other. A more authoritarian China provokes counteractions to it,
while a more hostile environment encourages Xi to increase control.

These entwined developments give rise to a distinctly Chinese approach
to cyber power. In this section I discuss these institutional trends,
their technological implications, and Xi’s notion of “cyber superpower”
(wangluo giangguo). China thereby attempts to shape the environment for
its own secret statecraft, notable for its distinct brand of national
counterintelligence.

UNBUNDLING THE LIBERAL ORDER

The PRC under Mao Zedong was poor and isolated. In the 1980s, Deng
Xiaoping oversaw the “reform and opening” of China to create a mixed-
market economy, or “socialism with Chinese characteristics.” Jiang Zemin
and Hu Jintao largely embraced Deng’s admonition to “hide strength and
bide time” with their principles of “peace and development” and “peace-
ful rise,” respectively. US-China relations soured temporarily after the
1989 Tiananmen Square massacre, the 1995-96 Taiwan Strait crisis, and the
accidental US bombing of the Chinese embassy in Belgrade in 1999.
But liberal optimists interpreted these as mere growing pains, expecting
China to follow Eastern Europe out of benighted Communism to enlight-
ened democracy.!

Indeed, the new millennium began on a promising note. China agreed
to a series of liberalizing reforms and joined the World Trade Organiza-
tion in 2001. This gave China access to global markets and foreign
direct investment. China entered a remarkable period of sustained eco-
nomic growth that lifted hundreds of millions of people out of poverty.
Some became quite rich. Extensive legal reforms also enabled people
to enjoy new civil liberties. The US and Chinese economies became
increasingly integrated, realizing mutual interests in digitally enabled
prosperity.'?

But the Chinese Communist Party (CCP) remained firmly in control
throughout the reform period. Construction of the “Great Firewall of
China”—a euphemism for sweeping internet censorship and information
control measures—helped China to capture the economic benefits of cyber-
space while mitigating CCP paranoia about political liberalism. As the CCP
quietly exchanged Communist ideology for capitalist prosperity, it also qui-
etly encouraged the theft of data from Western governments, corporations,
and civil society organizations. Prosperity by any means necessary became
the foundation for CCP legitimacy. Meanwhile the PLA, which is formally
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the army of the CCP rather than the Chinese state, embraced networked
“informatization” (xinxihua), and later automated “intelligentization”
(zhinenghua), as the key to victory in future war.!®

As economic globalization made China rich, the CCP became both more
powerful and more insecure. Susan Shirk describes a process of logrolling
among entrenched interests under the weak leadership of Hu Jintao, result-
ing in a more nationalist and assertive China beneath the veneer of its
“peaceful rise.”* China bolstered its security posture for the 2008 Beijing
Olympic Games and weathered the global financial crisis better than most
Western countries. US-China relations during the tenure of President
Barack Obama were clouded by incessant allegations of Chinese cyber espi-
onage and backlash against the Edward Snowden leaks, which revealed
systematic NSA exploitation of not only US companies like Microsoft but
also Chinese companies like Huawei.

Xi Jinping inherited China’s growing sense of confidence in 2012, and its
growing security apparatus. Xi’s new philosophy of striving hard to realize
the “Chinese dream” of national “rejuvenation” aimed to make China the
leading world power by 2049, the one-hundredth anniversary of the found-
ing of the People’s Republic of China. Rather than hiding and biding, a
newly powerful China required a “new type of great power relations.”® But
Xi also reverted to an old kind of autocratic politics. He consolidated CCP
control over the state, and personal control over the CCP. He liquidated
political rivals through anticorruption campaigns, imposed draconian con-
trols on ethnic minorities, expanded internal security forces, reorganized
the PLA, bolstered information control, crushed democratic protests in
Hong Kong, and locked down Chinese society during the COVID-19 pan-
demic. The CCP confirmed Xi to a third term in 2022 after altering the
Chinese constitution. PRC propaganda rehabilitated Mao Zedong and sup-
pressed Deng Xiaoping, signaling a return to authoritarian rule away from
liberal opening.1®

STRATEGIC COMPETITION

Xi’s consolidation of control at home was accompanied by more coercion
abroad.!” China began building islands in the South China Sea, expanding
economically into Central Asia through the “Belt and Road Initiative,”
engaging in border skirmishing with India, and embracing “wolf warrior
diplomacy” (a reference to Chinese action movies with American villains).
China’s assertive foreign policy inspired fear among its regional neighbors
and encouraged balancing (e.g., the Quadrilateral Security Dialogue of
Australia, India, Japan, and the United States and the AUKUS partnership
between Australia, the United Kingdom, and the United States).!® As Xi
accelerated the conventional and nuclear modernization of the PLA, global
observers worried more about the risks of war.
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Simmering tensions mounted between China and the United States.!”
The first Donald Trump administration explicitly named China as a geopo-
litical rival, adopted a national security strategy of “great power competi-
tion,” and initiated a trade war with China. The US banned government
use of Huawei and ZTE telecommunications equipment, citing national
security concerns, and encouraged other countries to decouple from Chi-
nese tech firms as well. The Joseph Biden administration dialed back on the
rhetoric but largely maintained a combative economic policy. The US
imposed further rounds of economic sanctions to block Chinese access to
sensitive US technologies, and to block Chinese platforms such as TikTok
from the US market.?’ The 2022 US CHIPS Act, which limited Chinese
access to US semiconductors used for advanced Al models, highlighted
China’s dependency on the United States, while also encouraging the US to
limit its own reliance on China.?!

China, meanwhile, adopted a “dual circulation” strategy to expand
domestic consumption and insulate the Chinese economy from interna-
tional interference. The “Made in China 2025” plan aimed to achieve domi-
nance in high-tech manufacturing, while “China Standards 2035” expressed
an ambition for the global adoption of Chinese technical standards and pro-
tocols. Both were built on China’s long-standing desire to reduce foreign
technological dependence through “indigenous innovation.”?> China
emerged as a serious competitor in many areas, including quantum infor-
matics, green energy, and mobile infrastructure (5G/6G).?® In other areas,
notably semiconductors, China remained reliant on US-dominated interna-
tional supply chains and exposed to external shocks.?

As discussed in chapter 3, path-dependent network effects shape the
information economy. The US information technology sector enjoyed a
first-mover advantage that catapulted US tech firms to global dominance.
Network effects exacerbated political battles over technical standards and
protocols as China alleged an unfair US advantage. China advocated for an
alternative principle of “cyber sovereignty” to govern the internet through
the International Telecommunications Union.” This multilateral approach
contrasted with a multistakeholder system of institutions ICANN, IETF,
etc.) that manage the internet through a network of private companies,
industry groups, academics, nongovernmental organizations, and govern-
ment delegates. Controversy over internet governance encouraged worry
about a possible bifurcation of internet standards in the future, or a
“splinternet.”?®

But the liberal system of internet governance remained deeply
entrenched, even as the reelection of US President Trump posed new chal-
lenges for it. Chinese proposals for alternative norms and governance insti-
tutions found limited traction outside the authoritarian states of the
Shanghai Cooperation Organization.” Xi’s challenge as an institutional
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revisionist was that Chinese prosperity—and thus CCP legitimacy—was
still dependent on integration into the US-led global liberal order. China, as
Edward Steinfeld put it, was still “playing our game.”? Liberal order is not
a monolithic concept, furthermore, which means that China was able to
accept or tolerate some kinds of order while challenging others.?’ This also
suggests that the Trump administration will likely preserve some aspects of
liberal order while dismantling others; time will tell. While such heteroge-
neity creates strain on interdependence, it is also a brake on decoupling.
The common connectivity of cyberspace has thus remained invaluable for
Chinese economic performance, even as the CCP was still able to appropri-
ate its flexibility for political control.

CYBER SUPERPOWER

In a 2016 speech, Xi called on China “to increase investment, strengthen
the construction of information infrastructure, promote the deep integra-
tion of the internet and the real economy, accelerate the digitization and
intelligentization of traditional industries, make the digital economy big-
ger and stronger, and expand new space for economic development.”3
This would be implemented through an “Internet Plus” plan to network
every sector of Chinese society. Internet Plus espoused such recognizably
liberal ideas as “connecting everything” through an “open ecology” that is
“innovation driven” and “integrated across borders” with an abiding
“respect for humanity.”3! Yet the safety and stability of a decentralized
open network also required centralized planning. As Xi was fond of say-
ing, “There is no national security without cybersecurity, and no modern-
ization without informatization.”3?

The phrase “cyber superpower” appeared regularly in Xi’s domestic
speeches on the internet and cybersecurity beginning in 2014. It was less
frequent in foreign messaging. While Chinese diplomatic statements
stressed win-win collaboration in cyberspace, domestic messaging por-
trayed cyberspace as a key arena for great-power competition that China
should win.* This meant innovating world-leading information technolo-
gies and standards, ending dependency on foreign technologies, harness-
ing “civil-military fusion” to boost military power, and strengthening
cybersecurity and defense against ideological subversion.

In July 2023, the Cyberspace Administration of China (CAC), which
oversees censorship and propaganda, published Introduction to General
Secretary Xi Jinping’s Important Thoughts on Cyber Superpower.3* It explains
that informatization is a “golden opportunity” for China, which is advanc-
ing from a “major cyber power” (wangluo daguo) to a “cyber superpower”
(wangluo giangguo). Cyberspace thus becomes “the central front” for “ideo-
logical conflict,” and “core technology” China’s “most important weapon.”
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This requires China to “vigorously develop the digital economy,” “lay a
solid foundation for cybersecurity,” and work “online and offline together
like concentric circles.” Ten principles stress the ideological dimension of
cyber superpower:*

1. The CCP controls the internet.

2. CCP control of the internet benefits the Chinese people.

3. The people must uphold Xi’s “new era of socialism with Chinese
characteristics.”

4. The CCP maintains control in internet planning, development, and
security.

5. Maintaining “positive energy” in cyberspace is the “last word” and

the “real skill.”

The PRC must build a robust national information-security barrier.

The CCP drives informatization.

Internet users obey cybersecurity laws.

The PRC promotes a vision of a shared future in cyberspace for the

international community.

10. The PRC must have a loyal, clean, and responsible cybersecurity and

informatization workforce.

0O N

These principles are starkly at odds with the libertarian rhapsody
of John Perry Barlow’s “Declaration of the Independence of Cyber-
space.”?® The mid-1990s may have been the era of peak liberalism in
cyberspace, but China realized a very different model three decades later.
“Cyberspace is not a lawless place,” as the CAC put it,*” and the CCP is
firmly in control. But then again, “cyber” has always been about control.
The seeds of networked authoritarianism were planted at the dawn
of cybernetics.

At least one important feature of Chinese cyber superpower does not
explicitly appear on this list. The PRC relies on cyber espionage to bolster
the prosperity and security of the CCP, enabled by the same sociotechnical
institutions that underwrite the liberal economic order.

Scaling Up Espionage

Michael Herman describes intelligence as “a significant part of the modern
state and a factor in government’s success and failure,” arguing that it
“constitutes its own particular kind of state power: intelligence power.”*
Intelligence power, to the extent that it exploits information technology, is a
key component of cyber power. The main political benefit of intelligence, as
discussed in chapter 1, is improving efficiency by usurping institutional
efficiency. Better intelligence enables actors to identify threats and
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opportunities, act with more discretion, and make the most of limited
resources while also limiting risk.

Chinese intelligence power has long been an important pillar of CCP
control.* While Western intelligence services tend to focus on national
security, authoritarian services often have a broader remit.** Chinese ser-
vices not only spy on foreign targets but also target dissident groups, civil
society organizations, and a wide range of industrial sectors. The preoccu-
pation with internal security and economic policy supports the twin CCP
imperatives to maintain control over perceived political dangers and pro-
mote legitimacy through economic growth. Secret statecraft via cyberspace
supports these goals.

Intelligence contests with China have been an important factor in the
improvement of Western cybersecurity capacity. Indeed, the modern term
of art for cyber-threat actors—advanced persistent threat (APT)—was orig-
inally coined in the early 2000s as a euphemism for Chinese state hackers.*!
Widespread offensive Chinese operations, in turn, catalyzed innovation in
network defense. We have China to thank, in no small part, for the profes-
sional state of the art in cybersecurity.

INDUSTRIAL ESPIONAGE

Commercial espionage has long been a point of contention in US-China
relations. Most cases prosecuted under the US Economic Espionage Act of
1996 have been associated with China (even though the act was originally
motivated by the illicit activities of US allies such as France and Japan).
Hacking, moreover, was just a small part of China’s extensive collection
effort, which also leveraged good old-fashioned human intelligence and
open-source collection.*? According to the US National Counterintelligence
and Security Center, China “continues to use cyber espionage to support its
strategic development goals—science and technology advancement, military
modernization, and economic policy objectives.”*’

Many early Chinese campaigns did not prioritize operational security,
but neither did their targets. Other operations were quite sophisticated,
such as the theft of RSA SecurelD seed tokens enabling the breach of Lock-
heed Martin’s Joint Strike Fighter program.** The Mandiant company
released a report on “APT1” in 2013, marshaling an impressive body of evi-
dence identifying a major PLA SIGINT organization in Shanghai targeting
English-speaking entities.* This landmark report made public what US
intelligence agencies had long known in private. It also marked the zenith
of widespread yet undisciplined economic espionage by the PLA.

PLA intruders had been notoriously indiscreet, leaving lots of clues for
incident responders. But then in 2014, targeted intrusions attributed to
China dropped dramatically.*” As Mandiant testified to the US-China
Economic and Security Review Commission, Chinese intrusions held
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steady at a much lower level thereafter (figure 7.1).#8 Three factors may
explain this drop. First, the Department of Justice (DOJ) publicly indicted
five PLA officers in May 2014 on counts of industrial espionage, drawing
on some of the same intelligence that was in the APT1 report. This marked
the beginning of US efforts to “name and shame” foreign threat operators.
According to one participant in diplomatic talks, “The Chinese hated them
[the US indictments]. They complained about them every time there was a
meeting. They said there couldn’t be any progress . . . until the indictments
were withdrawn and we promised not to do them again.”* Second, Xi and
Obama publicly agreed not to conduct economic espionage in 2015, and a
similar nonbinding agreement by the G20 followed later that year. The
decrease in intrusions began in 2014, however, so the 2015 agreement at
best only reinforced it. Third, the PLA created a new Strategic Support
Force (SSF) in 2015 to consolidate space, cyber, and electronic warfare.>
This reform refocused PLA SIGINT units on national security objectives
rather than commercial espionage.

Yet the MSS continued to conduct economic espionage. In early 2016, for
example, an MSS-affiliated group (APT3) acquired and repurposed US
NSA hacking tools. This was prior to their public release by the Russian
Shadow Brokers group in late 2016 and early 2017.5! A 2018 indictment of
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Figure 7.1. Active network compromises conducted by China-based groups by month,
February 2013-June 2019 (source: Mandiant)
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an MSS-associated threat group (APT10) described a cyber campaign
targeting industries in the ten crucial sectors of the “Made in China 2025”
initiative, prompting public criticism by the United States and twelve allies
for China’s violation of the 2015 agreement.52 In early 2020, another prolific
group (APT41) exploited enterprise networking and endpoint management
devices to target over seventy-five companies in multiple sectors.®® The
French cybersecurity company Sekoia assessed that “APT40, APT41,
APT31, Mustang Panda, Lucky Mouse, and APT10 are active China-nexus
intrusion sets directly associated with the MSS.”

In early 2021, right on the heels of the SolarWinds breach, multiple
Chinese actors exploited vulnerabilities in the Microsoft Exchange email
server. Microsoft attributed the breach to the MSS-linked Hafnium group
(later rebranded as Silk Typhoon, the same group that hacked OFAC in
2024).%° Hafnium met both intelligence performance conditions for at least
two months, and probably longer. The architecture of Microsoft’s Exchange
server was partitioned into an internet-facing “client access services” layer
and a “backend services” layer to maintain backward compatibility and
convenient maintenance. It accepted client connections unless the network
was behind a VPN, so specially crafted email queries to the front end could
deliver back-end server names and access tokens. The target institution—
Exchange—was both connected and vulnerable. Hafnium performed
reconnaissance to gain valid email accounts and tested and customized at
least three zero-day exploits. This clandestine organization had the capac-
ity to carefully synchronize this attack, and it exercised discretion by limit-
ing the number of intrusions it could have feasibly undertaken,
camouflaging the scope of its exploitation within Microsoft’s patch cycle.
Things changed abruptly on February 26, 2021. The number of intrusions
scaled up to thousands per day (less discreet) as multiple other Chinese
threat actors acquired the exploit for unclear reasons (more dependency
and less controllable capacity). Microsoft responded by releasing patches
(barriers to connectivity), and a US interagency Unified Coordination
Group initiated a coordinated response (vulnerability reduction) in March.
In May a federal grand jury in San Diego indicted four Chinese nationals
with the MSS, and the US government publicly attributed the attack to the
Chinese government in July.>

The MSS maintains partnerships with Chinese companies including
Alibaba, Tencent, Huawei, ByteDance, Baidu, and ZTE.” Chinese corpora-
tions can provide data and analytic support to the MSS. Note that US intel-
ligence agencies also have partnerships with US tech firms, ranging from
overt contracting relationships to discreet data-sharing agreements, as dra-
matized in the Snowden leaks. Regional MSS offices sometimes form or
co-opt shell companies that recruit civilian hackers from local universities.>
This provides a cutout for the MSS, but outsourcing also creates agency and
security risks. MSS clients may blend state espionage and criminal fraud.®
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This kind of moonlighting is what encouraged Xi to rein in PLA hackers
prior to 2015, refocusing them on their primary mission of informatizing
war. Sloppy tradecraft or security by clients could also draw unwanted
attention to the MSS, as happened in February 2024 when a large tranche of
internal documents from the Sichuan branch of the I-Soon company was
leaked through a GitHub repository. The leaks revealed a massive hack-for-
hire operation with contracts let out to the MSS, the Ministry of Public
Security (MPS), and the PLA.%

END OF THE HAPPY TIMES

The widespread and flagrant nature of Chinese espionage in the early
twenty-first century encouraged Western governments and industries to
invest more in cybersecurity. China’s targets begin erecting defensive barri-
ers, and the cybersecurity community began countering threats more
actively. China, in turn, shifted responsibility for espionage away from the
PLA and toward the MSS. Chinese intrusions became more sophisticated in
the process. China had to develop better clandestine organizations in order
to exploit a less permissive institutional environment, and Chinese opera-
tions accordingly became more complex.

Chapter 4 suggests a historical parallel. In the early days of the Battle of
the Atlantic, Bletchley Park was locked out of naval Enigma, and Allied
antisubmarine warfare capabilities had not yet matured. German submari-
ners described a “happy time” during which convoys were easy to hunt.
But German success encouraged Allied countermeasures. Antisubmarine
warfare capability improved with convoy escorts, long-range aviation
patrols, centimetric radars, and success against four-rotor Enigma. These
improvements enabled Allied navies to go on the offensive against German
wolf packs. The hunters became the hunted. The maritime domain
gradually became less permissive for German U-boats and was downright
prohibitive by the end of 1943.

In this analogy, the internet boom was a happy time for Chinese hackers.
US policymakers in the early 2000s were preoccupied with the short-term
challenges of counterterrorism and counterinsurgency in the Middle East,
downplaying the long-term challenge in the Pacific and subsidizing the
growth of a military rival.®! Government and corporate networks were
poorly defended, so Chinese hackers had a target-rich environment. But
Chinese operations were noisy and brazen, which encouraged improve-
ments in Western cybersecurity. A 2009 report from Citizen Lab on the
“GhostNet” campaign targeting Tibetans in exile demonstrated the poten-
tial for civilian counterintelligence reporting on Chinese threats.®> That
same year, Chinese hackers breached Google and gained access to the
Gmail accounts of Chinese human rights activists, prompting the dramatic
exit of Google from China in 2010.% The trickle of commercial intelligence
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reporting on Chinese threats turned into a flood.** After the 2013 Mandiant
report on APT1, Western targets began taking Chinese threats much more
seriously. Potential victims started throwing up barriers to connectivity and
shoring up sociotechnical vulnerability. Public and private counterintelli-
gence actors also began to more proactively hunt for Chinese threats.

As the happy times came to an end, Chinese threat actors had to invest
more in clandestine organization to compensate for the less vulnerable
institutions they would exploit. Accordingly, Chinese threats began to
exercise more discretion—quietly using local resources (or “living off the
land”), cleaning up forensic evidence, and systematically using anony-
mization networks—which was necessary because defenders improved
their capability to discreetly detect them.®®> One indication of China’s
increasing clandestine capability is that its use of zero-day vulnerabilities
increased from ten between 2015 and 2020 to twenty-three between 2021
and 2023.%¢ A new industrial policy also required firms to disclose software
vulnerabilities to the China Information Technology Security Evaluation
Center (CNITSEC) run by MSS.%” This increase in the supply of capability
must also be understood in terms of an increase in the demand for security.
A steady stream of zero-days was needed to remain competitive in a more
contested operating environment.

Chinese espionage obviously did not end as the institutional environ-
ment became less permissive, but the intelligence contest itself consumed
more effort and resources. China kept up a relentless pace of intrusion, tar-
geting numerous US interests, including hacking the email of the US secre-
tary of commerce and the US ambassador to China in 2023, once again
through a subtle vulnerability in Microsoft systems.®® Microsoft Exchange
had once again fallen victim to Chinese hackers. The US Cyber Safety
Review Board concluded that “this intrusion was preventable and should
never have occurred.”® This episode encouraged further improvement
of US counterintelligence efforts (such as a law enforcement operation in
January 2025 to remove Twill Typhoon malware from over 4,200 infected
US computers),” as well as the imposition of technical trade barriers (such
as bans on equipment from Huawei and ZTE). China also kept up the
pressure in other countries, which likewise redoubled cybersecurity efforts.
For example, Chinese hackers burrowed deep into Japan’s most sensitive
networks, and Japan, according to The Washington Post, responded by
“boosting the cybersecurity budget tenfold over the next five years and
increasing their military cybersecurity force fourfold to 4,000 people.””* The
happy times were over, but the intelligence contest was not.

ORGANIZED HYPOCRISY

The ongoing exploitation of Western targets by the MSS underscores a
general problem with public norms in secret statecraft. Any public
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promise not to engage in deception provides private motivation to engage
in more effective deception. In a 2015 speech in Seattle, at the end of the
happy times, Xi stated flatly, “China is a staunch defender of cybersecu-
rity. China is also a victim of hacking attacks. The Chinese government
will not participate in, encourage or support anyone in any form of theft
of trade secrets. Whether it is cyber commercial theft or hacking of gov-
ernment networks, they are all illegal and criminal acts and should be
cracked down in accordance with laws and relevant international conven-
tions. The international community should work together to build a
peaceful, secure, open and cooperative cyberspace based on the principles
of mutual respect and mutual trust.””?

Hypocrisy is hardly unusual in international politics. Michael Poznansky
shows that the United States often uses covert action to avoid hypocrisy
costs while maintaining a facade of compliance with international commit-
ments.” Stephen Krasner goes so far as to describe sovereignty as “orga-
nized hypocrisy.”’* Secret statecraft is part of this dubious tradition.
Denying deception is a basic tactic of deception. A liar is most likely to say,
“I'm not lying.”

There is an unspoken norm between sovereign governments that politi-
cal and military espionage will be tolerated. Professional spies try to steal
secrets without getting caught, and professional counterspies try to catch
them. For example, the Chinese breach of the US Office of Personnel Man-
agement (OPM) was a counterintelligence disaster for the United States
and an intelligence bonanza for China (because the MSS could use security
clearance investigations from the OPM to identify Western agents and tar-
get espionage).” Yet the director of national intelligence, James Clapper,
said, “You have to kind of salute the Chinese for what they did.””®
The implication is that the NSA would do the same, given the opportunity.
This suggests that the United States has little interest in a comprehensive
ban on espionage.

In the economic realm, however, US firms did not need to steal from
Chinese competitors, because they were already market leaders, even if
US intelligence agencies were to help them, which they legally could not.
The United States thus had nothing to lose by agreeing not to engage in
industrial espionage. The 2015 agreement between Xi and Obama and the
G20 remained noticeably silent, however, on national security matters.
While Mandiant’s APT1 report revealed extensive Chinese hacking of
both economic and national security targets, moreover, the DOJ indict-
ments based on the same intelligence focused only on industrial espio-
nage. The tacit message was that national security espionage remained
fair game.

The distinction between commercial and political espionage is fuzzy in
practice. US agencies might hack into a corporation like Huawei because
its political targets use Huawei equipment. American spies have been
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known to hack American tech for that purpose.”” US agencies might also
hack into economic targets to assess national capabilities, or into defense
firms to understand military capabilities. National counterintelligence
efforts may improve the competitive position of US firms as well. The US
delegitimization of economic espionage is narrowly scoped to intellectual
property theft to give commercial firms a market advantage. China agreed
to this publicly but honors it in the private breach.

ANALYTICAL INFRASTRUCTURE

Years of Western reporting on Chinese espionage feeds a narrative that
China benefits commensurably with the scope of its hacking. China has
indeed gained an unfair advantage in many sectors, including high-speed
rail, wind turbines, and the defense industry. The 2017 US Commission on
the Theft of American Intellectual Property estimated losses to the US econ-
omy in the range of $225 to $600 billion annually, much of it through hack-
ing, and most of it to China.”® The commission assessed that Chinese theft
of trade secrets posed a serious threat to the long-term competitiveness of
the US economy.

In 2020, FBI Director Christopher Wray described a “theft on a scale so
massive that it represents one of the largest transfers of wealth in human
history.””” Wray’s comments echo similar comments by NSA Director
Keith Alexander a decade earlier.®’ But the same decade saw the longest
expansion of the US economy on record, as well as a slowdown of Chinese
economic growth. Chinese espionage did not paralyze the US economy,
and it did not enable China to overtake it. As in secret statecraft every-
where else, the relationship between tactical espionage and economic
advantage is not straightforward.

Intellectual property theft is only a first step on a long and winding road
to commercial performance. Recall that Bletchley Park’s intercept opera-
tions required extensive analytical and dissemination infrastructure; even
then, SIGINT success affected military performance indirectly, only when
commanders were willing and able to use Ultra. Similarly, industrial secrets
must be not only acquired but also absorbed into industrial processes
and applied in commercial interactions in order to have any economic
effect.8! A large quantity of stolen data does not create a large qualitative
advantage without a lot of intermediary work.

It is much easier to measure intrusion activity than it is to link it to eco-
nomic productivity. It is also much easier to steal text than context. Chinese
intelligence actors steal a lot of data, and Western counterintelligence actors
detect a lot of this theft (eventually). But innovation is much more than
intellectual property. Innovation emerges from an ecosystem of technical
labor, venture capital, higher education, property rights, civil liberties,
supply chains, and even recreational opportunities.®? Simply moving data
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from one society to another is like injecting DNA from one species into
another. There is no reason to believe that genetic information will alter
morphology or behavior if adequate epigenetic machinery is missing.

To the extent that China has indeed benefited from cyber espionage, this
is testament to China’s considerable investment in analytical infrastructure.
Wray estimated that China employs more than fifty thousand hackers.®
This technical talent, of potentially uneven quality, must be supported by
severalfold more analysts and administrators. China also collects foreign
scientific information through many legitimate pathways, such as open-
source collection, participation in scientific networks, joint ventures with
Western firms, and academic communities.?* All these data do not interpret
themselves. Illicit information is just a small part of the take, and there are
additional transaction costs associated with acquiring, analyzing, and
applying it. The analytical infrastructure of absorption necessarily eats into
the efficiency of espionage. The costs of absorbing foreign data tend to
increase, moreover, as collectors move up the value chain. China’s strug-
gles to reverse engineer a competitive equivalent of a fifth-generation
fighter like the F/A-22 are illustrative.®

Cyber espionage may nevertheless augment Chinese military power in
at least four ways. First, espionage may enable an actor to build better mili-
tary forces in peacetime, subject to all the caveats above. Second, opera-
tional intelligence and reconnaissance can be used to guide the employment
of military forces in wartime. Third, information channels can be reversed
to produce disruptive effects, either as a complement to kinetic operations
or as a substitute for them. Fourth, security failures that alert adversaries to
the dangers of the prior three mechanisms may encourage arms racing to
protect and offset military power. But all of these require complementary
analytical infrastructure. There is no free lunch for Chinese espionage, or
anywhere else in cyberspace.

Informatizing Military Power

Military power is perhaps the most intuitive form of power in international
relations. It is nevertheless complicated to implement and measure.?
Translating material capabilities into battlefield effectiveness depends on
organizational institutions such as command-and-control arrangements,
service cultures, operational doctrine, civil-military relations, the defense
industry, and information practice.’” As military operations become
more complex (more speed, scale, specialization, precision, coordination,
etc.), command and control institutions (C4ISR) become even more essen-
tial for efficient combat operations. The economic function of institutions in
general, after all, is to reduce transaction costs and improve information
and efficiency. The military component of cyber power attempts to
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gain efficient military advantages through both the use and the abuse of
information technology.

China and the United States both view information technology—
networks, drones, Al, cyber, satellites, and so on—as a key to victory in any
future war. China sees space and cyberspace capabilities as vital for
impeding US global power projection, while the United States looks to net-
worked, automated, autonomous capabilities to offset a growing Chinese
threat. As ever, institutional efficiency is a double-edged sword. If intelli-
gence fails or friction is intense, then forces built for efficiency become vul-
nerable to defeat in detail.® Military efficiency and effectiveness are not
equivalent, and institutions are needed to translate one into the other. But
when it comes to the institutional implementation of military informatiza-
tion, the PLA’s reach exceeds its grasp.

RMA WITH CHINESE CHARACTERISTICS

China keenly observed the information technology revolution in mili-
tary affairs (RMA) in the United States, taking special interest in the first
Gulf War (1991) and the Kosovo air war (1999).%° The evergreen dream of
Chinese informatization (as with US network-centric warfare and its
recent reincarnation as “Joint All Domain Command and Control,” or
JADC2), is to combine pervasive reconnaissance, responsive networks,
precision fires, and cyber and information operations to improve both
efficiency and effectiveness. Smarter forces should be able to act more
quickly and precisely to accomplish their mission, with better feedback
on operations and outcomes.

The PLA identified space and cyberspace as key enablers, and thus seri-
ous coercive vulnerabilities, of the American way of war.”® The US levia-
than would be dead in the water without the ability to connect sensors to
shooters. Enemy units that rely on radars and radio communications
become vulnerable to electronic attacks on physical circuits, or cyber attacks
on software logic. Information-based attacks may be used as a substitute
for kinetic weapons (for instance, by deactivating a radar site rather than
bombing it), or more likely as a complement (for instance, by creating a
window of opportunity for an air strike to evade enemy air defenses). The
common theme throughout Chinese primary sources is that mastery of big
data analytics and network warfare will position China to win future wars
between great powers.”!

The US outspends China on defense by almost threefold. It also spends
a larger proportion of its GDP on defense. An important difference, how-
ever, is that PLA missions are largely concentrated in China’s local region,
while the US military has global commitments. The US military, in this
sense, is an economy force that relies on technology and information to
project power around the world, using fewer people and platforms to
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service more conflicts and commitments. Intelligence and communication
networks become vital for US military hegemony on the cheap. The same
networks, from a Chinese perspective, are an Achilles heel. Any US
intervention in an East Asian conflict scenario will be at the end of an
eight-thousand-mile logistics chain, while China will be fighting in its
front yard. The United States may have enduring advantages over China
at a global level,” but the regional balance of power increasingly favors
the PLA.%

IMPLEMENTING INFORMATION WARFARE

Chinese strategists point out that informatized warfare “will not only be
a confrontation of military strength, but also a competition of comprehen-
sive national strength. . . . Different from any form of warfare in history,
information warfare is . . . a system-to-system overall confrontation.”
Therefore, “realizing the effective integration of various systems is the
fundamental way to win information warfare.” This perspective stresses
the importance of integrating domains or spaces (kongjian), forces (liliang),
levels (cengji), styles (yangshi), and means (shouduan).®®

To improve integration in informatized war, the PLA reorganized in 2015
to centralize control of electronic and cyber warfare, network operations,
and military space operations in the SSE. The SSF embodied the Chinese
view of information as the key strategic resource in modern war, and it also
consolidated political control over a key military resource.” Fionna Cun-
ningham argues further that growing Chinese reliance on the internet in
previous years (see figure 3.4) created greater vulnerability to US cyber
operations, which encouraged China to adopt a calibrated escalation policy
to mitigate the risks of uncontrolled PLA operations.”” Then in April 2024,
the SSF was dissolved into a new Aerospace Force, Cyberspace Force, and
Information Support Force, all subsumed directly under the Central Mili-
tary Commission (CMC) run by Xi Jinping.*®

Two major reorganizations in under a decade are suggestive of a politi-
cal imperative for control. The first reform (creating the SSF) might be
explained as a response to an increasingly dangerous threat environment,
but the second reform (disbanding the SSF) is not obviously an improve-
ment in this regard and might even be counterproductive for efficient mili-
tary coordination. Consider by contrast that US Cyber Command was
given more authority to take operational initiative in its first decade.” The
strengthened oversight of the CMC thus suggests a different motivation.
Authoritarian governments often “coup proof” their militaries to ensure
political loyalty at the expense of military effectiveness.!®® A similar
dynamic could handicap the efficient coordination of Chinese cyber opera-
tions to ensure political information control. Recall that the capacity of a
clandestine organization requires the ability to balance administrative
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management with agile adaptation. It is likely that administration will
dominate adaptation given a higher degree of centralization under Xi,
more administrative purges, and increasing emphasis on ideological disci-
pline. The motivations of the 2024 reorganization remain unclear, but
China may be creating a coup-proofed Cyberspace Force that will be run
by hacks rather than hackers.

Not too long before the SSF was disestablished, cyber intrusions linked
to the PLA were reported under the code name Volt Typhoon. The Five
Eyes governments (the United States, the United Kingdom, Canada, Aus-
tralia, New Zealand) released a coordinated advisory in May 2023 warn-
ing that Volt Typhoon was “living off the land, which uses built-in network
administration tools . . . to evade detection by blending in with normal
Windows system and network activities, avoid endpoint detection and
response (EDR) products that would alert on the introduction of third-
party applications to the host, and limit the amount of activity that is cap-
tured in default logging configurations.”!! Microsoft reported on Volt
Typhoon the same day—an example of close public-private coordination
in the United States. It found that technical reconnaissance of “critical
infrastructure organizations in Guam and elsewhere in the United States”
had shifted to the “development of capabilities that could disrupt critical
communications infrastructure between the United States and Asia region
during future crises.”!? CISA further reported that “Volt Typhoon'’s choice
of targets and pattern of behavior is not consistent with traditional cyber
espionage or intelligence gathering operations, and the U.S. authoring
agencies assess with high confidence that Volt Typhoon actors are pre-
positioning themselves on IT networks to enable lateral movement to OT
[operational technology, or industrial control systems] assets to disrupt
functions.”1® This is suggestive of the SSF preparing the cyber environ-
ment for future military contingencies—that is, intelligence power
enabling military power.!%

But while Volt Typhoon may demonstrate PLA preparation for cyber
warfare, activity must not be confused with advantage. As Joshua Rovner
points out, “What is possible at the operational level may fizzle as a strate-
gic tool.”1% Reporting on Volt Typhoon reflects not only improved organi-
zational capacity on the Chinese side but also improved counterintelligence
capacity on the Five Eyes side. The intelligence contest is indeed a contest.
Another challenge for Volt Typhoon and other PLA cyber warfare units, as
discussed, is the recent subordination of cyber forces directly under the
CMC. The turbulence of another reorganization is likely to create addi-
tional friction for Chinese cyber operations, improving political micro-
management while degrading operational initiative. Increased political
control should be expected to affect the quality of Chinese cyber com-
manders and operators at the same time as Western counterintelligence is
on high alert.
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THE BALANCE OF FRICTION

Strategists in both China and the United States expect that cyber warfare
will be a feature of any future conflict. For China, cyber warfare is an attrac-
tive means of interfering with US C4ISR networks, which are vital for pro-
jecting power to the opposite side of the planet. For the United States, cyber
warfare is an attractive means of preempting an increasingly unfavorable
military balance in the Pacific. Both states see automation and robotics as
essential enablers of military power.

But information systems are more than just technology, and information
dominance is more than just doctrine. China’s space, cyber, and electronic
warfare capabilities have improved over the years, but they still recapitu-
late the general organizational pathologies of the PLA. A recurring theme
in PLA studies is that serious institutional weaknesses hinder its ability to
successfully conduct joint “system of systems” operations in “informatized
conditions.”!% The PLA’s institutional weaknesses include organizational
structure (cumbersome staffing and political controls), organizational cul-
ture (ideology and corruption), and command structure (rigid training and
fraught civil-military relations). Integrating increasingly complex weapons
and platforms, along with inadequate personnel training, remains a key
challenge for the PLA in all operational domains. Moreover, as the PLA
itself becomes more networked or informatized, the Cyberspace Force loses
any asymmetric advantage it may have had, especially against an increas-
ingly capable US Cyber Command.

The balance of friction affects any intelligence contest, both in peacetime
and in war. Combined-arms warfare, joint operations, and multidomain
campaigning are extremely challenging operational activities. They require
extensive training, flexible command systems, talented personnel, and a will-
ingness and ability to adapt and repair information systems in the face of
tremendous uncertainty. Translated into military cyber operations, cyber
warriors need to be lucky. Luck is when preparedness meets opportunity:
A sophisticated clandestine operation requires a lot of preparation, and
exposed vulnerable institutions provide fragile opportunities. It is not clear
that the PLA is lucky in this sense. Indeed, the US military may be luckier.

The PLA may not be able to conduct effective cyber operations in a com-
plex and dynamic conflict with high political stakes. The US military may
also not be as fragile and vulnerable as the PLA’s information dominance
narrative assumes. CCP coup proofing in peacetime—filling the PLA with
Xi loyalists and political commissars—is likely to hamper the performance
of PLA cyber operators in wartime. The US military, by contrast, has a long
tradition of encouraging its junior personnel to take the initiative in com-
bat. The US military and intelligence community have decades of experi-
ence working through information friction in wartime conditions, but the
PLA has only begun to reckon with the coordination challenges of
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informatized military operations. Large, scripted exercises are perhaps bet-
ter for propaganda than for operational readiness. Effective multidomain
operations require flexible organization combining bottom-up initiative
and enterprise management. A fragmented authoritarian regime with para-
noid information controls may find this difficult.

I assess that the balance of friction in cyberspace favors the United States.
But friction, by its very nature, is impossible to measure precisely. Doing so
would require detailed assessments based on classified information, which
would still inevitably be incomplete. It is reasonable to expect, however, that
increasing military reliance on coordinating institutions in an extremely com-
plex operational domain will increase uncertainty about the relative balance
of power. The extreme secrecy associated with cyber warfare makes it even
harder for enemy forces to measure the balance of power. This has troubling
implications for strategic stability. Seduced by its own doctrine, the PLA may
overestimate its abilities and overlook the difficulties of cyber warfare in prac-
tice. Intimidated by the same doctrine, the US military may underestimate its
ability to mitigate combat friction. Anything that creates uncertainty is a
potential source of miscalculation and war.

Reinventing Counterintelligence

While there are many open questions about the economic impacts of Chi-
nese espionage and the viability of Chinese cyber warfare (i.e., sabotage),
the most successful type of Chinese secret statecraft is, without a doubt,
counterintelligence. Western analysts often focus on the cyber threat from
China to other countries, but much of China’s intelligence effort is inter-
nally focused. For example, over half the 120 contracts in the I-Soon leak
were with provincial and city MPS units, compared to just 22 with MSS.1%
Moreover, according to Sekoia, most “cyber operations attributed to the
MSS are linked to MSS-provincial bureaus rather than the central organ,”
with ten times as many personnel working in local agencies.!%

China has pioneered the practice of “networked authoritarianism,”
which uses information systems to bolster state control over civil society.!®
Beijing uses censorship, surveillance, and curated content to selectively pro-
mote narratives that support the CCP, communicating to the population
what is tolerable and what is not. This can also be considered a form of
reverse subversion, whereby the state conducts internal influence opera-
tions to discourage and disrupt political dissidence. The autonomous coer-
cive capacity of the MPS and the People’s Armed Police (PAP), in turn,
makes this form of messaging far more credible than anything we saw in
chapter 6 on Russian influence operations against the United States. Chinese
counterintelligence subversion reinforces CCP governance by discouraging
political competition and compelling cooperation.
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INFORMATION CONTROL

“Psychological warfare” is a key plank of the “Three Warfares” strategy
that the CCP uses to control ideological narratives (along with “legal war-
fare” and “public opinion warfare”).!? The greatest fear of the CCP is the
emergence of domestic political movements with the potential to over-
throw the modern Mandarin emperor, as has happened so many times in
Chinese history. A close second is fear of foreign invasion or subversion
leading to the same result. Addressing these concerns is a vital precondi-
tion for any form of informatization for the CCP.

Information control is a form of influence that sends signals to citizens
that (1) dissent and factionalism will not be tolerated, and (2) there is no
exit from state control. It is a way of keeping Chinese society together and
protecting it from foreign “hostile forces” and the domestic “three evils” of
terrorism, separatism, and extremism."! The emphasis on sovereign control
prioritizes institutional independence from the common international
order. The emphasis on cracking down on dissent prioritizes cooperation
with the CCP.

China repurposed the flexible modular architecture of the internet and
other Western information technologies to build the Great Firewall, the
most sophisticated national system of censorship, surveillance, and propa-
ganda in the world. Protected from the ideological dangers of the liberal
order, the internet is reconstructed as an engine of social harmony and CCP
control. Xi’s 2019 speech during “Cybersecurity Week” thus focused on
safety, innovation, and international cooperation: “It is necessary to adhere
to both safety and controllability and open innovation, maintain cybersecu-
rity based on an open environment, strengthen international cooperation,
and enhance the general public’s sense of gain, happiness, and security in
cyberspace.”!1?

Both the supply-side and demand-side factors of Chinese domestic
information campaigns are very different than in Russian foreign cam-
paigns (e.g., those discussed in chapter 6). To return to the marketing anal-
ogy,'* the “product” of information control is netizen conformity with
official norms of online behavior. State interventions backed up by police
action raise the “price” of accessing banned content. State-sponsored “pro-
motion” of approved messaging floods online forums with comments
aligned with official preferences, and shouts down and shames offending
viewpoints. The pervasive “placement” of active and passive controls
thus gives netizens more opportunity to create a more harmonious society
(hexie shehui). The net result is the sorting of society into a more ideologi-
cally homogenous and controllable mass by excluding ideas that the CCP
finds threatening.

A study of 468 incidents on WeChat between 2014 and 2019 found that
posts that spread unverified information, criticized the government, and
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called into question its credibility were more likely to lead to arrest, deten-
tion, or prosecution."* Another study found that Chinese netizens can
express criticism of the government, but only if doing so does not mobilize
demonstrations against the government.!’> The messaging of China’s cen-
sorship and control regime is credible because it is backed up by coercive
force, which is usually missing from many foreign IO campaigns. Censor-
ship can discourage demonstrations, which netizens can reliably expect to
be met with a police response. Compliance with CCP intentionality is the
“product,” and the coercive capacity of the MPS and PAP persuasively
raises the “price” of noncompliance with IO messages, which the CAC
“places” and “promotes” throughout Chinese cyberspace.

This is an important reason why information operations tend to be more
effective when deployed against a state’s own population rather than
against foreign audiences. The conventional wisdom about disinformation
expects foreign subversion to produce dramatic effects, but information
control at home has a much better chance of succeeding. In foreign influ-
ence campaigns, disinformation and propaganda are basically cheap talk.
Messaging usually has little effect unless the foreign audience is already
motivated to co-opt it for its own purposes (as we saw in the case of the
2016 election). But in a domestic society, information control works by com-
plementing internal security services to bolster government control. This
turns the conventional wisdom about information operations on its head.
Cyberspace may be less useful for foreign subversion than for reinforcing
authoritarian stability.

FRICTION AND FLOODING

Chinese internet censorship relies on technical barriers and active
interventions to filter out harmful digital content and block unwanted
external interventions.!'® China also employs service denial attacks for
ideological objectives, in one case using the Great Firewall infrastructure
to attack servers in the United States hosting censorship-evasion tools.!”
Surveillance projects co-developed with Huawei and partner vendors
include voice recording analysis, detention center monitoring, location
tracking of political individuals of interest, police surveillance in the
Xinjiang region, and corporate tracking of employees and customers.!
To gain access to China’s 750 million netizens, Western firms have also
been known to facilitate Chinese information control, as demonstrated
by censorship features on Google’s Project Dragonfly, an Android search
app in China.'?

Chinese censorship incorporates elements of deception, or (im)plausible
deniability, to complement open propaganda and security laws. Margaret
Roberts shows that Chinese censorship relies more on friction and flooding
than on fear.'?° Overt censorship threatens violators with punishments, but
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reliance on fear tends to provoke anger and can be difficult to enforce.
Instead, Chinese censorship is deliberately ambiguous, meaning that it can
be hard to distinguish between system outages and intentional filtering
(friction), or between genuine support for the regime and intentional
manipulation (flooding). Users learn quickly what is allowable and what is
not, while the state’s “implausible deniability” about censorship enables
everyone to save face.'?! Deviants who want to circumvent the Great Fire-
wall can find ways to do so, but then in the process, they self-identify as
someone deserving more attention from the police. Officials who need
information to do their jobs can also circumvent controls, even as they
uphold the policies of the state. Ironically, the porousness of Chinese cen-
sorship makes it more robust!

Chinese information control implements a mixed influence strategy
combining overt disinformation (sorting loyal citizens) and access denial
(blocking harmful content). Chinese information controls create barriers by
censoring forbidden content, blocking access to offensive websites, remov-
ing problematic discourse, and throttling offending connections. Chinese
trolls employed or inspired by counterintelligence agencies masquerade as
grassroots netizens (colloquially known as wumao, or “the fifty-cent army”).122
Chinese information controls embody a form of disclosure to the population
about what the government will and will not tolerate.

Chinese internet-control measures have generally become more perva-
sive and robust under Xi Jinping. As Xi observed in 2016, “Cybersecurity
and informatization are mutually complementary. Security is the precondi-
tion of development, development is the guarantee of security, security and
development must progress in step. We must absolutely understand that
throughout all ages, many technologies are ‘double-edged swords,” on the
one hand, they may enrich society and enrich the people, on the other hand,
they may also be used by some people to harm the social interest and the
interest of the masses.”'? Accordingly, Xi consolidated and strengthened
the administrative center of information control (the CAC) and advanced
new laws such as the 2017 Cybersecurity Law.!*

The perverse effect is that civil society ends up in a relationship of
dependency on the state for its own political communication. Reciprocally,
the state becomes dependent on the citizenry to amplify its counterintelli-
gence effectiveness. As the MSS’s WeChat debut in July 2023 urged,
“People’s governments at all levels and relevant departments should
organize anti-espionage security prevention publicity and education,” and
“television, cultural, and Internet information services should carry out
targeted anti-espionage publicity and education for the entire society.”
This would enable “citizens and organizations to report behaviors that
endanger national security.”!?

Global information infrastructure internationalizes China’s domestic
concerns. China becomes an exporter of information control as it ransacks
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the networks of Western media companies and China-focused nongovern-
mental organizations. Another example of the internationalization of
domestic information control is the controversy around TikTok based in
part on fears of CCP influence via TikTok’s algorithm.'? But international
influence of this sort lacks the coercive backstop of the PAP that makes
domestic Chinese information operations so persuasive. As I discussed in
chapter 5, the technological supply of influence cannot be evaluated sepa-
rately from the international political demand for it.

The Contradictions of Cyber Power

The rise of China is the defining geopolitical event of the post-Cold War
era, and the commercial internet grew dramatically during the same era.
It would be surprising if these developments were not related. Indeed, the
internet powered globalization, and globalization powered Chinese
growth. The use of information technology, by fair means and foul, has
helped China become a great power. Understanding Chinese cyber power
thus helps us to understand the changing balance of power in general in
the twenty-first century.

In the decades after the Cold War, Chinese grand strategy was character-
ized by restraint and reform. But with the rise of Xi Jinping, China became
more assertive and authoritarian. The fundamental political imperative for
almost everything in Chinese policy is to bolster the rule of the CCP, and
increasingly of Xi himself. The control imperative drives Chinese invest-
ment in the digital economy, industrial espionage, cyber warfare, and infor-
mation control. If the millennial dream of the internet was that democracy
would follow technology, then China has shown how to unbundle eco-
nomic and political liberalization. The Chinese appropriation of the digital
infrastructure of liberal order (cyber superpower) aspires to capture the
benefits of economic globalization while protecting the political sover-
eignty of China, exploiting many different governments and nonstate
actors in the process.

Cyber power in general is fraught with tensions because digital networks
enable and link all other forms of power. Cyberspace constrains and enables
economic power, intelligence power, military power, internal security, and
almost everything else. As discussed above, internet standards and China’s
“Internet Plus” policies embody Beijing’s quest for infrastructure power, a
form of digitally enabled governance. Computer espionage conducted by
the PLA and MSS, meanwhile, relies on Chinese intelligence power. Infor-
matized warfare, centralized under the CMC in the Cyberspace Force (one
of the successor organizations to the SSF), embodies the application of
covert action strategies to augment military power. Information control,
which includes the so-called Great Firewall of China, amplifies the CCP’s
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bargaining power over the Chinese population. These different facets of
cyber power can create synergy or interference. In the case of China, the
inherent contradictions of cyber power loom large.

Everything about China is complicated, and cyber power is no excep-
tion. Chinese society is a complex mixture of capitalism and socialism in
a shifting multipolar environment. China is deeply invested in the stabil-
ity and functionality of shared global information infrastructure, where
US actors still have disproportionate influence. The internet enables not
only economic growth, which enhances CCP legitimacy, but also civil
society, which threatens CCP control. Chinese intelligence and security
agencies thus exploit the same infrastructure for economic and political
advantage. The MSS infiltrates the US-dominated internet ecosystem to
subvert US interests, while the PLA appropriates it to threaten the US
military. As the information economy both empowers the CCP and con-
tributes to its sense of insecurity, comprehensive censorship and surveil-
lance bolster regime control. These contradictions shape the expression
of Chinese cyber power, and even Marxist dialectics offer no easy path
through them.

Different components of Chinese cyber power evolve with institutional
changes at the international and domestic levels. These trends are moving
in the opposite direction, with gradual decoupling internationally and
increasing consolidation domestically. These two entwined institutional
dynamics account for the unique character of Chinese cyber power.

First, economic liberalization abroad—reliance on collective institutions—
is weakening. The weakening of the liberal peace at the international level
makes external cyber conflict somewhat more complicated for China. With
growing barriers to connectivity at the international level in the form of
cybersecurity controls and economic sanctions, we should expect Chinese
cyber operations to become more difficult, which in turn encourages greater
investment in professional organization to overcome barriers.

Second, authoritarian consolidation at home—reliance on organic
institutions—is strengthening. The strengthening of the authoritarian
peace at the domestic level enables the Chinese government to enhance
control in internal cyber conflict. With the strengthening of organic institu-
tions at the domestic level, we should expect greater investment in
information-control systems to discourage the expression of incompatible
interests. Authoritarian consolidation should translate into more robust
counterintelligence and internal security, which should improve influence
over the domestic population.

The idiosyncrasy of Chinese cyber (super)power is itself instructive.
I have stressed throughout this book that institutions shape cyber perfor-
mance, so we should expect the unique institutional context of China
to produce a particular expression of cyber power. It is different from US
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(or Russian, British, or Israeli) cyber power. This particularity underscores
the general importance of institutional context.

Cyber power tends to mirror power in general. The Harvard Kennedy
School compiled a “National Cyber Power Index,” with cyber power
defined as “the effective deployment of cyber capabilities by a state to
achieve its national objectives.”'?” The 2022 index roughly tracks the overall
balance of power. By many measures of power, the United States remains
ahead of China, even as China has pulled ahead of everyone else.!” The
United States and China likewise rank first and second in cyber power,
while other countries cluster far behind.'® The two leading powers in the
world are as different from each other as they are from everyone else. This
implies that the cyber power of the United States and China should have an
outsized effect on global cybersecurity.

US-China relations are a complex pattern of cooperation and competi-
tion. These same conditions encourage secret statecraft. The unprecedented
degree of economic interdependence between two rival power centers
leads to an unprecedented potential for cyber conflict between them. Cyber-
security in the US-China relationship is thus a quarrel between “frenemies
with benefits.”* The mutual benefits of interconnectivity enable the unilat-
eral benefits of cyber operations, and for the same reasons constrain their
severity. Secret statecraft flourishes between peace and war, and increas-
ingly between the infrastructure of liberal hegemony and the confrontation
of geopolitical rivals. China’s complicated experiment with networked
authoritarianism is also perhaps a cautionary tale for the United States. The
final chapter of this book will unpack the paradoxical implications of secret
statecraft in cyberspace.
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Good News and Bad News About Cyber Warfare

The cyberwar narrative is evergreen. “In 2023,” warned an economist at the
University of Chicago, “there will almost certainly be a major cyberattack.
It could shut down Taiwan’s airports and trains, paralyze British military
computers, or swing a US election. This is terrifying, because each time this
happens, there is a small risk that the aggrieved side will respond aggres-
sively, maybe at the wrong party, and (worst of all) even if it carries the risk
of nuclear escalation.”?!

Throughout 2023, there were reports of many cyber attacks, including the
Volt Typhoon intrusions attributed to China and relentless Russian opera-
tions in Ukraine. But none of them prompted a dramatic counteraction. In
2024 there finally was a major cyber attack—the Salt Typhoon breach of US
telecommunications—but the United States did not aggressively escalate.
Meanwhile in Ukraine, Russian cyber operations reverted to an emphasis
on espionage over sabotage.?

So long as society depends on computers, the possibility of cyber-
enabled destruction and escalation can never be ruled out. Some vital sys-
tems remain vulnerable, and some threat actors are quite capable. But just
because something is technically possible does not mean it is politically
probable. In the historical record of cyber conflict, which is now decades
long, we see far more cybercrime than cyber warfare, more espionage
than sabotage, and more minor incidents than major disruptions. Most
threat activity flies so far beneath the radar that it goes undetected or
unreported altogether. This does not mean that cybersecurity is unimport-
ant in politics. On the contrary, cybersecurity matters precisely because it
is other than war.

I have argued throughout this book that cyber competition is a form of
secret statecraft, or the use of organized deception for strategic advantage.
Secret statecraft—which includes espionage, sabotage, subversion, and
counterintelligence—can improve the efficiency of competition by quietly
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improving information or influencing behavior. Technology is increasing
the scope, scale, speed, and general complexity of all kinds of secret state-
craft. As a result, innovation in cyber conflict is filling out the bottom end of
the conflict spectrum rather than the top. This perspective helps to explain
the empirical pattern of cyber threat activity that we observe—a lot of little
but little of a lot. This is cold comfort, because a lot more is always
possible.

The Exception That Proves the Rule

This book opened with an account of a supply chain attack. Russian espio-
nage via SolarWinds showed how the compromise of an obscure digital
service could imperil the data of thousands of organizations, but this was
an innovation in intelligence rather than warfare. As this book neared pro-
duction, however, the world witnessed a far more devastating supply chain
attack. At three thirty in the afternoon on September 17, 2024, Hezbollah
operatives throughout Lebanon received messages on their pagers, ostensi-
bly from Hezbollah leadership.? A few seconds later, the pagers exploded,
killing at least 12 and injuring over 2,700. The next day, Hezbollah’s two-
way radios started exploding as well, killing 20 and injuring 450 more.*
Several children were among the victims. Israel followed up with hundreds
of air strikes on Hezbollah leadership, Hezbollah retaliated with rocket
attacks, and Lebanon plunged into war again.

Does this mean that the cyberwar narrative has come to pass? Yes and no.
A clever hack of a communication system did cause mass casualties, fol-
lowed by military escalation. Whether this counts as a cyber attack depends
on whether we limit the scope of the concept to digital hacking. Given that
“cyber” comes from “cybernetics,” I am inclined to entertain a broad defini-
tion encompassing all means of communication and control. As such, the
pager attack looks like a remarkable outlier in the history of cyber opera-
tions. But even so, a key element of the cyberwar narrative is that logical
code can create physical effects all by itself. Here, however, the Mossad
physically intervened in a material supply chain to disguise real explosives
and remote switches inside pagers, reportedly through a Hungarian front
company that sold Taiwanese pagers to Hezbollah.> The Mossad created
improvised explosive devices, not logic bombs.

The cyberwar narrative further stresses that the barriers to entry for cata-
strophic attack are low (and thus offense dominates defense). But this was a
complicated operation, years in the making, supported by extensive recon-
naissance and covert action. The attacker was a sophisticated state spy ser-
vice with decades of experience in remote control assassination, including
the employment of booby-trapped phones and robotic snipers. According
to two former Mossad agents, Hezbollah first bought sixteen thousand
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sabotaged radios from a front company ten years earlier, and then later
bought five thousand pagers from a different front replete with advertising
and internet reviews; according to one agent, “We have an incredible array
of possibilities of creating foreign companies that have no way of being
traced back to Israel. . . . Shell companies over shell companies to affect the
supply chain to our favor.”® Israel exercised incredible strategic patience
and disciplined discretion by carefully preparing an elaborate trap that
could be used only once.

Military escalation did indeed follow the pager attack, but it was not ini-
tiated by the aggrieved party, and it was not unintended. The ultimate tim-
ing of Israel’s offensive in Lebanon may have been triggered by indications
that Hezbollah was getting suspicious about its communications, but Isra-
el’s campaign plan was already in place. The shock-and-awe offensive
opened with the mass assassination of Hezbollah operatives and the sud-
den loss of communications. This surprise caused confusion and paranoia
throughout the Hezbollah organization, which was then systematically
decapitated by the Israeli Air Force and decimated by an Israeli ground
invasion. Israel was able to eliminate many senior commanders in rapid
succession, including Hezbollah leader Hassan Nasrallah, thanks to major
improvements made in collection and analysis in the previous years.” Com-
munications sabotage, therefore, was just one part of a major multidomain
campaign that had been planned well in advance. This stands the cyberwar
narrative on its head: Instead of cyber sabotage triggering an escalation to
war, Israeli plans for war called for communication sabotage.

The framework of secret statecraft provides a more satisfying interpre-
tation. We can dispense with a definitional debate about cyberwar and
focus on the underlying political logic of deception. Israel ran a long con
for a decade to fool Hezbollah into willingly but unwittingly sabotaging
itself. One irony is that Hezbollah relied on radios and pagers because it
was rightly worried about the security of its cell phones. Israeli intelli-
gence both encouraged this paranoia and offered a treacherous alterna-
tive. Hezbollah’s counterintelligence precaution thus drove its operatives
into the crosshairs of Israeli assassins. As in the exploitations of Solar-
Winds and BeyondTrust, the victims trusted their security to an informa-
tion system that became a vector for attack. But unlike those pure cyber
operations, which only stole data at scale, the attack on Hezbollah was
lethal, killing human beings at scale.

Deception is efficient because the victim does some of the work. Israel
used organized deception to improve strategic efficiency by inflicting
many enemy casualties with little friendly exposure. Indeed, the secret
pager exploit promised such dramatic cost savings that it probably made
war more attractive to Israel than diplomacy: Information asymmetry pro-
duced strategic instability.® This is a very different pattern than the US-
Israel cyber campaign examined in chapter 5. Stuxnet provided a covert
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counterproliferation option in lieu of war, but the pager sabotage provided
an option for starting a war by surprise. One kept the peace while the other
ended it. One remained in the cyber domain while the other crossed
domains. But both operations were intended to reduce the costs of war,
either by avoiding it altogether or by fighting with a decisive advantage.

Indeed, Israel’s failure to anticipate a devastating attack by Hamas on
October 7, 2023, exactly fifty years after a massive surprise attack by
Egypt, illustrates the disastrous costs of being deceived. While Jerusalem
was distracted by domestic politics, thinning its defenses in Gaza and
ignoring warning signs, Hamas launched a surprise assault that killed
1,200 Israeli civilians, precipitating a ghastly war that killed perhaps fifty
times as many Palestinians.” There are many varieties of secret statecraft,
but all aim to gain an unfair advantage over an unwitting opponent.
Whether this improves or degrades strategic stability depends on the
underlying political interests.

Israel was successful in sabotaging Hezbollah and gaining a strategic
advantage, finally, because it met two hard-to-meet conditions for intelli-
gence performance. Israeli intelligence was not only very good but also
lucky enough to have obliging targets and a priceless opportunity. It remains
to be seen whether Israel’s technological advantages in efficiency can be
converted into lasting political effectiveness. The history of chronic conflict
in the region offers few reasons for optimism.

Empirical Findings

This book has developed a theory of intelligence performance, which is the
operational foundation of secret statecraft. I have argued that persistent
secret access to targets depends on vulnerable institutions and clandestine
organization. These two institutional conditions change over time as intel-
ligence competitors interact and react. Technological complexity compli-
cates this interaction without providing lasting systematic advantage to
either side. Put simply, institutional context determines intelligence
performance.

I have used the theory to explain several important historical intelligence
campaigns, summarizing the key variables in table C.1. Using the coding
scheme from chapter 2, asterisks indicate more favorable conditions or bet-
ter performance. Some coding is mixed because conditions varied within
the case. Process tracing in these cases revealed strong support for the the-
ory. I found that when both conditions were met, deception specialists were
able to gain and maintain secret access to targets; when not, operations fal-
tered. Additional support for the theory emerges from less detailed shadow
cases that I have discussed throughout the book, including below, as listed
chronologically in table C.2.
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INTERPRETING THE CASES

The case studies generally provide support for the theory, even as these
cases are not perfectly comparable. The cases in table C.1 are all coherent
intelligence campaigns sustained over time by an identifiable deception
specialist, but they involve different technologies, operational concepts,
and political purposes. There is even more heterogeneity in table C.2. All
are intelligence contests, but some are discrete incidents (Orchard), while
others are longer campaigns (Bodyguard) or mere plans (Nitro Zeus). Some
focus on macro trends (internet security) and others on micro dynamics
(Exchange). Nevertheless, I consider this heterogeneity to be a feature, not a
bug. Showing that the theory applies to a broad repertoire of cases demon-
strates its generality.

These case studies are not just single data points but complicated histori-
cal episodes. Many cases feature fine-grained variation in conditions, or
changes over time. Tables C.1 and C.2 thus depict temporal variation in a
few cases (SolarWinds, Philby) to show how changing conditions produce
different outcomes. I have discussed other nuances in the text. The intrinsic
complexity of intelligence results in a lot of mixed coding. Indeed, the
ambiguity of cyber operations is the whole point of the theory, not a short-
fall. I find that within-case variation is largely consistent with the expecta-
tions of the theory, which showcases its ability to handle complexity.

My primary focus in this book has been theory building, which is a task
well served by qualitative comparison. The two conditions of the theory are
perhaps best understood as heuristics that guide the assessment of inher-
ently complex phenomena. They encourage attention to both “external”
and “internal” institutional context in intelligence contests, which
helps to avoid myopic fixation on technical tradecraft. Thick description of
these conditions helps to clarify the workings of the theory in real-world
circumstances, which are always complex and ambiguous. Future studies
might devise quantitative identification strategies to further refine and test
the theory.

Recall that the notion of intelligence performance is scoped narrowly to
the operational level. Strategic success in secret statecraft is more indirect.
This helps to explain why even the nominal successes in tables C.1 and C.2
are associated with ambiguous or minor political impacts. Bletchley Park is
the most successful case in the book, and even its military contributions
were indirect. Some commanders could use Ultra better than others, and all
still had to win on the battlefield. If the dearth of asterisks in the tables sug-
gests that intelligence performance cannot be taken for granted, the picture
may be even less encouraging for its strategic impact.

Intelligence success is underrepresented in my cases. Indeed, intelligence
failure gets much more attention in IR scholarship generally. The intelli-
gence campaigns that we can study tend to be those that did not meet the
conditions for intelligence performance, resulting in accidental compromise.

215



CONCLUSION

The empirical record of cyber conflict is thus a chronicle of offensive mis-
steps. This is another reason why I included Bletchley Park, a richly docu-
mented case of intelligence success. There are almost certainly many
successful US, Dutch, or Israeli campaigns that we will not hear about for a
long time, if ever. But the missingness of cyber data is probably biased in
support of secret statecraft and against the cyberwar narrative. A lot of threat
activity is missing from public databases because deception specialists pre-
fer to work in the shadows. Discretion, rather than escalation, produces a
long tail of stealthy intrusions that we never detect. Destructive cyber war-
fare, by contrast, is unlikely to remain hidden. Indeed, coercive diplomacy
depends on not hiding harm. Cyber operations are rarely black or white, but
increasingly gray.

POTENTIAL CRITIQUES

Technology changes fast. Russia intervened to support Trump nearly a
decade before this book was published. Stuxnet was conceived nearly two
decades ago. This is an eternity in cyber time. But the argument in this book
does not depend on the details of any given technology. I argue that cyber-
space enables new versions of the old phenomena of secret statecraft. The
nature of secret statecraft does not change, even though its conduct changes
constantly.

Technology is complex. Accordingly, complexity is a major theme of this
book. Much of the ostensible complexity of technology is really a reflection
of complex interdependencies among numerous actors and social practices.
The cases in table C.2 span over eighty years (from Bodyguard to the pager
attack), a period in which intelligence practice became ever more complex.
If the same theory can explain all these cases, then the theory will likely
remain relevant as the technological state of the art becomes even more
complex. Future studies can test this claim, of course.

Technology X is different. Perhaps artificial intelligence, quantum com-
puting, or synthetic biology will transform cybersecurity. Many claims
about emerging technologies tend to repeat familiar themes of the cyber-
war narrative: Offense is dominant, catastrophe is imminent, and the
United States lags behind. But there are many reasons—organizational,
economic, strategic, rhetorical—to be skeptical of these claims. There is not
space in this book to evaluate claims about specific emerging technologies,
but I generally expect them to make institutional context even more impor-
tant, not less.!” Secret statecraft is primed to become both more complex
and more frustrating, but this will not fundamentally transform politics.

Important cases are missing. I have not covered many of the “greatest
hits” of cybersecurity, such as the Russian service-denial attacks in Estonia
in 2007 and Georgia in 2008 or the North Korean attack on Sony in 2014
and WannaCry ransomware in 2017. Nor do I discuss anything after 2024,
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for obvious reasons. I have instead focused on well-known and well-
documented cases that demonstrate both continuity and change in secret
statecraft. My aim in this book has been to develop and substantiate an IR
theory of intelligence performance that applies to cybersecurity, not to pro-
vide a comprehensive guide to cyber history and policy.!

These cases are state-centric. This may be unsurprising for an IR book on
secret statecraft, but nonstate actors are ubiquitous in cybersecurity. Indeed,
the civilianization of intelligence has been an important theme throughout
this book. There have been prominent commercial (counter)intelligence
actors in many cases (e.g., SolarWinds, CrowdStrike, NSOGroup). But the
growing prominence of civilian actors does not mean that state actors are any
less important. On the contrary, nation-state spy agencies have considerable
capacity for deception, as well as the support of other coercive instruments of
statecraft. Cyberspace tends to make powerful actors even more powerful.
While there is indeed a state-centric bias in my cases, there is also a state-
centric bias at the higher end of the spectrum of cyber conflict.

Cybercrime gets short shrift. Financially motivated theft and fraud
account for the bulk of malicious activity in cyberspace. Criminal ransom-
ware attacks create serious disruptions, such as degrading hospital ser-
vices. Cybercrime can also have geopolitical consequences, as in North
Korea’s efforts to fund its nuclear program with ransomware attacks and
cryptocurrency theft. This book has indeed focused mainly on national
security cases; nonetheless, the theory of intelligence performance is gen-
eral enough to interpret criminal cases as well. As a plausibility probe, con-
sider the May 2021 attack on Colonial Pipeline. An Eastern European hacker
group known as DarkSide conducted a ransomware attack against a major
petroleum company in the eastern United States. It resulted in regional
shortages of gasoline and jet fuel for five days and provoked a comprehen-
sive government response.'? I assess that Colonial’s information systems
were exposed (connected and vulnerable), but DarkSide had to be noisy
(capable yet indiscreet) in order to extort Colonial. As the theory expects,
DarkSide lost control after Colonial suspended operations out of an abun-
dance of caution. Colonial did pay a ransom of $4.4 million in Bitcoin, but
the Department of Justice recovered about 85 percent of it.!* DarkSide
achieved a narrow tactical victory (sabotage and compellence) but ulti-
mately did not benefit from it and created a less permissive environment
for future operations. Future research could explore more nonstate
cybercrime.

You never know! Past performance does not ensure future results. Yet
this is precisely why we need theory. The theory in this book highlights
disincentives for escalation, including security imperatives and control
problems. A basic point is that the constitutive role of institutions makes
cyber operations unreliable in war, since war tends to degrade institutions.
Cyberspace can indeed be useful in war, especially for intelligence support
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to operations in other domains (i.e., land, sea, air, space). But even then, fog
and friction complicate cross-domain coordination. When institutional con-
ditions are permissive, competitors can use cyber warfare to inflict friction
on enemy organizations and societies, but the same friction makes it risky
for them to expect too much of cyber warfare. Cyberspace is more useful
for other things.

Cyber Warfare in Ukraine

One might expect cyber warfare to play a significant role in the war
between Russia and Ukraine, which is still ongoing as of this writing. Both
sides have been more than willing to inflict death and destruction on one
another, so they should be willing to go for the jugular in cyberspace as
well. Yet the war does not offer much support for the cyberwar narrative.
On the contrary, the wartime cyber contest in Ukraine is more consistent
with the secret statecraft framework of this book. While it is risky to specu-
late on an ongoing conflict, I will hazard a few observations that I expect
will stand up.

The war in Ukraine is the most intense episode of land warfare in Europe
since World War II, as well as the most dangerous nuclear crisis since the
Cold War. At the lower end of the conflict spectrum, we see not only hack-
ing and disinformation but also economic sanctions, food blockades, infra-
structure sabotage, and contested commercial space operations. This all
puts the marginal role of cybersecurity into perspective. Yet it is important
to appreciate that no weapon, in any domain, has turned the tide. The war
has lasted longer and cost more than all parties expected, and all have
found new ways to frustrate one another. Cyberspace is an active domain
of conflict and, for the same reasons, an indecisive one.

Secret statecraft, and not just in cyberspace, has been a continuous part of
the war in Ukraine since it began in 2014. After the Maidan Revolution in
Kyiv, Russia sent soldiers without insignia, or “little green men,” to occupy
Crimea. Moscow also intensified military support for Russian separatists in
the Donbass. Ukraine soon became a test bed for Russian covert action and
espionage in cyberspace, and it also catalyzed the improvement of Ukrai-
nian counterintelligence.!* Cyberspace was actively contested, but service-
denial attacks remained uncoordinated with military operations.’® The
frozen conflict in Ukraine prior to 2022 recapitulated a familiar pattern in
coercive diplomacy: Russian sabotage and subversion only stiffened Ukrai-
nian resolve.!'® Ukraine gradually became better at countering Russian
“gray zone” operations, thanks in part to Western assistance. As Russia’s
middle option between peace and war started to seem less promising,
Vladimir Putin gambled on escalation.'” Russia initiated a large-scale mobi-
lization in 2021 and then invaded in February 2022.
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The most active Russian threat actor in Ukraine has been the Main Intel-
ligence Directorate of the General Staff (GRU). The GRU Information Oper-
ations Troops (Unit 55111) include the Eighty-Fifth Main Special Services
Center (Unit 26165, a.k.a. APT28, Fancy Bear) and the Main Center for Spe-
cial Technologies (Unit 74455, a.k.a. APT44, Sandworm).'"® Another GRU
unit, specializing in assassinations and bombings, also has a small and
rather immature cyber group (Unit 29155, a.k.a. Cadet Blizzard)."” Coordi-
nation across GRU teams, much less with other hacking teams in the FSB or
SVR, is limited, which is a liability for the condition of clandestine organi-
zation. APT28 (Fancy Bear) tends to focus more on espionage, including
hacking the US Democratic National Committee in 2016. APT44 is Russia’s
premier cyber warfare unit, conducting the full spectrum of “information
confrontation” operations, to use the Russian doctrinal term of art. APT44
attacked the Ukrainian electrical power grid twice, in 2015 and 2016; this
demonstrated the feasibility of a classic cyberwar scenario, but Ukraine
mitigated the outages within hours.?

One GRU campaign in Ukraine inadvertently created economic losses in
Europe estimated in the billions of dollars.?! In 2017, APT44 deployed Not-
Petya, a data wiper masquerading as ransomware that spilled beyond
Ukraine’s borders. NotPetya spread quickly because it combined the Mimi-
katz hacking tool with the NSA EternalBlue exploit (leaked by the Russian
Shadow Brokers hacking group via a treacherous contractor with the
NSA).2 In terms of intelligence performance, the Ukrainian accounting
software targeted by NotPetya (and, to a lesser extent, European commer-
cial networks as well) can be coded as exposed. APT44 was somewhat
dependent on third-party capabilities and was rather indiscreet. This com-
bination of conditions resulted in the uncontrolled spread of NotPetya
beyond its Ukrainian target. Russian subversion in Ukraine generally pri-
oritized speed and scale over controllability, inflicting disruption without
gaining any obvious strategic advantage.”® The New Jersey Superior Court
later ruled that NotPetya did not qualify for a “Hostile/Warlike Action”
insurance exclusion.?* Legally and conceptually, NotPetya was a peacetime
sabotage operation, not an act of cyberwar.

Operations like NotPetya helped to create a reputation for the GRU as a
ruthless cyber threat. But the opening phase of the Russian invasion disap-
pointed those who had expected it to, as one journalist wrote, “give the
world its first experience of a true cyber war.”? Skeptics were quick to
decry the absence of cyberwar in Ukraine.?® Four factors help to explain this
early nonstory. First, Russia probably did not plan to dismantle Ukraine’s
digital infrastructure, expecting instead to use it after a quick regime-
change operation. Second, even if Russia did plan a cyber offensive, its
intelligence agencies were as shambolic as the rest of the Russian effort.
Russian spies succumbed to infighting and wishful thinking, failing to inte-
grate operations with the rest of the Russian military.”” Third, combat
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friction and dynamic network conditions undoubtedly undermined Rus-
sian cyber-planning assumptions.? The battle for Kyiv was fluid and con-
fusing as Russian forces lunged on the capital and were repulsed by an
improvised Ukrainian counteroffensive.” Self-organized civilian hacktiv-
ists on both sides further complicated the cyber operating environment.*

Fourth and most importantly, Ukraine and its allies put up a vigorous
defense in cyberspace. Ukraine had ample strategic warning.*! The Ukrai-
nian intelligence service ran counterintelligence operations against FSB
agent networks, and Ukraine’s computer emergency response team (CERT-
UA) countered GRU intrusions.?? Kyiv also got by with a little help from its
friends.3> From December 2021 to March 2022, US Cyber Command
deployed a “hunt forward team” from the Cyber National Mission Force
“to identify and address any potential threats on [Ukrainian] networks and
mitigate in order of severity.”3* The New York Times reported that the FBI
acted on a secret court order “to go into domestic corporate networks and
remove [Russian] malware, sometimes without the company’s knowl-
edge.”® And the Biden administration publicly released intelligence on a
number of occasions to “pre-bunk” Russian covert disinformation opera-
tions, undermining Russian pretexts for invasion and building coalition
support for Ukraine.3

Throughout the war, US Cyber Command proactively countered Russian
operations related to Ukraine,” and the US intelligence community also
provided cyber-enabled intelligence support to the Ukrainian military.3
Beginning in February 2022, Russian hackers conducted DDoS attacks, web
defacements, and a spate of wiper campaigns targeting Ukrainian govern-
ment systems and public infrastructure.® These disruptions were tempo-
rary and were mitigated shortly after detection. Commercial actors played
a prominent role. Microsoft neutralized several Russian wipers and bot-
nets, and its cloud infrastructure helped to defend Ukrainian government
systems.** ESET partnered with CERT-UA to preempt a new version of the
GRU Industroyer malware targeting the Ukrainian electricity grid.*! Firms
such as Amazon, ESET, Mandiant, Microsoft, and SpaceX (Starlink)
improved Ukrainian cybersecurity and communications capacity.*
Together these proactive, multilateral, broad-based defenses created a less
permissive operating environment (i.e., less vulnerable institutions) for
Russian hackers.

The Russian attack on Viasat is an interesting exception.*> On the first day
of the invasion, the GRU deployed a wiper (AcidRain) to target modems
for a KA-SAT broadband communications network operated by a Eutelsat
subsidiary of California-based Viasat.** This created collateral damage for
“several thousand customers located in Ukraine and tens of thousands of
other fixed broadband customers across Europe,” according to Viasat,®
including disrupting connections to 5,800 German wind turbines (but not
the turbines themselves).* Russia’s tactical synchronization of a cyber

220



GOOD NEWS AND BAD NEWS ABOUT CYBER WARFARE

attack with military operations is reminiscent of Operation Orchard, in
which Israel used cyber warfare to suppress Syrian radars during the 2007
air strike mentioned in chapter 5 (or the Israeli pager attack discussed
above). Israel, however, was able to exploit the tactical window created by
cyber operations to achieve a strategic effect, whereas Russia was not. The
Ukrainian military was not exclusively reliant on satellite communica-
tions.*” Russian electronic jamming on the battlefield was much more dis-
ruptive, but even then, Ukrainian ground commanders improvised
alternatives through terrestrial circuits and informant networks.*® In terms
of intelligence performance, the GRU was a capable and discreet organiza-
tion during the planning phase, while the KA-SAT network was an inter-
connected and vulnerable institution. This produced short-lived tactical
success, albeit with uncontrolled collateral damage. Yet the noisy denial
ensured an immediate counteraction: “Network stabilization and security
mitigation actions began immediately,” Viasat reported, “and the network
was largely stabilized within hours and fully stabilized within several
days.”# The Viasat hack affected the cyber policy debate much more than it
affected the war.

The GRU’s emphasis on disruptive attacks in the first year of the war
shifted to more emphasis on espionage in the second.>® APT44 continued to
carry out network infiltrations, wiper attacks, information operations, and
tactical intelligence support. In at least one case, APT44 synchronized wiper
attacks against electrical substations with Russian missile attacks.! But fac-
ing more robust Ukrainian cyber defenses, APT44 focused more on exploit-
ing edge infrastructure (routers, VPN appliances) and “living off the land”
to avoid detection. APT44 also prioritized wipers and cybercrime tools that
were easier to deploy without detailed reconnaissance and careful prepara-
tion. Mandiant assessed that “APT44 is highly judicious about deploying
its most advanced, and likely most costly to develop, tools. When custom
malware is needed, APT44 typically deploys lightweight tools that are
expendable and do not pose any significant attrition to the group’s overall
capabilities when used or exposed.”>> APT44 also relied on hacktivists to
publicize some of its disruptions for propaganda purposes, which suggests
that those attacks were not noticeable enough on their own.>® The underly-
ing performance conditions changed constantly. APT44 was usually capa-
ble but sometimes dependent and indiscreet. Wartime friction created
barriers to access, and Ukrainian counterintelligence shored up vulnerabili-
ties. Both sides adapted.

In the third year of the war, the GRU emphasis on disruption further
waned. “What I think has changed,” said the NSA’s director of cybersecu-
rity in October 2024, “is the Russians shifting back to more espionage.”
The Ukrainian government likewise reported “an increase in the overall
number of cyber incidents accompanied by a decrease in high and critical
severity threats,” with hackers focusing on maintaining discreet persistence

221



CONCLUSION
rather than “just exploiting vulnerabilities wherever they can.”® It is pre-
mature to draw any conclusions, but this shift is suggestive of a learning
process whereby the Russians became disappointed with cyber warfare
and reverted to a more promising focus on intelligence. Given the constitu-
tive importance of collective institutions for any sort of cyber operations,
this is exactly what I would expect.

The war in Ukraine is a cautionary tale for anyone who expects cyber
warfare to be decisive in the opening phases of conflict or to have an out-
sized strategic effect. The intelligence contest in cyberspace was over-
shadowed by grueling battles of attrition and risks of nuclear escalation.
At the same time, it would be a mistake to discount cyber warfare alto-
gether. If the cyber conflict in Ukraine has been indecisive, this is partly
because Ukrainian, NATO, and commercial actors have actively defended
against sustained attacks from APT44 and others. The cyber domain in
Ukraine remains actively contested, just like every other domain in this
protracted war.%

The fundamental limiting factor for cyber warfare, in Ukraine or any-
where else, is the anarchic turbulence of combat. Common connections and
predictable vulnerabilities are necessary conditions for intelligence exploi-
tation, but institutions become unreliable in the fog and friction of war. One
implication is that cyber operations may not work as planned, and only as
planned, once the shooting begins. Another is that wartime cyber opera-
tions are more feasible during stable or static phases of war than during
chaotic or mobile phases.5” Cyber operations should be even more feasible
on the margins of the conflict—for instance, to spy on or influence third
parties not directly involved in combat. As such, cyber warfare is better
understood as the espionage and subversion dimension of limited warfare in
all other domains. Even this entails difficult cross-domain coordination
problems. Not every state can solve them in every situation. As ever, cyber
performance depends on contingent institutional context.

Net Assessment

National institutions shape the style of cyber operations. Russian hacking
has a thuggish quality, combining technical sophistication and brazen
intimidation to sow fear, uncertainty, and doubt. Chinese hacking, by con-
trast, is less about chaos than control: Beijing bolsters its overt legitimacy
with covert espionage, subversion, and counterintelligence. North Korean
operations are less mature than either of them, with a peculiar flair for
cybercrime. US cyber campaigns, meanwhile, are notable for their exquisite
overengineering, bureaucratic overhead, and legal caution.

The assessment of national cyber capabilities, therefore, must consider
enabling institutional factors, not just technical tradecraft. National cyber
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operations also provide a lens through which to understand national politi-
cal priorities. Chapter 7 thus used an institutional lens to understand Chi-
nese cyber power. Because institutions affect intelligence, furthermore,
cyber warfare with China may not be like cyber warfare with Russia. The
good news is that cyber operations are still unlikely to determine the out-
come of any war with China, but the bad news is that the adversaries may
not appreciate what this implies.

General Timothy D. Haugh, commander of US Cyber Command and
director of the NSA, in 2024, reported that he was “laser focused on the
strategic and operational challenge the PRC presents in cyberspace.”®
Indeed, Chinese cyber campaigns have had a profound effect on the develop-
ment of cybersecurity over the past three decades. The growing danger of
war in the Pacific also entails a danger of cyber warfare more severe than
anything seen in Ukraine. This possibility cannot be ignored, but it should
not be exaggerated either. The Chinese and US militaries have both internal-
ized the cyberwar narrative that digital attacks enable information domi-
nance by paralyzing enemy forces or imposing costs on enemy leadership.
Volt Typhoon activity associated with the PLA suggests that the Chinese
military is willing and able to pre-position malicious code in US infrastruc-
ture. But these peacetime probes do not translate simply into wartime advan-
tage, given that friction and turbulence will be intense in any war between
the United States and China. Much depends on the capacity of clandestine
organizations to control complex operations in these circumstances.

The biggest risk factor in this dyad is mutual ignorance about the art of
the possible. Misrepresenting strengths and interests is a recipe for strategic
instability.” The US and Chinese militaries each have cyber capabilities that
are too sensitive or too provocative to reveal in advance. Since covert tools
are difficult to use for overt signaling, each will have incentives to reserve
their most potent cyber capabilities in the event of war. They will also have
incentives to use them in the initial phases of war before they lose them as
initial planning assumptions change.

In addition to misrepresenting their strength to others, militaries can also
misperceive their own strengths by assuming that their information sys-
tems and cyber-warfare plans will work as expected. China probably has
more unrealistic expectations in this regard than the United States. The PLA
has bold doctrine for, but not much combat experience in, modern war. The
US military, by contrast, has decades of practical experience with the
nuances and frustrations of cyber operations on the battlefields of Iraq and
Afghanistan. The PLA is also far more politicized, which hampers objective
assessment and creative adaptation.

As a result, the cyber contribution to the balance of power and the costs
of war is very hard to predict. This uncertainty raises the risks of flawed net
assessments, false hopes for preemptive action, and mutual miscalculation.
The worst possible outcome would be for both superpowers to stumble
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into a protracted war after commanders allow themselves to believe that
automation or cyber warfare can provide a speedy solution to strategic
problems. Friction and disappointment in the cyber domain are far more
likely than paralysis and asymmetric advantage. In any shooting war
between the United States and China, furthermore, cyberspace will be the
least of anyone’s problems. Dreams about information dominance will be
eclipsed by risks of global economic depression and nuclear escalation.

Strategic planners, therefore, must seriously consider the possibility of
a long and costly war with China, especially if plans for a short war
depend on cyber warfare and automation. This means that cyber plan-
ning must plan to be disappointed. Cyber units, accordingly, must be pre-
pared to adapt to unanticipated consequences. This may help to improve
resilience in case of war with China. It may also reduce the chances of
starting such a war in the first place, to the extent that realistic expecta-
tions for cyber warfare lead to more accurate self-assessments, or to the
extent that resilient institutional capacity can be communicated to the
adversary.®

Short of war, and even in a limited war, the United States and China still
have enduring common interests in mutual connectivity and global trade.
The same economic forces that enable cyber exploitation across the Pacific
also condition the effects of security competition. Cyberspace may even
provide a means of relieving pressure in a complicated political relation-
ship. One lesson from Ukraine is the importance of maintaining a viable
gray zone, lest a desperate adversary gamble on war. Intelligence contests
do not necessarily undermine, and may even improve, long-term strategic
competition. As demonstrated in the triangular relationship between the
United States, Israel, and Iran in chapter 5, secret statecraft provides a way
of mitigating the inevitable frictions and contradictions of international
politics. Chronic intelligence competition—through cyberspace, human
agents, satellites, and even spy balloons—may help the United States and
China avoid something worse.

Cybersecurity Dilemmas

Cyber competition flourishes in the infrastructure of liberal order, such as it
is. Therefore, there are two logical ways to eliminate cyber threats. Both are
absurd. The first option is to start a large, destructive war that eliminates
the conditions for the possibility of deception. In a state of absolute war in
anarchy, there are no common institutions to enable deception. The second
option is to establish a system of perfect control, with pervasive monitoring
and ruthless enforcement. Hackers will find no place to hide in the night-
mares of George Orwell and Hannah Arendt. A state of total peace is as
inhospitable to intelligence as a state of total war.
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Between these logical extremes, some degree of cyber insecurity is inevi-
table. Information systems cannot be perfectly defended without making
them perfectly unusable. This means that organizations must make choices
about where to prioritize protection and where to tolerate exploitation.
Marginal improvements in cybersecurity in one area set the stage for new
threats in another. Overt cooperation to improve cybersecurity invites
covert operations to subvert it. But that’s not necessarily a bad place to be,
considering the alternatives.

There are upsides and downsides to every extreme, which means that
there are a lot of trade-offs in the middle. Markets improve efficiency but
threaten welfare, for instance, while governments improve coordination
but create overhead. Most public or corporate policy in practice is con-
cerned with evaluating and balancing such trade-offs, and then reevaluat-
ing and rebalancing them on an ongoing basis. The hardest problems,
moreover, usually have to do with figuring out what matters, and where to
compromise. Engineering outcomes is easier when goals and values are
clear, which they rarely are in practice. This means that the dilemmas of
cyber policy are as much about political philosophy as computer engineer-
ing. Those who know how must also ask why.

The basic policy implications of the theory of intelligence performance
are easy to state, but value trade-offs make them hard to implement. The
intelligence performance of an attacker depends on vulnerable institutions
(connectivity and vulnerability) and clandestine organization (capacity
and discretion). Therefore, to degrade the attacker’s performance, a
defender should try to make its own institutions less permissive (by reduc-
ing connectivity and limiting vulnerability) and the attacker’s organiza-
tion less proficient (by revealing discretion and countering capacity). But
in an intelligence contest, defense also plays offense (i.e., counterintelli-
gence collects intelligence and conducts covert action). To enhance its own
intelligence performance, therefore, the defender also tries to make the
attacker’s institutions more exposed (by ensuring connectivity and encour-
aging vulnerability) and the defender’s organization more sophisticated
(by improving discretion and enhancing capacity). But this is a paradox.
If the best defense is a good offense, then improving cybersecurity creates
insecurity.

Table C.3 lists representative policy options for improving cybersecurity
in each category. These may all be desirable, but it is not possible to have
them all at the same time. These desiderata embody fundamental political
trade-offs regarding institutions and intentions.! There are not enough
pages to explore all the trade-offs implied by the table, but I will highlight a
few to convey the intractable nature of cyber policy in practice.

The most obvious way to prevent cyber threats is to stop using cyber-
space altogether, but this involves some obvious opportunity costs. Short of
digital abstinence, threats may be limited by enterprise access controls such
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Tahle C.3 Policy measures to improve cybersecurity based on the conditions for intelligence

performance
Improve defense Improve offense
Vulnerable Reduce Limit Ensure Encourage
institutions connectivity vulnerability connectivity vulnerability
Disconnection/ Security Interoperability =~ Manipulate
airgaps protocols Multiple accesses  architecture
Access/privacy  Surveillance Open platforms  Stockpile exploits
controls Counterintel- Social engineering
Trade barriers ligence

Clandestine Reveal discretion
organization
Threat hunting
Incident response

Public attribution

Counter capacity Improve discretion

Threat profiling Operational

Disable tooling security

Sanction hostile Careful planning
entities Exercise restraint

Enhance capacity

Investment in spy
services

Administration

Recruit hackers

as classified information and public key infrastructure, or by national bans
on foreign technologies (e.g., US restrictions on China’s Huawei and
TikTok). More rigorous security standards, workforce education, auditing
practices, and safety certifications (e.g., a “software bill of materials”) can
also result in less vulnerable organizations and more reliable supply chains.
But these measures increase compliance costs that undermine the efficiency
of communication and coordination, which is the justification for using
information systems in the first place.

Barriers are not the only way to improve security. A better way to deal
with intelligence threats is to deceive the deceivers. Surreptitious surveil-
lance, attribution investigations, undercover infiltration, botnet takedowns,
and other forms of active counterintelligence help to reduce institutional
vulnerability and disrupt organizational capacity. As defense plays offense,
hostile assets become liabilities. Threat tooling can be disclosed and dis-
abled, and hostile operators can be indicted and sanctioned. At the same
time, counterintelligence invites controversy about privacy and civil liber-
ties. Some parts of the US electorate, for instance, may see efforts to block
Russian influence operations as an infringement on their freedom of speech.
If openness is an exploitable feature of US democracy, then counterintelli-
gence closure may seem undemocratic. The same paranoia that makes an
attacker think twice before infiltrating a system also lends itself to political
polarization.

If defense plays offense, then even the defender has an ironic interest in
preserving a degree of institutional vulnerability. Counterintelligence
agents become reticent about reporting threats when they want to protect
their sensitive sources. Secret exploits that may be patched for the public
good are hoarded for private advantage, which comes back to bite when
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threat actors use the same exploits (as with Conficker in chapter 5 and
EternalBlue above). Intelligence agencies have even been known to manip-
ulate encryption protocols or devices to create backdoors.®? The tension
between public security and private capacity is not limited to govern-
ments. Security companies such as NSOGroup and I-Soon become security
threats to civil society. Global software platforms both provide the institu-
tional environment for exploitation and are important intelligence actors
themselves.

If offense plays defense, conversely, then the attacker has incentives to
not exploit vulnerabilities too aggressively. Each side must make trade-
offs—and keep making them. Operational security (discretion) is vital for
protecting the fragile capabilities of a clandestine organization. Intelli-
gence works best when it works in the shadows. More complex enter-
prises that are better defended raise the risk of compromise and mission
failure. More politically sensitive entities carry additional risk of retalia-
tion. Attackers considering such targets must carefully evaluate contin-
gencies and plan accordingly.

Deception specialists also must make internal trade-offs. To improve
clandestine organization, either for intelligence or counterintelligence, they
must balance managerial coordination and unconstrained adaptation.®® Too
much of the former, and a bureaucracy struggles to keep up with its adver-
sary. Too much of the latter, and cowboys start making mistakes. The uni-
corn of cybersecurity is a technically competent, unconventionally creative,
organizationally loyal, and politically savvy hacker. But this beast is hard to
discover, let alone recruit and retain. While it may be possible for bureau-
cracies to assimilate blue-haired hackers, operational cyber units must be
prepared to cope with lost opportunities and embarrassing mistakes.

Nobody likes trade-offs. Cyber policy must compromise between effi-
ciency and effectiveness, options and credibility, offense and defense,
democracy and control, trust and temptation, and so forth. Classic policy
trade-offs become more complex as economic interdependence and techno-
logical sophistication increase. Most policymakers prefer to avoid value
trade-offs, of course, because public compromises make them vulnerable to
political rivals and ideological constituents. This implies that cybersecurity
will tend to become politicized as parochial interests emphasize private
goods over public bads. A more constructive way to spin this is that cyber-
security depends on leadership: the ability to envision the future, set priori-
ties and boundaries, align means with ends, and so on.

The overarching policy implication is that cybersecurity is a process, not an
outcome. Intelligence practice is more about navigating endless minor crises
and irritating challenges than about pulling off spectacular coups or deci-
sive interventions. When intelligence works, it is often based on the accu-
mulation of data and expertise over many years (as in Bletchley Park).
When covert action works, it often just injects friction into an already
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complicated system, which may buy time for other policy options to emerge
(as in Stuxnet). Defensive cybersecurity, likewise, requires an ongoing effort
to identify and rebalance trade-offs, repair and reform institutions, improve
the benefits of coordination, and mitigate the risks of deception. System
confidentiality, data integrity, or authorized access can never be completely
assured. But for similar reasons, offense does not systematically dominate
defense. Intelligence performance emerges from sustained investment and
ongoing adaptation. Organized deception is a long con. Cybersecurity,
accordingly, is a long game.

How I Learned to Stop Worrying and Love the Gray Zone

Reframing cybersecurity as secret statecraft comes with good news and bad
news. The good news is that the cyberwar narrative is not a useful guide to
the future. The next war will not be decided in cyberspace. Hacking is not
easy. Attribution is not impossible. Offense is not dominant. The same com-
plexity that creates vulnerability for defense also creates friction for offense.
Even the most skilled attackers may leave fingerprints, and less skilled
attackers will leave more fingerprints. Combatants will look for opportuni-
ties for cyber warfare, but they are more likely to find frustration. Cyber
attacks will rarely be escalatory, and they can even de-escalate crises.
Cyber espionage will not be a simple shortcut to innovation, and it can
even foster dependency. Cyber influence will not overthrow regimes, and
it may even suggest weak resolve. These patterns are unlikely to change
with artificial intelligence, quantum computing, or any other emerging
technology. They are unlikely to change because technology did not cre-
ate these patterns in the first place.

The bad news is that civil society is in the crosshairs. While cyberspace
may not transform national security, it has ominous implications for human
security. Cybersecurity is a high-tech intelligence contest that is conducted
by, with, and through civilian systems. Commercial companies, nongov-
ernmental organizations, academic laboratories, journalists, dissidents, and
average citizens become intelligence actors, intermediaries, and targets.
Repressive regimes use commercial spyware to expand the reach of inter-
nal security services. Autocracies and democracies alike impose informa-
tion controls. Corporate surveillance and digital addiction encourage
people to trade privacy for entertainment. Social media platforms roil with
envy, resentment, and paranoia. Personal devices enable bullying, extor-
tion, and intimate abuse. As ever, the weak suffer what they must, and
there is no end in sight. At least there is job security in cybersecurity.

Institutions are the key to understanding both the good news and the
bad news about cybersecurity. Institutions are the rules and tools that con-
strain and enable social interaction. Cyberspace is an institution in this
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sense, enabling communication and coordination at unprecedented scale.
Overt cooperation at scale, in turn, enables covert competition at scale. The
“good news” about cyber warfare, accordingly, is that secret statecraft is
less feasible wherever institutions are weak or missing. Wars fought in
anarchy tend to limit the viability of cyber warfare. This good news is still
not great, since political actors may still decide to go to war for reasons that
have nothing to do with cyberspace, and they may predicate their war
plans on a sudden loss of connectivity via communications sabotage (as
Hezbollah found out the hard way). The “bad news” about cyberspace and
civil society, moreover, is that secret statecraft flourishes when institutions
are robust or pervasive. Global economies and domestic regimes provide
ideal conditions for cyber operations.

The upshot is that cyber warfare is less reliable between states, where
institutions are thinner, while cyber exploitation is more relevant within
societies, where institutions are denser. Intuitions about warfare, therefore,
are not reliable guides to secret statecraft in cyberspace. Military combat,
taken to the logical extreme, is a contest of strength between autonomous
organizations in anarchy. Intelligence and cybersecurity, by contrast, are
contests of wits within cooperatively entangled institutions. Warfare
between states is the antithesis of cooperation, but cooperation is the con-
dition for the possibility of deception. Deception and intelligence are still
possible in war, of course, but only where there is some degree of institu-
tionalization. It is no coincidence that intelligence plays such a large role in
limited forms of war such as counterinsurgency and counterterrorism,
where residual institutional constraints are still in force. Intelligence and
counterintelligence are even more salient for internal security, which rein-
forces the institutions of state. It is also not surprising that intelligence is
notoriously unreliable in major combat operations, where institutional
constraints are weakest. Anarchy undermines intelligence.

Intuitions about deterrence are also misleading for cybersecurity. The
deterrence revolution of the twentieth century was all about using the
(nuclear) means of war in pursuit of the (negative) ends of peace. The decep-
tion revolution of the twenty-first century, by contrast, uses the (cyber)
means of peace in pursuit of the (limited) ends of war. Deception and deter-
rence do not mix well, because bluffing undermines credibility, and secrecy
undermines brandishing. As the eponymous analyst from the Bland Corpo-
ration in Dr. Strangelove observes, “The whole point of the doomsday
machine is lost if you keep it a secret!” Yet the whole point of hacking the
machine is lost if you don’t keep it a secret! It is thus hardly surprising that
US Cyber Command, in its first decade of existence, rejected deterrence as
the cornerstone of cyber strategy.®* (Later it awkwardly embraced the US
National Security Strategy of “integrated deterrence.”®®)

Some good news, perhaps, is that there is a growing community of exper-
tise in cybersecurity, both in industry and in government. With decades of
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experience of cyber competition, we are finally moving beyond debates
about the bogeyman of cyberwar to confront the actual security problems
of cyberspace. The bad news is that these problems are really wicked.%
Wicked problems in cybersecurity embody fundamental trade-offs across
intentions and institutions at multiple scales. These problems both require
integration and defy it. Ostensible solutions like “public-private partner-
ship” and “whole-of-government effort” are really just descriptions of the
intractability of integration.

There are at least three major integration problems in cybersecurity.
The first tension is between military and intelligence affairs. This tension
is embodied in the “dual hat” of General Haugh, who until recently was
both commander of US Cyber Command and director of the NSA. This
enabled him to employ the same technical capabilities under different
legal authorities. Yet there is a serious tension between the culture of war
and the culture of intelligence. Wars are episodic contests of strength
between societies; intelligence is a chronic contest of wits within societ-
ies. Military cyber units can scale up espionage and covert action and
rebrand them as technical reconnaissance and cyber warfare in order to
be more consistent with military ideas and identities. But in the process,
cyber units run afoul of classic intelligence controversies around privacy
and counterintelligence. Efforts to combat foreign disinformation, for
example, must walk a fine line in order to avoid becoming military inter-
ventions into democratic politics.®”

The second important tension is between national security strategy and
economic policy. The policy tools of law enforcement and regulation are
different from the tools of the military intelligence community, and they are
often more focused on domestic affairs than on international ones. While it
is easy to focus on deception specialists and their campaigns, economic
policy shapes the institutions that make deception possible in the first
place. Before hackers can hack cyberspace, technologists and administra-
tors must build it. Bureaucrats and engineers define technical standards
and protocols, govern multistakeholder organizations, establish reporting
requirements for breaches and cyber incidents, enforce cybercrime and pri-
vacy laws, implement health and safety regulations, impose economic
sanctions and technical barriers to trade, and manage government procure-
ment practices. These activities are generally not controlled by defense
ministries or spy services, nor should they be, but rather economic agencies
and the justice system. These constitutive activities shape the environment
in which military and intelligence threat actors operate.

The third and trickiest tension is between the state and civil society. Cyber-
security is an intelligence contest that is more digitized, supersized, and
civilianized than ever. Commercial firms and other civilian entities invent,
own, and operate most of the infrastructure of cyberspace. The cybersecu-
rity industry provides counterintelligence functionality for government and
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industry alike. Some commercial intelligence firms even rival the capabili-
ties of nation-state spy agencies, and the lines between them are blurry.
Mandjiant, for example, was founded by a former US Air Force counterintel-
ligence officer, employs many veteran intelligence personnel, and has
unique access to its clients” data (telemetry), which US intelligence agencies
are not allowed to directly collect. Other tech firms try to avoid appearing
too close to the US government in order to maintain access to European and
Asian markets. Perennial calls for better public-private information sharing
just underscore the enduring tensions between commercial expertise and
government authority.

There are no lasting solutions to any of these problems. Practitioners
must chronically manage trade-offs in the liminal space between intelli-
gence and warfare, security and economy, and government and industry.
Along the way, military units will begin to look and act more like intelli-
gence agencies, regulatory agencies will shape the operating environment
for national security agencies, and civil society will be subverted in geopo-
litical competition. Cyber threats will flourish in the gray zone between
peace and war, and cyber policy will flirt with countless shades of gray. The
dilemmas of cybersecurity create an aporia of policy.

The study of secret statecraft also falls into a gray zone. The IR field long
ignored phenomena of secrecy and intelligence in its focus on the big prob-
lems of war, peace, and deterrence. This is changing with a recent burgeon-
ing of scholarship on deception theory, as discussed in chapter 1, thanks in
no small part to the rising profile of cybersecurity in world politics. Most of
the IR scholarship on deception theory to date has been in the subfield of
security studies, with less in the subfield of international political economy.
Yet the global liberal order (or what's left of it) creates a technological play-
ground for realpolitik. Cyberspace is a product of transnational economic
cooperation, and global security competition exploits it. Complex interac-
tions between governments and markets, along with the domestic politics
of entangled regimes, drive the dynamics of cybersecurity. The future of
deception theory lies in the shadows between security and political
economy.

That deception plays a role in war is well known. That deception is prev-
alent in peace is more unsettling. Rivals and predators may scheme to
deceive, but friends and family wear masks as well. Yet while deception
lays traps, it also saves face. Lurking in the search for truth is a paradox of
self-deception.
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